Lecture Notes in Computer Science 2365
Edited by G. Goos, J. Hartmanis, and J. van Leeuwen



Springer
Berlin
Heidelberg
New York
Barcelona
Hong Kong
London
Milan

Paris

Tokyo



Joan Daemen Vincent Rijmen (Eds.)

Fast
Software Encryption

9th International Workshop, FSE 2002
Leuven, Belgium, February 4-6, 2002
Revised Papers

Springer




Series Editors

Gerhard Goos, Karlsruhe University, Germany
Juris Hartmanis, Cornell University, NY, USA
Jan van Leeuwen, Utrecht University, The Netherlands

Volume Editors

Joan Daemen

Proton World

Zweefvliegtuigstraat 10

1130 Brussel, Belgium

E-mail: joan.daemen @protonworld.com

Vincent Rijmen

Cryptomathic

Lei 8A

3000 Leuven, Belgium

E-mail: vincent.rijmen @cryptomathic.com

Cataloging-in-Publication Data applied for

Die Deutsche Bibliothek - CIP-Einheitsaufnahme

Fast software encryption : 9th international workshop ; revised papers / FSE
2002, Leuven, Belgium, February 2002. Joan Daemen ; Vincent Rijmen (ed.). -
Berlin ; Heidelberg ; New York ; Barcelona ; Hong Kong ; London ; Milan ;
Paris ; Tokyo : Springer, 2002

(Lecture notes in computer science ; Vol. 2365)

ISBN 3-540-44009-7

CR Subject Classi cation (1998): E.3,F.2.1,E.4, G4

ISSN 0302-9743
ISBN 3-540-44009-7 Springer-Verlag Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, speci cally the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on micro Ims or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer-Verlag. Violations are
liable for prosecution under the German Copyright Law.

Springer-Verlag Berlin Heidelberg New York,
a member of BertelsmannSpringer Science+Business Media GmbH

http://www.springer.de

Springer-Verlag Berlin Heidelberg 2002
Printed in Germany

Typesetting: Camera-ready by author, data conversion by PTP-Berlin, Stefan Sossna e.K.
Printed on acid-free paper SPIN: 10870318 06/3142 543210



Preface

This Fast Software Encryption workshop was the ninth in a series of workshops
started in Cambridge in December 1993. The previous workshop took place in
Yokohama in April 2001. It concentrated on all aspects of fast primitives for
symmetric cryptography: secret key ciphers, the design and cryptanalysis of
block and stream ciphers, as well as hash functions and message authentication
codes (MACs).

The ninth Fast Software Encryption workshop was held in February 2002 in
Leuven, Belgium and was organized by General Chair Matt Landrock (Crypto-
mathic Belgium), in cooperation with the research group COSIC of K.U. Leuven.
This year there were 70 submissions, of which 21 were selected for presentation
and publication in this volume.

We would like to thank the following people. First of all the submitting
authors and the program committee for their work. Then Markku-Juhani O.
Saarinen, Orr Dunkelman, Fredrik Jonsson, Helger Lipmaa, Greg Rose, Alex
Biryukov, and Christophe De Canniere, who provided reviews at the request
of program committee members. Bart Preneel for letting us use COSIC’s Web-
review software in the review process and Wim Moreau for all his support.
Finally we would like to thank Krista Geens of Cryptomathic for her help in the
registration and the practical organization.

May 2002 Joan Daemen and Vincent Rijmen
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New Results on Boomerang and Rectangle
Attacks*

Eli Biham!, Orr Dunkelman', and Nathan Keller?

L Computer Science Department, Technion.
Haifa 32000, Israel
{biham,orrd}@cs.technion.ac.il
2 Mathematics Department, Technion.
Haifa 32000, Israel
nkeller@tx.technion.ac.il

Abstract. The boomerang attack is a new and very powerful crypt-
analytic technique. However, due to the adaptive chosen plaintext and
ciphertext nature of the attack, boomerang key recovery attacks that re-
trieve key material on both sides of the boomerang distinguisher are hard
to mount. We also present a method for using a boomerang distinguisher,
which enables retrieving subkey bits on both sides of the boomerang dis-
tinguisher. The rectangle attack evolved from the boomerang attack.In
this paper we present a new algorithm which improves the results of the
rectangle attack.

Using these improvements we can attack 3.5-round SC2000 with
adaptive chosen plaintexts and ciphertexts, and 10-round Serpent with
time complexity of 2'73® memory accesses (which are equivalent to 2'6°-3
Serpent encryptions) with data complexity of 2126-3 chosen plaintexts.

267

1 Introduction

Differential cryptanalysis [3] is based on studying the propagation of differences
through an encryption function. Since its introduction many techniques based
on it were introduced. Some of these techniques, like the truncated differentials
[11] and the higher order differentials [2|11], are generalizations of the differ-
ential attack. Some other techniques like differential-linear attack [14] and the
boomerang attack [18] use the differential attack as a building block.

The boomerang attack is an adaptive chosen plaintext and ciphertext at-
tack. It is based on a pair of short differential characteristics used in a specially
built quartet. In the attack a pair of plaintexts with a given input difference are
encrypted. Their ciphertexts are used to compute two other ciphertexts accord-
ing to some other difference, these new ciphertexts are then decrypted, and the
difference after the decryption is compared to some (fixed known) value.

* The work described in this paper has been supported by the European Commission
through the IST Programme under Contract IST-1999-12324.

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 1-{16] 2002.
© Springer-Verlag Berlin Heidelberg 2002



2 E. Biham, O. Dunkelman, and N. Keller

The boomerang attack was further developed in [10] into a chosen plaintext
attack called the amplified boomerang attack. Later, the amplified boomerang
attack was further developed into the rectangle attack [7].

In the transition from the boomerang attack to the rectangle attack the
probability of the distinguisher is reduced (in exchange for easing the require-
ments from adaptive chosen plaintext and ciphertext attack to a chosen plain-
text attack). The reduction in the distinguisher’s probability results in higher
data complexity requirements. For example, the data requirements for distin-
guishing a 2.5-round SC2000 [I7] from a random permutation using a rectangle
distinguisher is 2346 chosen plaintext blocks, whereas only 2392 adaptive chosen
plaintext and ciphertext blocks are required for the boomerang distinguisher.

In this paper we present a method to retrieve more subkey bits in key recov-
ery boomerang attacks. We also present a better algorithm to perform rectangle
attacks. These improvements result in better key recovery attacks which re-
quire less data or time (or both) and are more effective. The improvement to
the generic rectangle attack reduces the time complexity of attacking 10-round
Serpent from 22'7 memory accesse to 21738 memory accesses which are equiv-
alent to about 2663 10-round Serpent encryptions. We also prove that these
key recovery attacks succeed (with very high probability) assuming that the
distinguishers are successful.

The paper is organized as follows: In Section 2] we briefly describe the
boomerang and the rectangle attacks. In Section [3] we present our new opti-
mized generic rectangle attack and analyze its application to generic ciphers and
to SC2000 and Serpent. In Section[d] we present our optimized generic boomerang
attack and analyze its application to both a generic cipher and real blockciphers
like SC2000 and Serpent. Section [5 describes a new technique to transform a
boomerang distinguisher into a key recovery attack that retrieves more subkey
material. We summarize this paper and our new results in Section [6l

2 Introduction to Boomerang and Rectangle Attacks

2.1 The Boomerang Attack

The boomerang attack was introduced in [I8]. The main idea behind the
boomerang attack is to use two short differentials with high probabilities in-
stead of one differential of more rounds with low probability. The motivation for
such an attack is quite apparent, as it is easier to find short differentials with a
high probability than finding a long one with a high enough probability.

We assume that a block cipher £ : {0,1}" x {0,1}¥ — {0,1}" can be de-
scribed as a cascade E = Ej o Ejy, such that for Fy there exists a differential
a — (8 with probability p, and for E; there exists a differential v — § with
probability . The boomerang attack uses the first characteristic (« — ) for Ey
with respect to the pairs (P, Py) and (Ps, Py), and uses the second characteristic

! In [7] it was claimed to be 22°° due to an error that occurred in the analysis.
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(v — 9) for E; with respect to the pairs (Cy,C3) and (Cs,Cy). The attack is
based on the following boomerang process:

— Ask for the encryption of a pair of plaintexts (Py, Py) such that P, & P> = «
and denote the corresponding ciphertexts by (C1, Ca).

— Calculate C3 = C1 @ 0 and Cy = Cy & §, and ask for the decryption of the
pair (C3,Cy). Denote the corresponding plaintexts by (Ps, Py).

— Check whether P3 & P, = a.

We call these steps (encryption, XOR by § and then decryption) a §—shift.

For a random permutation the probability that the last condition is satisfied
is 27™. For E, however, the probability that the pair (P, P,) is a right pair with
respect to the first differential (o« — () is p. The probability that both pairs
(C1,C3) and (Cy, Cy) are right pairs with respect to the second differential is ¢2.
If all these are right pairs, then they satisty By (Cs) @ E; ' (Cy) = 3 = FEo(Ps)®
Ey(Py), and thus, with probability p also P3@® Py = «. Therefore, the probability
of this quartet of plaintexts and ciphertexts to satisfy the boomerang conditions
s (pq)?. Therefore, pg > 2~™/2 must hold for the boomerang distinguisher (and
the boomerang key recovery attacks) to work.

The attack can be mounted for all possible 5’s and ~’s simultaneously (as
long as 3 # 7), thus, a right quartet for E is built with probability (p§)?, where:

We refer the reader to [I8]7] for the complete description and the analysis.

2.2 The Rectangle Attack

Converting adaptive chosen plaintext and ciphertext distinguishers into key re-
covery attacks pose several difficulties. Unlike the regular known plaintext, cho-
sen plaintext, or chosen ciphertext distinguishers, using the regular methods of
BITHITTAI5IT4] to use adaptive chosen plaintext and ciphertext distinguishers
in key recovery attacks fail, as these techniques require the ability to directly
control either the input or the output of the encryption function.

In [I0] the amplified boomerang attack is presented. This is a method for elim-
inating the need of adaptive chosen plaintexts and ciphertexts. The amplified
boomerang attack achieves this goal by encrypting many pairs with input differ-
ence «, and looking for a quartet (pair of pairs) for which, C1y ®C5 = Co®@Cy =6
when P, & P, = P3; & Py = a. Given the same decomposition of E as before,
and the same basic differentials o — (3,7 — 4, the analysis shows that the
probability of a quartet to be a right quartet is 2~ (*+1)/2pq.

The reason for the lower probability is that no one can guarantee that the ~y
difference (in the middle of the encryption; needed for the quartet to be a right
boomerang quartet) is achieved. The lower probability makes the additional
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problem (already mentioned earlier) of finding and identifying the right quartets
even more difficult.

The rectangle attack [7] shows that it is possible to count over all the possible
B’s and v’s, and presents additional improvements over the amplified boomerang
attack. The improvements presented in the rectangle attack improve the proba-
bility of a quartet to be a right rectangle quartet to 2~/ 2[)(}9

3 Improving the Rectangle Attack

The main problem dealt in previous works is the large number of possible quar-
tets. Unlike in the boomerang attack, in which the identification of possible
quartets is relatively simple, it is hard to find the right quartets in the rectangle
attacks since the attacker encrypts a large number of pairs (or structures) and
then has to find the right quartets through analysis of the ciphertexts. As the
number of possible quartets is quadratic in the number of pairs@, and as the
attacker has to test all the quartets, it is evident that the time complexity of the
attack is very large.

In this section we present an algorithm which solves the above problem by
exploiting the properties of a right quartet, and which tests only a small part
of the possible quartets. The new algorithm is presented on a generic cipher
with the following parameters: Let E be a cipher which can be described as a
cascade E = Efo o Eyo Ej, and assume that Ey and E; satisfy the properties
of Ey and E; presented in Section B (i.e., there exist differentials o — § with
probability p of Ey and v — ¢ with probability ¢ of E7). An outline of such an
E is presented in Figure [l We can treat this E as composed of E' = Fj o Ej
(for which we have a distinguisher) surrounded by the additional rounds of E;
and E¢. As mentioned in Section [2} for sufficiently high probabilities p, ¢, we can
distinguish F o Ey from a random permutation using either a boomerang or a
rectangle distinguisher. However, we also like to mount key recovery attacks on
the full E.

Recall that the rectangle distinguisher parameters are «, d, p, and §. Given
these parameters, the rectangle distinguisher of the cipher E/ = FE; o Ey can
easily be constructed.

Before we continue we introduce some additional notations: Let X, be the
set of all plaintext differences that may cause a difference « after Ej. Let V} be
the space spanned by the values in X;. Note that usually n — 7, bits are set to
0 for all the values in V4. Let r, = log, |V3| and ¢, = logy | Xp| (7 and ¢, are not
necessarily integers). Let my be the number of subkey bits which enter Ej and
affect the difference of the plaintexts by decrypting pairs whose difference after
E} is a, or formally

% This is a lower bound for the probability. For further analysis see [1].
31In the rectangle attack the quartet [(z,y),(z,w)] differs from the quartet

[(z, ), (w, 2)].
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Plaintext Eh - EO E] = FE_ H—» Ciphertext

Fig. 1. Outline of £

"EY (@)@ E ' (z®a)

my = ‘{K’
bKeBK/ bKeBK/
where w(x) denotes the hamming weight of x.

Similarly, let Xy is the set of all ciphertext differences that a difference &
before I/y may cause. Let V; denote the space spanned by the values of Xy and
denote 1y = log, |Vy|. Let ty = log, | X¢|. Let my be the number of subkey bits
which enter Ey and affect the difference when encrypting a pair with difference
0 or formally

mf = ‘{K/

We outline all these notations in Figure[2.

E; ! B!
w(K') =1 and 3K,z : b (2) © By (2 @ @) # }‘

Ef(x) @ Efy (@ ) # }’
K')=1and 3K,z : I% K .
w(K") an Y B (0) @ Ep L (x @)

m: subkey bits m :subkey bits

X :possible X, :possible
values lead to values cuased by
[ difference. [ difference.
V,:set of all Eb EO El Ef V;:set of all
differences in differences in
the active bits the active bits
in X, in X;

[ difference between [ difference between

(P.,P,) and (P,,P). (C,Cy) and (C,,C,).

Fig. 2. The Notations Used in This Paper
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Our new algorithm for using rectangle distinguisher in a key recovery attack
is as follows:

1. Create Y = [2"/2F27 /53] structures of 2" plaintexts each. In each struc-
ture choose Py randomly and let L = Py @ V}, be the set of plaintexts in the
structure.

2. Initialize an array of 2™*T™/ counters. Each counter corresponds to a dif-
ferent guess of the my subkey bits of Iy, and the ms subkey bits of Ey.

3. Insert the N =Y - 2" ciphertexts into a hash table according to the n —
ciphertext bits that are set to 0 in Vy. If a pair agrees on these n — ry bits,
check whether the ciphertext difference is in X.

4. For each collision (C,C3) which remains, denote C;’s structure by S¢, and
attach to Cy the index of S¢, and vice versa.

5. In each structure S we search for two ciphertexts C7 and C3 which are
attached to some other S’. When we find such a pair we check that the
Py @ P, (the corresponding plaintexts) is in Xj, and check the same for the
plaintexts which P; and P, are related to.

6. For all the quartets which passed the last test denote by (Pi, P, Ps, Py)
the plaintexts of a quartet and by (C7,Cs, Cs,Cy) the corresponding ci-
phertexts. Increment the counters which correspond to all subkeys K, Ky
(actually their bits which affect the o and ¢ differences, respectively) for
which Ep, (P1) @ Epy, (P2) = By, (P3) ® By, (P1) = « and E;Klf Ch) @

By (Cs) = Ej (Co) @ Epl (Ca) =,
7. Output the subkey with maximal number of hits.

The data complexity of the attack is N = 27Y = 27 [27/2+2=" /53] cho-
sen plaintexts. The time complexity of Step 1 (the data collection step) is N
encryptions. The time complexity of Step 2 is 2™*+™/ memory accesses in a
trivial implementation and only one memory access using a more suitable data
structures (like B-trees).

Step 3 requires N memory accesses for the insertion of the ciphertexts into
a hash table (indexed by the n — ry bits which are set to 0 in V). The number
of colliding pairs is about N2 -2747"/2 as there are N plaintexts divided into
2"~"7 bins (each bin correspond to a value of the n — ry bits). Note that we
not necessarily use all the bins due to large memory requirements (i.e., we can
hash only according the first 30 bits set to 0 in V). For each collision we check
whether the difference of the ciphertexts of the colliding pair belongs to X . We
keep all the 27 values of X ¢ in a hash table, and thus, the check requires one
memory access for each colliding pair. Out of the 2"f possible differences for a
colliding pair, only 2!/ differences are in Xy (i.e., can occur in a right quartet),
and thus, about N2 - 2t~ pairs remain. The time complexity of this step is
N + N2?.2777"=1 memory accesses on average.

Step 4 requires one memory access for each pair which passes the filtering
of Step 3. In a real implementation it is wiser to implement Step 4 as part of
Step 3, but we separate these steps for the sake of simpler analysis. As there are
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N?2.2t5=7=1 guch pairs, the time complexity of this step is on average N2.2ts 71
MEmory accesses.

Step 5 implements a search for possible quartets. In a right quartet both
(Pl, Pg) and (Pg, P4) must satisfy that Eb(Pl) @Eb(PQ) = Eb(Pg) @Eb(P4) = «,
and thus any right quartet must be combined from some Pi,P, € S and
P3, P, € S where S and S are two (not necessarlly dlstlnct) structures. Moreover,
a right quartet satisfies that E ey e Ey YCs) = (C’g) oLy Ley) =9,
and thus C] is attached to Sc, and Cyis attached to Sc4 and as P3, P, are from
the same structure then — S¢, = Sc¢,. Therefore, in each structure S we search
for colliding attachments, i.e., pairs of ciphertexts in S which are attached to the
same (other) structure S. The N2-2t~"~1 attachments (colliding pairs) are dis-
tributed over Y structures, and we get that approximately (N -2t +ro—n=1)2/y
possible quartets are suggested in each structure (where a quartet corresponds to
a pair of plaintexts from some structure attached to the same structure). We im-
plement the test in the same manner as in Step 3, i.e., keeping a hash table Hg for
each structure S and inserting each ciphertext C' to Hg, according to the index
of the structure attached to C. Denoting the plaintexts of the suggested quartet
by (P1, P, P3, Py) and their corresponding ciphertexts by (C1,Cs,Cs,Cy), we
first check that P; & P, € Xj. This test requires one memory access for each
possible quartet. The probability that the value P, @ P, is in X is 27", A
quartet which fails this test can be discarded immediately. Therefore, out of the
N?2.22t5+2m=2n=2 pogsible quartets only N2 - 226+ +t0=2n=2 quartets remain.
As stated before, this filtering requires one memory accesses for each candidate
quartet, thus the algorithm requires N?2-22ts+27—2n=2 memory accesses. We can
discard more quartets by testing whether P3® P, € Xj. In total this step requires
N2 .22t +2m=2n=2 . (1 4 26="s) memory accesses and about N2 . 22t7 2t —2n-2
quartets remain after this step.

In Step 6 we try to deduce the right subkey from the remaining quartets.
Recall that a right quartet satisfies Ey(Py)®Ep(P2) = a = Ep(P3)® Ep(Py). Both
pairs are encrypted by the same subkey, hence, a right quartet must agree on K,
(the my, subkey bits which enter Ej, and affect the output difference ). There are
2% possible input differences that lead to « difference after Ey, therefore, 2™t
subkeys on average take one of these values into the difference «. As each pair
suggests 2™~ subkeys, they agree on average on (2~ %)2 /2(2m) = 2me—2te—1
subkeys for E,. We can find these options by keeping in a precomputed table
either the possible values for any pair on its own, or for the whole quartet.
Repeating the analysis for Ey, (C1,Cs), and (C2,Cy) we get about 2/ ~2tr~1
subkeys suggestions from each quartet. Thus, each of the remaining quartets
suggests 2mv s —2tr =2t =2 pogsible subkeys. There are 2™ ™7 possible subkeys
and N2.22ts+2tp—2n=2 gmp+my—2t;=2,=2 — N2.9mptms—2n—4 hits The expected
number of hits for a (wrong) subkey is about N2 - 27274 Since N < 2" is the
number of plaintexts the expected number of hits per wrong subkey is less than
274 = 1/16, and we can conclude that the attack almost always succeeds in
recovering subkey bits (since the number of expected hits for the right subkey
is 4), or at least reduces the number of candidates for the right subkey. We
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can insert the 2™*~% subkeys suggested by (P;, P2) into a hash table, and for
each subkey suggested by the pair (Ps, P;) we can check whether it was already
suggested. Doing the same for Ey we get that for each quartet we need 3 -
2me—te 4 3.2™Ms~tf memory accesses. We can optimize this a little bit by storing
in advance a table and a list for each difference in X}, and save the time of building
the hash table. This method saves 1/3 of the number of memory accesses. Using
this method this step requires about N?2 . 22t7+2t=2n=3 . (gmy=2t, _ gm;=2ts) —
N?2.272n=3 . (2me 2ty 4 9ms+2t) memory accesses for the entire attack.

Step 7 requires 2™/ memory accesses using a trivial implementation,
which can be reduced to 1-4 memory accesses using a more efficient data struc-
ture (e.g., B-trees or dynamic hash tables).

Overall, this algorithm requires N = 27Y = 27[27/2+2=7 /541 chosen
plaintexts, and time complexity of N + N?2(277—n=1 4 ots=n 4 92t;+2rp=2n=2 4
2mutte 2ty —2n—1 4 oms+2t+t;—2n—1) memory accesses. The memory complexity
is N + 2% + 2t 4 2metmys,

Table [l summarizes the time complexity of each step and the number of
plaintexts / pairs / quartets that remain after each step of the algorithm.

Table 1. The Rectangle Attack Steps and their Effect

Step Short Time # Remaining Texts/
No. Description Complexity Pairs/Quartets
1 Data generation N encryptions N plaintexts
2 Subkey counters’ init. 1 MA No change
3 First filtering N 4 N227 7 "~1 MA NZ. 2871 pairs
4 Suggesting quartets NZ2t77""! MA No change
5 Eliminating quartets NZ222%ts+2mp=2n=2 \[A N2Q2yH2t=2n=2 qtq
6  Subkey detection N2gtetty=2n=1omytis 4 gmys+iv)
MA No change
7 Printing subkey 1-4 MA No change

MA - Memory Accesses

Using this algorithm we can break 3.5-round SC2000, using the following
decomposition: Ej consists of the first S4 layer, the following 1.25 rounds are Ej,
the next 1.25 rounds are E;, and the final S4 layer is E¢. For this decomposition
the following properties were presented in [B]: r, = 7y = my, = my = 40,t, =
27ty = 27.9,n = 128,p = 27896 g — 27916 Thus, we conclude that the data
complexity is N = 2346 chosen plaintexts and that the time complexity is 2346
memory accesses, which slightly improves the results in [§].

We can also break 10-round Serpent using the following decomposition: Ej
consists of round 0. The following 4 rounds are Ey, the next 4 rounds are Fj,
and round 9 is . For this decomposition the following properties are presented
in [7] ry = mp = 76,7y = my = 20,t, = 48.85,ty = 13.6,n = 128,p =

* As stated earlier, in [7] it was mistakenly claimed that ¢, = 64. We use the correct
value of 76, and derive the correct time complexity.
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27254 G = 27349 Thus, we conclude that the data complexity is N = 2126:3
chosen plaintexts and that the time complexity is 2'73® memory accesses. Note
that the time complexity of the attack presented in [[7] is 22!7 memory accesses
using 219 memory cells (or 22194 memory accesses with 21318 memory cells).

Note that we can use the above algorithm in several other scenarios. One of
them is a chosen ciphertext scenario, where the above algorithm is applied on
E' = E; o Byl o By o E;'. The analysis of this case is the same as before
as long as we replace in the above equations all the sub-scripts b by f and vice
versa.

Sometimes, we might want to attack a cipher E with additional rounds only
at one side, i.e., to divide E to E = Ey o Eyo E}, (or E = Ey o Ey o Ej). In this
case our analysis still holds with my =ry =ty = 0.

4 A Key Recovery Attack Based on Boomerang
Distinguisher

In this section we apply our ideas from the previous section to the boomerang
attack. We generalized the results of [I88]. Like the rectangle attack, we have
found that whenever the boomerang distinguisher succeeds then the key recovery
attack also succeeds.

There are various standard techniques to use distinguishers for a key recovery
attack [BISTTI4/5). The basic idea is to try all subkeys which affect the differ-
ence (or the approximation) before and after the distinguishers (i.e., in Fj and
Ey), and to deduce that the correct subkey is the one for which the statistical
distinguisher has the best results. However, this basic idea can be very expensive
in terms of time and memory complexities. Moreover, due to the adaptive chosen
plaintext and ciphertext requirement, using a boomerang distinguisher in a key
recovery attack can be done if either Ej or Ey is present but not when both
exist.

As both boomerang and rectangle distinguishers exploit the same « and 9,
we use the same notations of E = E;o EjoEgo Ey, my , 13 , ty, mys, ¢, and ty
as in the earlier sections.

The generic boomerang attack on F = F; o Ey o Ej, is as follows:

1. Initialize an array of 2" counters. Each counter corresponds to a different
guess of the my; subkey bits of Ej.

2. Generate a structure F of plaintexts, choose Py randomly and let F' = Py@V}
be the set of plaintexts in the structure.

3. Ask for the encryption of F' and denote the set of ciphertexts by G.

4. For each ciphertext ¢ € G compute ¢’ = ¢ @ §, and define the set H =
{c®d|c € G}.

5. Ask for the decryption of H, and denote the plaintexts set by I.

6. Insert all the plaintexts in [ into a hash table according to the n—r} plaintext
bits which are set to 0 in Vj,.

7. In case of a collision of plaintexts in the hash table:
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a) Denote the plaintexts which collide in the hash table by (Ps, Py), and
test whether P; & P, € X,. If this condition is satisfied denote the
plaintexts from F' which correspond to (Ps, Py) by (Py, Py). Test whether
P ® Py, € X. If any of the tests fails, discard this quartet.

b) For a quartet (Py, Py, P, Py) which passes the above filtering we check
all possible K} which enter Ej (actually its bits which affect the «)
and increment the counters which correspond to the subkeys for which
By, (P1) @ Epy, (P2) = Epy, (Ps) © B, (P1) = o

8. Repeat Steps 2—7 until a subkey is suggested 4 times.

Steps 2-5 perform a §-shift on structures (and not on the pairs directly).

From the analysis in [I8] and the properties of the algorithm it is evident
that the data complexity of the attack is about 8(p¢) 2. However, we generate
at least 271! plaintexts and ciphertexts, and thus the data complexity of the
attack is N = max{2"! 8(pq) 2}.

The time complexity of Step 1 is equivalent to 2™* memory accesses. How-
ever, we can keep the counters in more efficient data structures (like B-trees, or
dynamic hash tables) for which Step 1 takes only one memory access.

In steps 2-5 we encrypt N/2 plaintexts, compute N/2 XOR operations and
decrypt N/2 ciphertexts. Thus, the total time complexity of Steps 2-5 for the
whole attack is N encryptions/decryptions.

Repeating the analysis from the previous section, we restrict our attention to
time complexity analysis for each F' independently of other F’s, as each execution
of Steps 67 for a given structure is independent of the execution of these steps
for other structures.

As we insert the plaintexts into a hash tables, each plaintext in I requires
one memory access. Thus, the time complexity of Step 6 is 2™ memory accesses
per structure, and therefore N/2 memory accesses for the entire attack.

Repeating the analysis from the previous section (with the relevant minor
changes), we get that Step 7 for each structure I (and therefore, for each F')
requires about 237~"~1 memory accesses. For the entire N/2"F! structures
this step requires 237~"~1. N/2m+l = N . 227=n—1 memory accesses.

Using the same arguing about right quartets (as in right quartet both (Py, P»)
and (P3, P;) have an « difference after Fy), we get that each pair suggests 2me
subkeys, and both pairs agree on (27m»~%)2/2(2m) = 2mv=2te—1 gubkeys for E,
on average. Hence, the expected number of memory accesses in Step 7(b) is
2ttmetTo—n for each structure. We conclude that the total time complexity of
Step 7(b) is expected to be N-2fFm =71 memory accesses for the whole attack.

Each structure F induces about 22t +7e—n—1.9me =2ty =1 — grot+my—n—=2 gyhkey
hits. As there are N/2771 structures, the total number of subkey hits is expected
to be N - 2™ ~"=3 which are distributed over 2™ subkeys. Thus, the expected
number of hits for each subkey is N - 27773, As N < 2", the expected number
of hits for a wrong subkey is less then 1/8 while the right subkey is expected to
get 4 hits. This is sufficient for either recovering the right subkey, or to reduce
the subkey candidates space by a very large factor.
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In Step 8 we check whether one of the counters has the value of 4 (or more).
This has to be done whenever we finish Step 7(b) for some F'. We can implement
this step as part of Step 7(b). Whenever a counter is increased we check that
it has not exceeded 4. However, this method results in enlarging the time of
Step 7(b). Using more appropriate data structures, we can perform the check
once whenever we replace the F' structure we work with. This yields a time
complexity of N/2"1 memory accesses.

We conclude that the attack requires N = max{2"*! 8(G)~2} adaptive
chosen plaintexts and ciphertexts and time complexity of about N (1422~ n=24+
2tetme—n=1) memory accesses.

Table [ summarizes the time complexity of each step and the number of
plaintexts / pairs / quartets that remain after each step of the algorithm.

Table 2. The Basic Boomerang Attack Steps and their Effect

Step Short Time # of Remaining Plaintexts/
No. Description Complexity Pairs/ Quartets

1 Subkey counters’ init. 1 MA —

243 Data generation N/2 encryptions  N/2 plaintexts

4 Data generation N/2 MA No change

5 Data generation N/2 decryptions N plaintexts

6  Finding possible quartets N/2 MA N - 22"7"=2 quartets

7(a) Eliminating quartets N -2277"=2 MA N -22%7"=2 quartets

7(b) Subkey detection N - 2metme=n=INA No change

8  Printing subkey N/2me Tt MA No change

MA - Memory Accesses

Using this algorithm, we can break 3-round SC2000, using the following de-
composition: Fj consists of the first S4 layer, the following 1.25 rounds are Fj
and the next 1.25 rounds are E;. For this decomposition the following properties
were presented in [§]: rp, = my = 40,t, = 27,n = 128,p = 27896 G = 27916,
Thus, we conclude that the data complexity of the attack is N = 24! adaptive
chosen plaintexts and ciphertexts. The time complexity of the attack is about
241 memory accesses.

We attack 9-round Serpent, using this algorithm and the following decom-
position: E} consists of round 0, the following 4 rounds are Fy, and the next 4
rounds are F4. For this decomposition the following properties were presented
in [7): 1, = mp = 76,1, = 48.85,n = 128, p = 2724 § = 27349, The data com-
plexity of the attack is N = 2!23-6 adaptive chosen plaintexts and ciphertexts,
with time complexity of 2'47-2 memory accesses. We can also attack rounds 1-9
of Serpent using the decomposition used in the previous section. In this attack
we are attacking rounds 9-1 (i.e., the attack is on Ey ' o E; ' o E;l) For this
decomposition we get: ry = my = 20,1ty = 13.6,n = 128,p = 27254 G =927349,
Obviously the data complexity does not change, as we use the same underly-
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ing distinguisher. However, the time complexity of this attack drops to 2123:6

memory accesses (instead of 2147-2),

5 Enhancing the Boomerang Attack

In this section we present a new method to use the boomerang attack with both

Ey and Ej. Recall that the main step of the boomerang attack is the §-shift

(encryption of each plaintext, XORing of the corresponding ciphertext with d,

and decryption of the outcome). Our method uses a generalization of the §-shift.
The new algorithm to attack Ef o Ey o Eyo Ey is as follows:

1. Initialize an array of 2™*T™s counters. Each counter corresponds to a dif-

ferent guess of the my subkey bits of E} and the my bits of E.

2. Generate a structure F' of plaintexts, choose Py randomly and let F' = Py@V,
be the set of plaintexts in the structure.

3. Ask for the encryption of F' and denote the set of ciphertexts by G.

4. For each ¢ € G and € € Xy compute ¢ = ¢ ® ¢, and define the set H =

{c® € ceGandeec Xy}

5. Ask for the decryption of H, and denote the plaintexts set by I.
6. Insert all the plaintexts in I into a hash table according to the n—ry plaintext

bits which are set to 0 in V.

7. In case of a collision of plaintexts in the hash table:

a) Denote the plaintexts which collide in the hash table by (Ps, Py), and
test whether P; @ P, € X,. If this condition is satisfied denote the
plaintexts from F which correspond to (Ps, Py) by (P1, Py). Test whether
P, @& P, € X If any of the tests fails, discard this quartet.

b) For a quartet (Py, Py, P3, Py) which passes the above filtering we obtain
from a precomputed table the possible values for the my; subkey bits
which enter Ej and affect the « difference. We also obtain from a precom-
puted table the possible values for the m ¢ subkey bits which enter £y and
affect the § difference. The specific implementation aspects of this step
are described later on. We increment counters which correspond to sub-
keys Ky, Ky for which Ey,., (P1) & Ep,, (P2) = Ep, (P3) © By, (P1) = @
and Ef—[jf (Ch) ® Elef (C3) = E;Klf (Co) ® Ef—Klf (Cy) =6.

8. Repeat Steps 2—7 until a subkey is suggested 4 times.

We call Steps 2-5 an e-shift as each plaintext is encrypted, then shifted by
all possible €’s and the values of the shifted ciphertexts are decrypted.

The time complexity of Step 1 is equivalent to 2"*%™/ memory accesses.
However, we can keep the counters in a more efficient data structures (like B-
trees, or dynamic hash tables), for which Step 1 takes only one memory access.

Each F induces a set of 2™ ciphertexts in G, and each ciphertext is shifted
by 2! possible values, hence |H| = |I| = 2", Even though we expand the
number of possible quartets (by multiplying the size of I by 2¢), the number
of right quartets does not change. Hence, we still need about [8(pg)~2/2m11]
structures.
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The data complexity of the attack is N = 27+ . [8(pg) ~2/27F1]. However,
we might get that N > 2. We can implement these cases in one of two ways.
The first way is to ask for the encryption/decryption N (not necessarily differ-
ent) oracle queries. The second way to implement this is to store the already
encrypted /decrypted values in a table, and test for each encryption/decryption
if it is already in the table, in order to save most of the encryptions/decryptions.
This way the attack requires 2" known plaintexts and N memory accesses.

Like in the previous section we perform the time complexity analysis for each
F independently of other F’s, as each execution of Steps 67 for a given structure
is independent of the execution of these steps for some other structure.

Like in the previous section, Step 6 inserts into a hash table the plaintexts.
Thus, the time complexity of Step 6 is 21/ memory accesses per structure,
and N memory accesses in total.

Since each collision in the hash table of Step 6 suggests a quartet, we
have in this step about 237+2t/="=1 memory accesses for each structure F,
and the expected number of remaining quartets is 237 +2tr—n=1 . (2t=r)2 —
22tFre 2t =n=1 Gince there are N/2™% s structures we conclude that for the
whole attack this step requires about N - 2270+t —"—1 memory accesses.

We recover subkey material both in B and Ef. By repeating the analysis
from Section B] each remaining quartet suggests 2™ +t™s—2%=2t;=2 gubkeys for
E,, and Ey, and thus, we get 2" Tme+ms=n=3 hits (on average) from each struc-
ture and N - 2me+tms—n—t;=3 gybkey hits in total. We conclude that Step 7(b)
requires NN -2t tr—n=1. (gmutts 4 9mstts) memory accesses for the whole attack.

As there are about N - 2me+ms—t;=7=3 gybkey hits in total, the expected
number of hits per subkey is about N - 27 =773, Note that N might be bigger
than 2" but on the same time, N < 2"t (as we take at most 2" ciphertexts
and shift them by 2! values). We again find that the number of hits per wrong
subkey is < 1/8.

In Step 8 we check whether one of the counters has the value of 4 (or more).
Using the same methods as in the previous section, we can use more appropriate
data structures which reduce the time complexity of this step to 1 memory
accesses for each F, and for the entire attack N/2™ % memory accesses.

The data complexity of the attack is N = 277t . [8(pg)? /2" 1] adaptive
chosen plaintexts and ciphertexts (and as stated earlier if N > 2™ we can replace
it by 2" known plaintexts using a table of size 2"). The expected time complexity
of the attack is N (24 22rotts—n=1 4 gmottod2ts—n—1 4 oms+2+ts—n—1) memory
accesses. The memory complexity of the attack is 2me+Tms 4 2m+ts

Table [3 summarizes the time complexity of each step and the number of
plaintexts / pairs / quartets that remain after each step of the algorithm.

We use the same decomposition of 3.5-round SC2000 as in Section Bl For this
decomposition the following properties were presented in [8]: rp, = ry = my =
myp = 40,t, = 27,tp = 27.9,n = 128,p = 2789 § = 27916, Hence, the data
complexity of the attack is 267 adaptive chosen plaintexts and ciphertexts (this
complexity can be reduced to 267 by attacking E~!). The attack requires 2679
memory cells (when we attack E~! it requires only 27 memory cells). The time
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Table 3. The Steps of the Improved Boomerang Attack and Their Effect

Step Short Time # Remaining Texts/
No. Description Complexity Pairs/ Quartets
1 Subkey counters’ init. 1 MA —

243 Data generation
4 Data generation
5 Data generation

N/2' encryptions
N MA
N decryptions

6 Eliminating wrong pairs N MA

7(a) Eliminating quartets

7(b) Subkey detection
8 Printing subkey

N22rb+tf—n—1 MA

N/2% plaintexts
No change

N Plaintexts
N22rb+2tf7n72 th
N22to+2tp—n=2 (oo

N2t tts=2(9metts L 9miHB)MA No change

N/2mv s MA

No change

MA - Memory Accesses

complexity of the attack is 2% memory accesses (the attack on E~! requires

268 memory accesses).

We also use the same decomposition of 10-round Serpent like in Section Bl
For this decomposition the following properties were presented in [7]: 7, = mp, =
76,77 = my = 20,t, = 48.85,t; = 13.6,n = 128,p = 272>4 § = 27349 The
data complexity of the attack is N = 2123:6+13.6 — 9137.2 " Ag mentioned before,
we can either treat this as 21372 queries to the encryption/decryption oracle (of
course not distinct queries) or we can just ask the encryption/decryption of any
plaintext /ciphertext we need, and store it in a table. The attack requires 21738

memory accesses.

Table 4. Comparison of the Boomerang and the Rectangle Generic Attacks

Attack Rectangle Boomerang Enhanced
(Section [3)) (Section [ Boomerang (Section [)
Cipher’s parts Eyo E1 0 Epo Ey Fi10FEyoEy EfoEi0EgoEy

being attacked

Type of Chosen Plaintext ~ Adaptive Chosen Adaptive Chosen
Attack Plaintext and Ciphert. Plaint. and Ciphertext
Data max{2",2"*7? /pg} max{8(pg)~*,2"} 2" max{2",8(pG) *}

Complexity (N)

Memory NZ(2T T " T3 2l " N(1 4270 " 24
Accesses 492ty +2rp—2n—2

+2mb+2t‘f+tb—2n—1

+2mf+2tb+tf72n71)

2tb+mb7n71)

N(2 + 22'rb+tf7n71+
2mb+tb+2tffn71+
2mf+tf+2tb—n—1)

+N
Memory Cells 2™T™f 4 N 2" 4 2™ 2me ity 4 gmetmy
Subkey Bits my + my mp mp 4+ my
Hits per <1/16 <1/8 <1/8

Wrong Subkey
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Table 5. New Boomerang and Rectangle Results on SC2000 and Serpent

Cipher Attack Number Complexity
of Rounds Data Time Memory
SC2000 Rectangle — this paper 3.5 246 Ccp 2% P MA  2%%F
Boomerang — this paper 3 21 ACPC 2% MA 910
Boomerang — this paper 3.5 207 ACPC 2" MA  2%7
best  Linear [19] 4.5 Q1043 Kp 2833 A 280
Serpent Amp. Boomerang[I0] 9 210 Cp 2% MA 2%
Rectangle[7] 10 21268 cp 22T MA 2192
Rectangle[7] 10 21268 cp 22194 \A 21268
Boomerang — this paper 9 21236 ACPC 2'23:6 MA 2215
Boomerang — this paper 10 2128 Kp 21738 MA 2%
Rectangle — this paper 10 21263 cp 21738 \A 21263
best  Linear [6] 11 M8 Kp 22 MA 2%

MA - Memory Accesses
CP - Chosen Plaintexts, KP - Known Plaintexts
ACPC - Adaptive Chosen Plaintexts and Ciphertexts

6 Summary

This paper presents several contributions. The first contribution is an improved
generic rectangle attack. The improved attack algorithm can attack 10-round
Serpent with data complexity of 21263 chosen plaintexts and time complexity
of 21738 memory accesses. This new result enables attacking 10-round Serpent
with 192-bit subkeys. We also have shown that the algorithm is very successful
and almost always reduces the number of candidate subkeys.

The second contribution is a generic boomerang key recovery attack. The
attack uses similar techniques as in the rectangle key recovery attack and the
result is an efficient algorithm for retrieving subkey material. In the analysis of
this attack we found out that this attack also almost always succeeds.

The third contribution is extending the generic boomerang key recovery at-
tack to attack more rounds. This contribution allows for the boomerang attack
to attack as many rounds as the rectangle attack despite its adaptive chosen
plaintext and ciphertext nature. This allows to attack 10-round Serpent with
the enhanced boomerang attack using 2372 adaptive chosen plaintexts and ci-
phertexts (or 2128 known plaintexts), and 21738 memory accesses.

In Table @l we compare the requirements of the generic attacks, and in Table
we present our new results on Serpent and SC2000. For comparison, we also
include the previous boomerang and rectangle results and the best known attacks
against these ciphers.
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Multiplicative Differentials

Nikita Borisov, Monica Chew, Rob Johnson, and David Wagner
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Abstract. We present a new type of differential that is particularly suited to an-
alyzing ciphers that use modular multiplication as a primitive operation. These
differentials are partially inspired by the differential used to break Nimbus, and
we generalize that result. We use these differentials to break the MultiSwap cipher
that is part of the Microsoft Digital Rights Management subsystem, to derive a
complementation property in the Xmx cipher using the recommended modulus,
and to mount a weak key attack on the Xmx cipher for many other moduli. We also
present weak key attacks on several variants of IDEA. We conclude that cipher
designers may have placed too much faith in multiplication as a mixing opera-
tor, and that it should be combined with at least two other incompatible group
operations.

1 Introduction

Modular multiplication is a popular primitive for ciphers targeted at software because
many CPUs have built-in multiply instructions. In memory-constrained environments,
multiplication is an attractive alternative to S-boxes, which are often implemented using
large tables. Multiplication has also been quite successful at foiling traditional differential
cryptanalysis, which considers pairs of messages of the form (z, 2z ® A) or (z, 2 + A).
These differentials behave well in ciphers that use xors, additions, or bit permutations,
but they fall apart in the face of modular multiplication. Thus, we consider differential
pairs of the form (z, ax), which clearly commute with multiplication. The task of the
cryptanalyst applying multiplicative differentials is to find values for « that allow the
differential to pass through the other operations in a cipher.

It is well-known that differential cryptanalysis can be applied with respect to any
Abelian group, with the group operation defining the notion of difference between texts.
However, researchers have mostly ignored multiplicative differentials, i.e., differentials
over the multiplicative group (Z/nZ)*, perhaps because it was not clear how to combine
them with basic operations like xor. In this paper, we develop new techniques that make
multiplicative differentials a more serious threat than previously recognized.

A key observation is that in certain cases, multiplicative differentials can be used
to approximate bitwise operations, like xor, with high probability. As we will see in
Section [}, for many choices of n there exists a A™ such that —1 - z mod n = x & A"
with non-negligible probability. Similarly, 22 mod 2™ is simply a left-shift operation.
It is therefore possible to analyze how these differentials interact with other operations
that are normally thought incompatible with multiplication, such as xor and bitwise
permutations.

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 17133} 2002.
(© Springer-Verlag Berlin Heidelberg 2002
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Table 1. A summary of some cryptanalytic results using multiplicative differentials. The attacks
on Xmx are distinguishing attacks with advantages close to one; the remaining attacks are key-
recovery attacks. All attacks are on the full ciphers; we do not need to consider reduced-round
variants. “CP” denotes chosen plaintexts, and “KP” denotes known plaintexts.

Cipher Complexity Comments

[Data] [Time] [Keys]
Nimbus 28¢cp 21 all see [4] (previously known)
Xmx (standard version) 2CP 2 all mult. complementation property (new)
Xmx (challenge version) 233 cp 2% 278 multiplicative differentials (new)
MultiSwap 213 cp 2% all multiplicative differentials (new)
MultiSwap 222Kp 2% all  multiplicative differentials (new)
IDEA-X 238 cp 236 2716 multiplicative differentials (new)

After reviewing previous work in Section 2] we give two examples using the ciphers
xmx [11]] and Nimbus [[8]] to convey the flavor of these attacks in Section[3l In Section[d]
we generalize these ideas and catalogue several common cipher primitives that preserve
multiplicative differentials. We then focus on specific ciphers. Section Bl presents many
moduli, including the xmx challenge modulus, that admit large numbers of weak keys in
xmx. In Section[d, we examine the MultiSwap cipher [[12]], which is used in Microsoft’s
Digital Rights Management system, and show that it is extremely vulnerable to mul-
tiplicative differential cryptanalysis. In Section [7] we study several IDEA [7]] variants
obtained by replacing additions with xors and show that these variants are vulnerable
to weak key attacks using multiplicative differentials. As an example, we show that
IDEA-X, a version of IDEA derived by replacing all the additions with xors, is insecure.
This suggests that multiplicative differentials may yield new attacks on IDEA. Table [1I
summarizes the attacks developed in this paper.

2 Related Work

In this paper, we analyze the XmX cipher, originally proposed by M’Raihi, Naccache,
Stern and Vaudenay [[11]. We also look at Nimbus, which was proposed by Machado [§]
and broken by Furman [4]. IDEA was first proposed by Lai, Massey and Murphy [[7].
Meier observed that part of the IDEA cipher often reduces to an affine transformation,
and used this to break 2 rounds using differential cryptanalysis [[L0]. Daemen, Govaerts,
and Vandewalle observed that —z mod 2'6+1 = @11 - - - 101 whenever 21, the second
least signicant bit of x, is 1[2]. They showed that if certain IDEA subkeys are +1, the
algorithm can be broken with differential cryptanalysis. We use the same observation to
find weak keys for a variant of IDEA in Section[Z] The class of weak keys we find is much
larger (2112 keys versus 2°! keys), but they are otherwise unrelated. The newest cipher
we look at, MultiSwap, was designed by Microsoft and subsequently reverse-engineered
and published on the Internet under the pseudonym Beale Screamer [12].

Differential cryptanalysis was invented by Biham and Shamir [[1]. In the present
paper, we apply the ideas of differential cryptanalysis using a non-standard group op-
eration: multiplication modulo n. Daemen, van Linden, Govaerts, and Vandewalle have
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performed a very thorough analysis of multiplication mod 2¢ — 1, how it relates to
elementary bit-operations, and its potential for foiling differential cryptanalysis [3].

In Section[6 we use the multiplicative homomorphism (Z/232Z)* — (Z/2'7Z)*
to recover MultiSwap keys efficiently. This technique is the multiplicative equivalent
of Matsui’s linear cryptanalysis [9]. In a similar vein, Harpes, Kramer and Massey
applied the quadratic residue multiplicative homomorphism QR: (Z/nZ)* — Z/2Z,
for n = 2'6 + 1, to attack IDEA [5]]. Kelsey, Schneier and Wagner used the reduction
map Z/nZ — 7/mZ (aring homomorphism), for n = 2¢ — 1 and m dividing n, in
cryptanalysis[6].

3 Two Examples

To illustrate some of the ideas behind our attacks, we give two examples of using mul-
tiplicative differentials to cryptanalyze simple ciphers. Throughout the paper, x; will
represent the ith bit of z, and =y will denote the least significant bit of x.

Cryptanalysis of Xmx. As a first example, we demonstrate a complementation property
for the “standard” version of the xmx cipher [11], which operates on ¢-bit blocks using
two basic operations: multiplication modulo n and xor. The ith round of the cipher is

f(x, kai—1, ko) = (x 0 kgi—1) X ko; mod n,

where the binary operator “o” is defined by

Lok TP ko1 fxdkey1<n
2i—1 — .
’ otherwise.

The cipher has an output termination phase that may be viewed as an extra half-round,
so the entire algorithm is

xmx(z) = (f(f(--- fla, ki, k) ), kar—3, kor—2), kar—1, kar) © korq1.

where 7 counts the number of rounds.
In the paper introducing xmx [[IT], the designers recommend selecting n = 2¢ — 12
The curious thing about this choice of n is that for all z,

T dn =—x modn.

This is a consequence of the following simple observation: if 0 < z,y < 2¢ — 1, then
z+y =2¢—1lifandonlyif x @y = 2° — 1. As aresult, this differential will be preserved
with probability 1 through the entire cipher, giving a complementation property

xmx(—z mod n) = —xmx(z) mod n.

' However, for convenience, we will use k; to denote a cipher’s ith subkey, not the ith bit of k.

2 Actually, at one point the authors suggest that n be secret, but later state, “Standard implemen-
tations should use ... £ = 512, n. = 2°'2 — 1.” For this reason, we call this the “standard”
version of XmX, as opposed to the “challenge” version discussed later in this paper.
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After describing the basic cipher, the Xmx designers suggest several possible extensions,
including rotations and other bit permutations. None of these enhancements would de-
stroy this complementation property.

We analyze other versions of XmXx later; see Section[3.

Cryptanalysis of Nimbus. As a second example, we explain how the framework of
multiplicative differentials can be used to better understand a previously known attack
on Nimbus. Nimbus accepts 64-bit blocks, and its ith round is

f(x) = kojy1 X rev(x @ ky;) mod 254,

where rev() reverses the bits in a 64-bit word. The subkeys k2;+1 must be odd for the
cipher to be invertible.

At FSE2001, Furman used the xor differential 011---10 — 011 ---10, which
passes through one round of Nimbus whenever ¢ = rev(x ® ky;) is odd, to launch a
devastating attack on this cipher [4].

Furman’s xor differential may appear mysterious at first, but can be readily explained
using the language of multiplicative differentials. Whenever ¢ is odd,

t®11---10 = —t mod 2°.

(This is a standard fact from two’s complement arithmetic, and follows from the earlier
observation that (+ @ 11---11) + ¢ = 2 — 1.) So Furman’s differential pairs (z, z &
011---10) are in fact pairs (z,z*) where 2* = —z mod 2% but 2* # —x mod 254,
a property that obviously survives multiplication by k2; 1 whenever ko;41 is odd. In
other words, Furman’s xor differential is equivalent to the multiplicative differential

-1 — -1 (with probability 1/2),
taken mod 2°3, with explicit analysis of the high bit to ease propagation through the
rev() operation.

Discussion. The complementation property of standard Xmx has not been previously de-
scribed, despite Xmx’s relative maturity. The attack on Nimbus was previously described
using xor differentials, but is neatly summarized in our new framework for multiplica-
tive differentials. We believe these two examples motivate further study of multiplicative
differentials, and the remainder of this paper is dedicated to this task.

4 New Differentials

Most of the conclusions in this section are summarized in Table

The xmx example in Section Blused the multiplicative difference o = —1, because
—zmod 2 — 1 = z @ 11---1. Thus the multiplicative differential pair (z, —x) is
equivalent to the xor differential pair (x,2 @ 11---1). In the Nimbus example, the
modulus is of the form 2¢ instead of 2¢ — 1, so the identity between the multiplicative and
xor differentials does not hold. However, there is an approximate identity —z mod 2¢ =
x @ 11---10, which holds whenever z is odd, or equivalently, when zo = 1.
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Table 2. A partial list of the operations we consider. Each entry in the table specifies the probability
that the two operations commute. See Proposition[Ilfor an explanation of ¢(n). See Proposition[3]
for the definitions of z(c) and w(o). An entry of “0” indicates the probability is negligible, and a
“~” means we do not investigate this combination.

Operation Modulus[multiply by o xor rotate bitperm o ‘
multiply by -1 2° —1 1 1 1 1
multiply by —1 2¢ 1 1 z(o)
multiply by —1 n 1 gcm - _ -
multiply by 2 26 -1 1 0 1 -
multiply by 2 2 1 0 1 gmwle)==()
reduction mod 2% 2¢ 1 1 - -

n 1 1 11 0 OO0 O0O0[1 1(1 00O0|1
T T14 T13 T12|0 T10 To T8 T7 1|75 4|0 T2 1|70
A" 1 1 1/01 1 1 10[1 1]0101
r+xd A" 1 1 1(1 0O 00 O0OO[1 11 00O0]|1

Fig. 1. The modulus n = 30777, the bit-constraints on values of z for which z + (z & A™) = n,
and A™. See Proposition [Tl for a precise definition of A™.

To generalize the multiplicative/xor correspondence exploited in these two examples,
first observe that every ¢-bit modulus, n, can be divided into strings of the form 11---1
and strings of the form 100 --0. As an example, the 15-bit modulus n = 30777 is
divided into such substrings in Figure[Tl.

For each segment of the modulus of the form 11 ---1, we use the xor differential
11 - .- 1. For the segments of the modulus of the form 100 - - - 0, we use the xor differential
011---10. Suppose ny - - - nj is one of the segments of n of the form 100 - - - 0. Then
we also require that z; = 1 and x; = 0. The constraint that z; = 1 serves the same
purpose as the constraint that x be odd in the Nimbus differential: it ensures that when
x and x & A™ are added together, a chain of carries is started at bit j. The requirement
that x5, = 0 assures that no carry bits propagate past bit k when = and x & A™ are added
together. In the example, bit i of x is constrained if and only if bit ¢ of A™ is 0. This is
always true because of the symmetry between x and —z.

The above scheme works by controlling the carry bits when x and x & A™ are added
together. It ensures that, for each substring of the modulus of the form 10 - - 0, a carry
chain is started at the low bit and terminated at the high bit. Starting and stopping carry
chains necessitates imposing constraints on z, and if two substrings of the form 10--- 0
are adjacent, it is more efficient to simply ensure that the carry chain from the first
substring propagates to the second. Analogously, if the modulus contains a substring
of the form 11---1011---1, then the above method will start a carry chain, only to
terminate it at the next bit. A more efficient approach would ensure that no carry ever
started. Algorithm 1] which computes an optimal value of A™ for a given n, incorporates
these improvements. The algorithm also outputs w™ and v™, which represent the bits of
x constrained to 0 and 1, respectively.
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Algorithm 1 Compute the optimal A = —~(w V v).

best-differential(n)
c+0, w,v+<00---0
for ¢ =0,... ,length(n)-2
switch (nH_l,ni,c)
case (0,0,0) // Begin a carry chain by requiring z; = 1.
vi+ 1, c+1
case (0,1,1) // Force carry propagation by requiring z; = 1.
Vi < 1
case (1,0,0) // Force no carry by requiring z; =0.
Wi < 1
case (1,1,1) // End carry chain by requiring z; = 0.
wi+1, ¢+ 0
default // No change to carry bit. No constraint on x.
if ¢=1 then wp_1 + 1
A=-(wVvp)
output (4,w,v)

To determine the probability that a randomly selected = € Z/nZ satisfies the bit-
constraints described above, let ¢(n) be the number of 0 bits in A™ (i.e., the number of
bits of x that are constrained). Then = will satisfy these constraints with probability at
least 27(")_ To see why this is only a lower bound, consider the modulus n = 1001
(base 2). The constraints derived from this modulus are x3 = 0 and x7; = 1. However,
only one value of x € Z/nZ fails to satisfy 23 = 0, so this constraint is nearly vacuous.
The following proposition formalizes this discussion:

Proposition 1. Let n be an (-bit modulus. Let the (-bit words w™, V™ be the result of
Algorithm[ and let A™ = —(w™ V v™). Take any © € 7 /nZ. Define:

-1 ifzAw”=0and ~x Av™* =0

Cp(x) = i
1 otherwise.

Then C,(xz) = —1 if and only if —x mod n = x & A™. By symmetry, C,(—z) =

Cy(x). Further, define c(n) to be the number of 0 bits in A™. Then, for a uniformly

distributed x € Z/nZ, C,(x) = —1 with probability at least 2="™). Finally, for any
A, Prlz & (—z mod n) = A’] < Pr[z & (—x mod n) = A"].

The Nimbus attack uses the slight tweak of considering pairs (z,z*) such that

*

r* = —z mod 27! but not mod 2¢. Generalizing this gives a truncated multiplica-
tive differential.

Proposition 2. Suppose
¥ =x® (ap—1ap—2- - amll---10),

where each a; stands for any single bit, and suppose moreover that x is odd. If k is odd,
then

kxx* Z(k><.%‘)@bgflbzfgni)mll---lo,

where the multiplication is modulo 2°. Additionally, a,, = by,.
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Until now, we have only discussed multiplicative differential pairs (x, —x), but the
cryptanalysis of MultiSwap uses pairs of the form (z, 2z mod 232). One of the basic
operations in MultiSwap is to swap the two 16-bit halves of a 32-bit word. The multi-
plicative relation (x, 2x) is preserved through this operation whenever x15 = x3; = 0.

An arbitrary bit permutation ¢ can cause two types of problems for the multiplicative
differential 2. First, it can disturb the consecutive ordering of the bits. Because multi-
plication by 2 is just a left-shift, it’s not surprising that the bit ordering comes into play.
Second, o may place some bit ¢ in position 0. If ¢ is to commute with multiplication
by 2, then the value of bit ¢ must be 0. These notions are summarized in the following
proposition:

Proposition 3. Let o be a permutation of the set {0, ... ,£—1}, and let 6 be the induced
function on {-bit words given by 6(x) = To(1—1)Ta(t—2) = To(0)- Then

Pr[6(2x) = 26(x)] = 27 <)==
where

wo)=#{j€0,... £—=2|c(j+1)#0(j)+1}

and

(o) = {0 ifo(0) =0
1 otherwise.

Intuitively, w(o) counts the number of times that o disturbs the consecutive ordering
of the bits, and z (o) tests whether o places bit ¢ # 0 in position 0. So, for example, the
(z, 2z) differential survives rotations with probability % independent of the amount of
rotation. Also, dividing a word into k chunks, such as dividing a 32-bit word into 4 bytes,
and permuting the chunks leaves the differential undisturbed with probability 2.

Multiplicative differentials are compatible with many other operations. Reversing the
bits in a word transforms the pair (z, 2z mod 2¢) into (x, /2 mod 2¢) with probability
1. Multiplicative differentials may even survive addition in some cases, since & X a+a X
b = a x (a+ b). Finally one may consider differentials in which part of the differential
is defined using multiplication, and part is defined using some other operation. For
example, if a cipher operates on 64-bit blocks (a, b, ¢, d), where a, b, ¢, and d are 16-
bit subblocks, we may want to consider differential pairs (a, b, ¢, d) and (a*, b*, c*, d*)
where a* = axa,b* = bOA, c* = c®A,and d* = axd.Inother words, the differences
(o, A, A, o) are elements of the group (Z/2'97)* x (Z/27)'6 x (Z./27.)*® x (Z./21°Z)*.
When there can be no confusion as to the groups in question, we simply refer to these
as “hybrid” differentials.

5 xmx

We can now apply our new understanding to find differentials for a large class of moduli
in the XmX cipher.
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We describe the analysis using the parameters given in the “Xmx challenge” [[11].
This cipher has 8 rounds, 256-bit blocks, and modulus n = (280 — 1) - 2176 + 157,
which is the smallest prime whose 80 most significant bits are all 1. Written in binary,
this modulus is

80 168
—
n=11---100---0 10011101,

which has ¢(n) = 4. From Proposition [T, whenever z is of the form
T = Tos5Tasa -+ 17702175 - - wglwelraxrsweOzg

(i.e. whenever z176 = 0,27 = 1,5 = 1 and 27 = 0) then C,,(x) = —1 and therefore
z @ A™ = —x mod n, where

79 167
—
A" =11---1011---1101011101.

Recall that A™ has a 0 bit in exactly those positions that are constrained in x. If
kA =A™ = 0, then k has a 0 in each constrained bit position, and hence C,,(z ® k) =
Cp(x).

The key schedule for the xmx challenge cipher is

S$,8,... ,8,8,8@8_178,8_1,... 7575_1
where s is a 256-bit number. Suppose s A =A™ = 0 and s~' A =A™ = 0. The first
equation is satisfied whenever bits 1,5,7 and 176 of s are 0, and hence will be satisfied
with probability 27*. The second equation establishes similar requirements on the bits
of 571, and will be satisfied with probability 27%. So about 278 of the keys s satisfy
these constraints simultaneously. Obviously, if s A =A™ = 0 and sTL A =A™ = 0, then
(s®s™1)A=A" =0, as well.

Consider one round of Xmx using such a weak key, and let ¢ and b be the subkeys for
the current round, so that @ = s or s~! or s @ s, but it doesn’t matter which. Suppose
we apply this round of the cipher to the differential pair (x, z*), where x & 2* = A™ and
Cy(x) = —1.Then by Proposition[l} z* = z® A™ = —x mod n. Since a A—A™ = 0,
Chz@a)=—-1,s0*Pa=cdad A" = —(zDa) mod n.

We would like to conclude that —(x 0 @) = 2* o a mod n, but must consider the

[Tl

two different behaviors of the operator “o”. From the definition,

rha fxda<n
roa= .
T otherwise.

But by assumption, z17¢ = a17¢ = 0. Thus bit 176 of x & a is also 0. Furthermore,
bits 255 through 176 of n are all 1. This implies = & a < n. Bit 176 of A™ is 0, so

xj7¢ = 0,and hence z* @ a < n for the same reasons. From this, —(zoa) = —(x®a) =
TPad A" =x*Ba=zx*oa.
So z* oa = —(x o a) mod n. The next step in a round of xmx is multiplication

by the second subkey, b, which will preserve this multiplicative relationship. So at the
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end of one round of xmx, with probability 1, the outputs y = (z o a) x b mod n and
y* = (z* oa) x b mod n will satisfy y* = —y mod n. However, it’s not clear that
Cy(y) = —1. Since multiplication by b affects each bit of the output in a complicated
way, we can assume that y is randomly distributed, and therefore C,,(y) = —1 with
probability 27°(") = 24, by Proposition [Tl When C,,(y) = —1, y* = y @ A™. Thus
an input pair (x,x @& A™) becomes an output pair of the form (y,y & A™) after one
round of encryption with probability % This yields the following 1-round iterative
xor-differential:

A" — AT (with probability 1/16),
or equivalently, the 1-round iterative multiplicative differential
-1 — -1 (with probability 1/16).

The probability of the differential may be much higher for many keys, because there
are many —1 <> A correspondences that hold with high probability. For example,

78 167
—~ —
2@ (—zmodn)=11---100T1---1 101011101.

whenever x1 = 0, x5 = 1, z7 = 1, x17¢ = 1 and x177 = 0. Thus, if, in addition to
the weak key constraints described above, s177 = si-» = 0, then the multiplicative
differential —1 survives one round of the cipher with probability 2% + 275, There are
many other very similar differentials, and if s satisfies even more weak key constraints,
then the —1 differential will survive with even greater probability.

This differential survives 8 rounds of the cipher with probability 2732, The last half
round of the cipher consists of only the “o” operator, and we’ve already seen that this
differential passes through that operation with probability 1, so the differential survives
the whole cipher with probability 2732, Each right pair, (z, z*), yields 4 constraints on
the bits of (z @ s) x s mod n, the output of the first round of the cipher. Although a
careful analysis of multiplication mod n may reveal an efficient key recovery attack, we
leave this as a distinguishing attack.

This analysis easily generalizes to other instances of xmx with different parameters.
For any ¢-bit modulus n thatis not a power of 2, we can compute A™ and ¢(n) as described
in the previous section. Consider a single round of Xmx that uses modulus n, subkeys
ko;_1 and ko; in the o and multiply steps respectively, and suppose ko;_1 A =A™ = 0.
Given an input pair (z, z ® A”) where C,, (z) = —1, with probability 2~(") the output
of the round for the pair is of the form (y,y & A™), with C,,(y) = —1, by an analysis
similar to the one above. Therefore, the differential survives r rounds of the cipher
with probability 2~ ¢"™)", as long as each subkey used in the “o” operation satisfies
koi_1 A—A™ = 0. If independent subkeys are used, 2~ (") of all keys satisfy this weak
key condition. If the xmx key schedule is used, 2~2¢("™) of all keys are weak, since only
s and s~ ! must satisfy the condition.

Whenever the modulus n used in Xmx has a highly regular bit pattern—in particular,
long sequences of 1’s and 0’s—c(n) will be small and therefore such a weak key analysis
may be of significantly lower complexity than an exhaustive search.
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Zo ko k1 ko ks ka4 ks
0 . u So

S1 7 s1
1 ke k7 ks ko k1o ki1
w v
st H C1
Fig.2. The MultiSwap cipher. Processing begins with so = s1 = 0 on plaintext xg,z; and

proceeds from left to right. The output of the first half, s(, and s}, is fed into the second half
to produce ciphertext co, c1. The “><” operator swaps the 16-bit halves of a 32-bit word, “H”
represents addition modulo 232, and “®” represents multiplication modulo 232

6 MultiSwap

The MultiSwap cipher is used in Microsoft’s Digital Rights Management subsystem
and was first described in a report published on the Internet under the pseudonym Beale
Screamer [12]]. The cipher, shown in Figure 2] operates entirely on 32-bit words, main-
tains two words of internal state, sy and s, and uses 12 32-bit subkeys k, . .. , k11. The
subkeys kg, . .. , k4, kg, - - . , k1o must be odd if the cipher is to be invertible. Unless the
cipher is being used in some sort of feedback mode, so = s; = 0; we will assume this in
the analysis. This analysis is also applicable when sg and s; are non-zero but their values
are known. No key schedule is described, so we assume the subkeys are all independent.
The cipher operates on 64-bit blocks (2, 21) to produce ciphertext (cg, ¢1).

We first present a chosen-plaintext attack, and then describe how to convert this
to a known-plaintext attack. Consider the algorithm operating on input (0, ). Since
so =81 =0,t =59+ xg = 0. Since v = 0 if and only if £ = 0, w is also 0. Thus
sy = s} = ks. After the second half, regardless of the input z; the output satisfies
c1 = ¢g + k5. Thus one can derive k5 = c; — ¢o with one chosen-plaintext message of
the form (0, z1). Given ks, one additional message suffices to recover k1;. With input
(0, —ks5),itis still the case that s, = s} = ks. Inthe second half, though, since x; = —ks,
w = sy +x1 = ks + (—ks) = 0, which propagates through the multiplications and
swaps as before. Thus the outputis cg = k11 and ¢; = k5 +k11. So a 2-message adaptive
chosen-plaintext attack exposes k5 and k1.

Given ks, we can control the input to the second half of the cipher. To make w = a,
query the encryption oracle with the plaintext (0, a — ks). With kq1, we can partially
decrypt a ciphertext to obtain the intermediate value v. Therefore, we only have to analyze
the sequence of multiplications and swaps in the second half of the cipher between w
and v. Similarly, we can analyze the sequence between ¢ and u using knowledge of k5
and the fact that sj, = ¢; — ¢y — s1. Because this is a chosen-plaintext attack, we have
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ke ke ks ko k1o

SR SR SN WS SO

Fig. 3. The second half of the MultiSwap cipher.

reduced the problem to the system in Figure Blfor which the input, w, can be controlled
and the output, v, can be observed. The goal is to recover kg, . . . , k1¢.

So we focus only on this fragment of MultiSwap. If this fragment operates on inputs
w and w* = 2w, then kg -w* = kg - (2w) = 2(k¢ - w). From Proposition, <i(kg - w*) =
2 - (kg - w) whenever bits 15 and 31 of kg - w are 0, or % of the time. Analyzing the
rest of Figure Blin the same way shows that v* = 2v with probability ﬁ.

If this condition holds, call (w, 2w) a right pair. Then with high probability bits 15
and 31 of kg - w are 0. This is a two-bit condition on kg - w that we can use to filter the
set of potential values of kg; % of all kg values will pass this test. We can repeat this test
for 16 right input pairs (w1, 2w1), ... , (wie, 2wig) chosen uniformly at random, and
the probability of a given kg value surviving all 16 tests is roughly (1) = 2732, so
with high probability only one value of kg survives.

If (w, 2w) is aright pair, then the multiplicative differential of w* = 2w must survive
each one of the < operations. Therefore, k7 - <(kg - w) must have bits 15 and 31 set
to 0. Thus the same right pairs can determine k7, and then ks and kg. At this point we
can determine k1o from any known-plaintext. Thus 16 right pairs are enough to recover
ke, ... , k10, and we can obtain the pairs with about 2'2 chosen plaintexts. Repeating
the analysis for kg, . .. , k4 breaks the whole cipher with 2'3 chosen plaintexts. This is
surprisingly small considering the large key size.

The work factor of breaking the cipher is quite low. Let (wy, 2wy ), . .. , (wig, 2wig)
be right pairs that determine k¢. By definition of being right, bits 15 and 31 of kg - w;
are 0 for all 7. Observe that bit 15 of kg - w; is independent of bits 16 through 31 of kg.
Thus we can determine the value of the low 16 bits of kg independently of the high bits.
After discovering the low 16 bits, we can then do the same thing for the upper 16 bits.
Since we have to test each half of a key against each right pair, the total number of tests
performed is 2 - 216 - 16 = 22!, Repeating for k, ..., kg, and then again for ko, ... , k3
yields a break on the whole cipher requiring 8 - 22' = 224 tests. Each test is quite cheap,
involving only a multiply, bit-mask, and test for equality.

To convert this to a known-plaintext attack, observe that even without knowledge of
ks and k11, we can derive the input to the second half of the cipher viaw = ¢; — co + 1.
Consider a pair of inputs such that the differential (w, 2w) — (v, 2v) holds. Suppose
further that >x(2v) = 2 - 1(v). In this case, ¢co = (v) + k11 and ¢ = 2 - >1(v) + k113
hence, k11 = 2¢o — ¢fy. If, on the other hand, >xi(2v) # 2 -<(v), there are three possible
values for ci: 2co + k11 — 1,2¢co + k11 + 65536, 2¢co + k11 + 65535. Each of these
possibilities suggests an equation for k11; we can try all four equations and see which
makes v* = 2v hold under partial decryption of co, c(;. Therefore, each right pair suggests
the correct value for k1.

So collect 222 known plaintexts which by the birthday paradox will contain 22 pairs
whose input to the second half of the cipher is of the form (w, 2w). Each pair is a right
pair with probability 278, so the correct k1; value will be suggested 16 times. Most



28 N. Borisov et al.

wrong pairs will suggest a random value for k11, but, because the sequence of multiplies
and swaps maintains sufficient structure, some incorrect values of k17 will be suggested
with a lower, but still significant probability. In practice, the correct k1, will be among
the top few, say 8, suggested; since the rest of the analysis is fast, we can repeat it for
each of the top 8 suggested values of k1, and use trial encryptions to detect the correct
one.

With k11, we can now use the same set of pairs to recover kg, . .. , k1p. A similar
attack reveals k5, and then ko, . . . , k4. Except for having to repeat the attack for several
possible values of kq; and ks, the work factor is about the same as for the previous
attacks. Hence the total work for the known plaintext attack is 227. The storage is also
quite small, since we don’t have to keep a counter for every possible value of k11, only
the ones suggested by a pair. Since the attack uses only about 2'2 pairs, the storage
requirement is about 2'° bytes.

To summarize, MultiSwap can be broken with a 2! chosen-plaintext attack requiring
225 work or a 222 known-plaintext attack requiring a work factor of about 227.

7 IDEA Variants

The IDEA cipher designers deliberately used incompatible group operations to destroy
any algebraic relations among the inputs, and this strategy has proven very successful.
The basic operations used in IDEA are addition modulo 216, xor of 16-bit words, and
multiplication modulo 26 + 1.

IDEA uses the addition operation in two places: key mixing and the MA-structure.
As has been noted before [10], if a+b < 216 thena+b mod 2'6 = a+b mod 216+1,
and thus the MA-structure is linear about i of the time. We consider a variant of IDEA,
which we call IDEA-X, in which all the additions have been replaced by xors. Because
of the observations above, it may appear that IDEA-X is an improvement over IDEA, but
we show below that IDEA-X has a large class of weak keys for which it is susceptible
to multiplicative differential cryptanalysis.

Because of the heavy use of the xor operation in IDEA-X, we use the multiplicative
differential (—1,—1,—1,—1). Letn = 216 +1,and A = 11 - -- 101. By Proposition[I]
—zmod n =z & Aifand only if C,,(z) = —1. Forn = 2 + 1, C,,(z) = —1if and
onlyifx; = 18 The analysis maintains, with non-negligible probability, an invariant on
all the intermediate values z and z* in the cipher. The invariant is that all the intermediate
values will satisfy the relation z* = (—1)*! z. This condition may look mysterious, but
it simply means that either z* = z, or z* = —z = z @ A. The rest of the analysis is
essentially repeated application of the following two rules.

Rule 1 [fz* = (—1)® -z, then kz* = (—1)*@)1 . kx with probability 1. This is the
multiplication rule.

Rule?2 [fa* = (—=1)" - aand b* = (—1)" - b, then a* ® b* = (—1)@®)1 . (¢ @ b)
with probability 1. This is the xor rule.

3 Technically, Cr(z) = —1if and only if z1 = 1 and 16 = 0, but since z is a 16-bit number,
the latter condition is vacuous.
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Fig. 4. The IDEA-X cipher. All the adds in IDEA have been changed to xors. The diagram is
annotated with the path of the multiplicative differential (—1, —1, -1, —1).

Both rules are easy to prove. Figure[3 explains the xor rule in more detail.

To demonstrate the use of these rules, consider one round of IDEA-X in which bit
1 of Z;l) is 0. This is a weak key condition. We’ll look only at the inputs X and X5.
Referring to Figure Bl consider two different executions of the round, one with inputs
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Fig. 5. The three cases of the xor rule. The edges are labeled with the multiplicative differentials, e.g.
2™ /x. The probability in each case is 1. Recall that differential pairs always satisfy 2* = (—1)%" -x.
So in case (iii), a1 = by = 1, and hence a* = —a = a ® A and b* = —b = b ® A. Thus
CC=—ad-b=aBADbD A =adb= c. Furthermore, a1 = by = 1, so ¢; = 0. Hence
¢* = (—=1)°" - c. The other cases are similar.

Xo = a and X5 = c, the other with inputs Xy = —a and Xy = —c. Suppose also that
ay; = ¢; = 1. By the xorrule, g; = 1 and g* = —g = (—1)9* g with probability 1. By
the multiplication rule, e; = 1 and e* = —e = (—1)°*e with probability % Combining
these two results and applying the xor rule to e & g shows that p* = p whenever e; = 1.

If we also assume that bit 1 of Z{l) = ( then more of the same sort of reasoning
shows that the multiplicative differential

(717 71, 717 71) — (717 71; 717 71)

survives one round of IDEA-X with probability 1—16. In order for this differential to work,
the input (a, b, ¢, d) must satisfy a; = b; = ¢; = d; = 1. When the differential does
successfully pass through the round, the output (v, w, z,y) satisfies v1 = w1 = 1 =
y1 = 1. Thus the differential can be iterated.

So we have found an iterative 1-round multiplicative differential that works for keys
in which bit 1 of Z{" is 0 and bit 1 of Z{" is 0 in every round. This differential survives
8 rounds of IDEA-X with probability 2732, and works against 2716 of the keys. The
only thing left to consider is the output phase. This phase uses multiplications, which
will not disturb the —1 differential, and xors. The differential will survive the xors even
without weak key constraints on the subkeys used in the output phase. To see this,
consider a differential that has passed 8 rounds; then we have a pair of intermediate texts
(A, B,C, D) and (A*, B*,C*, D*) where (A*, B*,C*,D*) = (-A,—B,—C,—D).
Recall that the —1 multiplicative differential is equivalent to the A xor differential.
Therefore, B* = B ® A and C* = C' @ A. This differential survives the final xor of
the output phase, giving a hybrid differential (Y, Y1*, Y5, Y5) = (Yo, Y1 @ A, Yo @
A, —Y3) that survives the whole cipher with probability 2732 for 271 of the keys.
Using this differential to recover keys is relatively straightforward. An attack using
chosen plaintexts yields 32 right pairs with high probability. Each right pair (a, b, ¢, d)
and (a*,b*,c*,d*) establishes the condition that bit 1 of Zél) - a is 1. Just as in the

MultiSwap attack, we can use this condition to filter the possible values of Z(gl), and
)

238

given 32 right pairs only two values of Z(()1 will survive. Unfortunately, whenever Z(()l) -a
satisfies this constraint, so will —Z(()l) - a, so this filter will leave us with two choices for

Z(()l) which differ by a factor of —1. We can recover iZg(,l) in a similar manner. Each
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Table 3. A characterization of many IDEA variants which are susceptible to multiplicative differ-
ential cryptanalysis.

lRound Modifications

A The additions in the MA-structure are changed to xors or multiplications
B  The subkey Z> is mixed with input X2 using xor or multiplication
C  The subkey Z; is mixed with input X'; using xor or multiplication

The additions in the MA-structure are changed to xors or multiplications

right pair also yields a constraint r; = 0. Observe that r» = Zil) (ed Zél) @ c). After

)

. 1
recovering iZé , we can compute +e. Thus we can compute the correct value of e or

e & A. Hence we can use this condition to filter possible values for (Zél), Z E)) and
given 32 right pairs only two values will survive. If we guess the wrong value for Zél),
we will perform this filtering with intermediate value e & A, and hence will compute
Zél) & A instead of 22(1). As before, the filter can only determine Z f) up to a factor of

+1. We now guess the correct value of Zil) and recover Z§1) and iZél) in a manner

similar to the recovery of Zél) and =7 il). We then guess the correct value of Z 5(1), and

recover j:ZéQ) the same way we recovered Z(gl) . We finish by making guesses for j:Zél),

:tZél), and iZéQ) and using trial encryptions to recover Zfz) and verify our guesses.

Recovering Zfl) and Zél), dominates the analysis time, requiring 2 - 232 . 32 ~ 238
trials. Each trial involves one round of IDEA-X, so the work required is equivalent to
about 23° IDEA-X encryptions. A generous estimate of the rest of the work easily gives
a work factor of 236 IDEA-X encryptions.

Many other variants of IDEA are also vulnerable to multiplicative differential attacks.
Table [3] characterizes a large class of weak IDEA variants by showing the minimum
changes necessary to IDEA to render it vulnerable. These IDEA variants have three
different round functions, A, B, and C. The output function, D, is exactly as in the
original IDEA cipher. The cipher can be any number of rounds, and can begin with A,
B, or C, but must cycle through the rounds in the order A, B, C'. The round functions
are almost identical to the IDEA round functions, except that some of the additions have
been changed to xors or multiplications. Each of the specified additions may be replaced
with either an xor or a multiply, independent of the other additions. The other additions
in the cipher may also be replaced, but this isn’t necessary.

This class of weak IDEA variants generalizes our results on IDEA-X: it is only
necessary to remove half the additions from the cipher to render it vulnerable to multi-
plicative differential attacks. From this we conclude that multiplicative differentials can
be applicable even to some ciphers with three incompatible group operations.

8 Experimental Verification

We performed several experiments to verify our claims. We first tested the differential
probabilities derived in this paper; Table [4 summarizes the results. With the exception
of the xmx challenge cipher, all the measurements agree with the theory.
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Table 4. Experimental verification of differential probabilities. We use reduced-rounds variants
of the xmx challenge cipher and IDEA-X to make the measurement feasible.

Cipher Rounds Probability Pairs Right pairs
[Expected] [Actual]
Nimbus 5 27° 10° 31250 31245
XxmXx (standard version) 8 1 10° 10° 10°
XmX (challenge version) 4 2716 108 15.3 562
IDEA-X 4 2716 108  1525.9 1537
MultiSwap all 278 10® 390625 390532

The experiments show that the differential —1 survives 4 rounds of Xmx with much
higher probability than expected. Part of this discrepancy can be explained by observing
that a randomly chosen weak key may allow many —1 < A correspondences, for
different choices of A, increasing the probability of the —1 differential. We did further
experiments to verify that this was indeed the source of the discrepancy, and were able
to predict the experimentally observed probability for a given key to within a factor of
4 (for 4 rounds). We leave it as an open question to explain the remaining error. Since
the differential actually survives four rounds with probability about 27!, we estimate
that the xmx challenge cipher can be distinguished using only 223 chosen plaintexts.

We next verified the claim, made in Section[3] that approximately 2~% keys for the
xmx challenge cipher are weak. Recall that akey s is weak if sSA= A" = s~ A-A" = 0.
These comprise 4 bit constraints on s and 4 bit constraints on s~ '. It is not clear that this
will be satisfied by 278 keys, so we tested 10° randomly generated keys, from which we
expected to find 3906 weak keys. The actual number of weak keys was 3886, confirming
our analysis.

Next we implemented the chosen-plaintext key recovery attack on IDEA-X. In order
to make the data requirements feasible, we only attacked 4 rounds of IDEA-X, and only
ran 10 trials. The IDEA-X experiments required an average of 124 right pairs to recover
the key, about 4 times as many right pairs as we predicted in Section [/l Observing the
attack in action reveals that frequently a small number of right pairs—around 30 or
40—are sufficient to eliminate all but 2 or 3 candidates for a particular subkey. A more
efficient attack would simply try each candidate, an approach we did not implement.

We implemented the known-plaintext attack on MultiSwap, but since this attack
involves repeating the same attack on the two halves of the cipher, we only attacked the
latter half. The attack worked as described in Section [&f however, on some trials there
were too few right pairs to perform the analysis. Nonetheless, 70 out of 100 runs using
222 known plaintexts were able to successfully recover the key. Increasing the number of
plaintexts to 5000000 increased the success rate to 99%. Recall that the attack required
guessing the correct value of k1; from a list sorted by likelihood. The average position
of the correct k1 in this list was 2.

9 Conclusion

In this paper we have defined the concept of a multiplicative differential. We described
several particular differentials and analyzed how they interact with standard operations
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used in cryptography such as xor and bit permutations. We then used these differentials
to cryptanalyze two existing ciphers and variants of IDEA.

Our results demonstrate that the modular multiplication operation by itself is in-
sufficient to prevent differential attacks. Further, multiplicative differentials can be sur-
prisingly resilient in the presence of incompatible group operations. Therefore, multi-
plication needs to be carefully combined with other group operations to destroy these
differential properties. We are hopeful that this paper will help further the understanding
of how to use the multiply operator to build secure cryptographic algorithms.

Acknowledgements. We thank Joan Daemen for providing BIEX source for a diagram
of IDEA from which Figuredlis derived. We also thank John Kelsey for suggesting that
we implement our attacks, an exercise which led to many improvements to our results.
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Abstract. We analyze the security of the SC2000 block cipher against
both differential and linear attacks. SC2000 is a six-and-a-half-round
block cipher, which has a unique structure that includes both the
Feistel and Substitution-Permutation Network (SPN) structures.
Taking the structure of SC2000 into account, we investigate one- and
two-round iterative differential and linear characteristics. We present
two-round iterative differential characteristics with probability 2758
and two-round iterative linear characteristics with probability 2756,
These characteristics, which we obtained through a search, allowed us to
attack four-and-a-half-round SC2000 in the 128-bit user-key case. Our
differential attack needs 2'°% pairs of chosen plaintexts and 22° memory
accesses and our linear attack needs 21517 known plaintexts and 24232
memory accesses, or 2'°432 known plaintexts and 28332 memory accesses.

Keywords: Symmetric block cipher, SC2000, differential attack, linear
attack, characteristic, probability

1 Introduction

Differential cryptanalysis was initially introduced by Murphy [I0] in an attack
on FEAL-4 and was later improved by Biham and Shamir [T[2] to attack DES.
Linear cryptanalysis was first proposed by Matsui and Yamagishi [6] in an at-
tack on FEAL and was extended by Matsui [7] to attack DES. Both methods
are well known and often provide very effective means for attacking block ci-
phers. One of the many steps in establishing a cipher’s security is to evaluate
its strength against these attacks. The respective degrees of security of a cipher
against differential attacks and linear attacks can be estimated from the max-
imum differential probability and the maximum linear probability. A cipher is
considered to be secure against attacks of both types if both probabilities are
low enough to make the respective forms of attack impractical.

SC2000 is a block cipher which was submitted to the NESSIE [IT] and CRYP-
TREC [3] projects by Shimoyama et al. [I3]. In the Self-Evaluation Report, one
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of the submitted documents, the security against differential and linear crypt-
analysis was evaluated by estimating the number of active S-boxes in differential
and linear characteristics. The strength of the SC2000 cipher has been evaluated
in other published work on attacking SC2000 [3l4l5/12]17].

This paper is based on the work of Yanami and Shimoyama [17] at the 2nd
NESSIE workshop, which is a report by the authors on investigation they carried
out with both differential and linear attacks on a reduced-round SC2000. We use
the same differential characteristics as was used in the above work in the work
we describe here. This has a slightly higher probability than the characteristics
that have been found by Raddum and Knudsen [12]. The linear cryptanalysis
by Yanami and Shimoyama [17] contained some incorrect calculations. We have
corrected these and re-examined the linear characteristics. Moreover, in this
paper we use a better method of deducing the subkey bits. This new technique
reduces the time complexity of the attacks by several orders of magnitude.

In this paper we investigate the one- and two-round iterative differential/lin-
ear characteristics of SC2000. By iterating the differential/linear characteristic
obtained by our search, we construct a longer characteristic and utilize it to
attack four-and-a-half-round SC2000.

The paper is organized as follows. We briefly describe the encryption algo-
rithm for SC2000 in Section 2. In Section 3, we illustrate our search method
and show our search results. We present our differential and linear attacks on
four-and-a-half-round SC2000 in Sections 4 and 5, respectively. We summarize
our paper in Section 6.

2 Description of SC2000

SC2000 is a block cipher which was submitted to the NESSIE [11] and CRYPT-
REC [3] projects by Shimoyama et al. [13]. SC2000 has a 128-bit block size and
supports 128-/192-/256-bit user keys, and in these ways is the same as the AES.
Before proceeding further, we need to make two remarks: Firstly, we mainly
take up the case of 128-bit user keys. Secondly, we omit the description of the
SC2000 key schedule as it has no relevance to the attacks presented in this paper.
The key schedule generates sixty-four 32-bit subkeys from a 128-bit user key.

2.1 The Encryption Algorithm

Three functions are applied in the SC2000 encryption algorithm: the I, R and
B functions. Each function has 128-bit input and output. The R functions used
are of two types, which only differ in terms of a single constant (0x55555555 or
0x33333333). When we need to distinguish between the two types, we use Rs
and R3 to indicate the respective constants.

The encryption function may be written as:

I-B-I-RsxRs-I-B-I-RaxR3-1- B-1- RsxRs-
I-B-I-RyxRs-I-B-I-RsxRs-I-B-I-RyxR3-1-B-1,
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where x stands for the exchange of the left and right 64 bits. We define -1-B-
I-RxR- as the round in SC2000. The round is iterated six times by the cipher
and the final set of operations, -I-B-1I, is then applied to obtain symmetry for
encryption and decryption. For the sake of simplicity, we refer to the last part
-I-B-I as half a round. SC2000 involves six and a half rounds with a 128-bit
user key, and seven and a half rounds with a 192-/256-bit user key.

2.2 The I Function

The I function XORs a 128-bit input with four 32-bit subkeys. The I function
divides the input into four 32-bit words, and then applies an XOR to each of
these words and a corresponding 32-bit subkey. These subkeys are only used in
the I function.

2.3 The R Function

The R function has a conventional Feistel structure, except for the swapping of
the left and right 64 bits in its last part (Fig.[d). The F function is applied to
the right 64 bits of the input, and the output of the function is XORed with the
left 64 bits. The result of the XOR becomes the left half of the output of the R
function. The right half of the output of the R function is the same as the right
half of the input.

The input and output of the F' function in the R function are both 64 bits;
the function consists of three subfunctions, the S, M and L functions (Fig. ().
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The F function divides its input into two 32-bit variables and each variable is
successively dealt with by the S and M functions. The two outputs become the
input value for the L function, the output of which becomes the output of the
F function. Note that the F' function is bijective. We describe the S, M and L
functions below.

The S function is a 32-bit input/output nonlinear function. The 32-bit input is
divided into groups, in order, 6, 5, 5, 5, 5 and 6 bits. These groups of bits
enter corresponding S-boxes; each of the two 6-bit groups enters Sg, while
each of the four 5-bit groups enters S5. The output of the S function is the
concatenation of the outputs of the S-boxes. We refer to Shimoyama et al.
[13] for the values in the S5 and Sg tables.

The M function is a 32-bit input/output linear function. The output b for an
input a is the product of a and a matrix M,

b=a-M,

where M is a square matrix of order 32 with entries that are elements of
GF(2), the Galois field of order two, and a and b are row vectors with entries
from GF(2). We refer to Shimoyama et al. [I3] for the entries of the matrix
M.

The L function has two 32-bit variables as its input and output. We use (a, b) to
denote the input and (¢, d) to denote the corresponding output. The variables
c and d are obtained by applying the following formulae:

c=(aAmask)®b; d=(bAmask)® a,

where mask is the constant we earlier mentioned, 0x55555555 or
0x33333333, mask is the bitwise-NOT of the mask, and the symbol A rep-
resents the bitwise-AND operation.

2.4 The B Function

The B function has an SPN structure with 128-bit input/output which contains
the thirty-two 4-bit input/output S-boxes. This structure is similar to the one
that is used in the Serpent block cipher. We can use a bitslice approach to
implement the B function. We represent the input to the B function as (a, b, ¢, d),
where each variable has 32 bits; the i-th bit of a is a;, and equivalent notation
applies to b, ¢ and d. For i« = 0,1,...,31, the i-th bit is taken from each of
the variables a, b, ¢ and d, and the resulting four bits (a;, b;, ¢;, d;) are replaced
by (e, fi, gi, hi) according to the Sy table, where the notation is analogous to
that for (a,b,c,d) above, and (e, f,g,h) denotes the four 32-bit words which
compose the output of the B function. We refer to Shimoyama et al. [I3] for the
values in the Sy table. Note that if the B functions in SC2000 are all replaced
by the swapping of the left and right 64 bits, the resulting structure becomes
the classical Feistel structure.
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3 The Differential and Linear Characteristics of SC2000

In investigating the differential /linear characteristics of a block cipher, it is very
hard to compute the probability of every characteristic by applying an exhaustive
search to the cipher itself. Roughly speaking, the following strategy is often used
to construct a long characteristic that has a high probability. 1) Examine few-
round iterative characteristics, i.e., characteristics of the same input and output
differences/masks appearing at intervals of a few rounds. 2) Iterate the one
with the highest differential/linear probability which was found by the search to
make a characteristic for larger numbers of rounds. We will follow this strategy
in examining the differential /linear characteristics.

In the SC2000 encryption algorithm, the I functions are merely used for
XORing data with subkeys, so we can eliminate them from our examination of
differential /linear relationships. Removing these functions leaves the following
sequence:

B-R5><R5-B—R3><R3—B-R5><R5—B—R3XR3—B-R5><_R5-B—R3XR3-B.

It can be seen that -B-RxR- is a period. It is repeated six times until the final
B function is added to preserve symmetry of the encryption and decryption
procedures. Taking the period into consideration, we investigate the one- and
two-round differential/linear characteristics with certain patterns of differences
and masks.

3.1 Differential Characteristics

We explain our efficient way of searching for an iterative differential characteristic
that has a high probability. We start by reviewing the nonlinear functions of
SC2000. They are all realized by the S-boxes, Sy, S5 and Sg. There are thirty-
two S4 boxes in the B function and eight S5 boxes and four Sg boxes in the R
function. The S function is made up of four S5 boxes and two Sg boxes; there
are two S functions in the R function. In the differential distribution tables for
the S-boxes, we see that given a pair of nonzero input and output differences,
the differential probability for S, is either 272 or 273, while for S5 it is 274 and
for Sg it is either 274 or 27°. These facts suggest that the number of nonzero
differences for the S5 and Sg boxes in the S function will have a stronger effect
on the overall differential probability of characteristics than the number for the
S, boxes in the B function.

Taking this into consideration, we decide to investigate those differential
characteristics that have a nonzero difference in a single one of the four S func-
tions in a -B-RxR- cycle, which enables us to efficiently find those differential
characteristics that have high probabilities.

One-Round Characteristics. We investigate those one-round iterative char-
acteristics that have a nonzero difference in a single one of the four S functions
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Fig. 3. Patterns of differences

in a -B-RxR- cycle. We illustrate the differential patterns of the characteristics
we need to investigate in Fig. [3.

We call the respective types of differential pattern Dy, Dy, D3 and Dy, according
to the position of the S function that has a nonzero difference.

We have investigated differential characteristics that have these patterns for
both -B-RgxR5- and -B-RsxRs3-. We have found differential characteristics that
have a probability of 2733 in both cycles. This is the highest probability for dif-
ferential characteristics of the four types mentioned above. These characteristics
are of type D3. We give an example of one such differential characteristic:
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-B-RxR-
( 0 0x00080008 0x08090088 0)
B { I B } 915
(0x08090088 0 0 0)
R ( 0 0) < ( 0 0) 1
R ( 0 0x00080008) «— (0x08090088 0) 27

Note that this characteristic has a probability of 2733 regardless of the constant

in the R function, and that we can construct an n-round differential characteristic
with probability 2733™ by concatenating this characteristic n times.

Two-Round Characteristics. By distinguishing R5 from R3, we are also able
to treat - B-RsxR5- B- R3xR3- as a cycle. Turning our attention to this cycle, we
have investigated those two-round iterative characteristics which have a nonzero
difference in a single one of the four S functions in each -RxR- part. It would
appear that we are able to independently choose differential patterns from among
D; (i =1,2,3,4) for the former -B-RsxR5- and latter - B-R3xR3- sequence, but
some patterns cannot be concatenated. We can judge whether or not it is possible
to concatenate D; and D; from the differential distribution table of S; (see the
Appendix). Below we list the pairs that may be concatenated and thus need to
be investigated:

-B-R5xRs5- -B-R3xR3- -B-RsxR5- -B-R3xR3-
AA — (D1) - AB — (D1) —» AA AA — (D) = AB — (D2) —» AA
AA — (D3) - AB — (D2) — AA AA — (D2) = AB — (D1) — AA
AA — (D3) - AB — (D3) — AA AA — (D3) - AB — (D4) — AA
AA — (D4) = AB — (D4) — AA AA — (D4) = AB — (D3) — AA.

Note that differences AA’s and AB’s in the above list should be adjusted as
required: When, for example, the former pattern is D and the latter is Do, we
think of AA as (0, AX,0,0) and AB as (AX,0,0,0), adopting the respective
output differences of the preceding R functions. We have investigated character-
istics of the above types and found that the differential characteristics with the
highest probability have the pattern

AA — (Dy) —» AB — (D3) —» AA
with probability 27°%. An example of such a characteristic is given below:
-B-R5XR5-B-R3><R3-

(0x01120000 0x01124400 0x01124400 0)

B IB 915
( 0 0x01124400 0 0)

Rs ( 0 0) <= ( 0 0) 1

Rs (0x01124400 0x00020000) «— ( 0 0x01124400) 27 '°
(0x01124400 0x00020000 0 0x01124400)

B IB 9—11
(0x01124400 0 0 0)

Rs ( 0 0) < ( 0 0) 1

R3 (0x01120000 0x01124400) <— (0x01124400 0) 271°.
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The probability 27°® of this characteristic is higher than 275, the probability
obtained for the two-round differential characteristic from the one-round itera-
tive characteristic with the highest probability that we found. We will later use
the former characteristic in our differential attack on a reduced-round SC2000.

3.2 Linear Characteristics

As with the differential probability, the linear distribution tables tell us that
the number of nonzero masks for the S5 and Sg boxes in the S function have
a stronger effect on the overall linear probability than the number for the S,
boxes in the B function; given a pair of nonzero input/output masks, the linear
probability for S4E| is either 272 or 274, while for S5 it is 27% and for Sg it is
between 2% and 278,

We investigate the linear characteristics in the same way as the iterative dif-
ferential characteristics, i.e., we examine the linear characteristics with a nonzero
mask in a single one of the four S functions in a - B-RxR- cycle.

One-Round Characteristics. We investigate those one-round iterative char-
acteristics whose masks have a nonzero value in a single one of the four S func-
tions in a -B-RxR- cycle. We illustrate the mask patterns of the characteristics
we investigate in Fig. H

We call the respective types of mask pattern Li, Lo, L3 and Ly, according to
the position of the S function that has a nonzero mask.

We investigated characteristics of these types and found that the linear char-
acteristics with the highest probability have probabilities of 272883 for
-B-RsxRs- and of 2728 for -B-RaxRj3-. All of them are of type Lo. Below, we
give examples of such linear characteristics for both - B-RsxRs5- and - B-R3xRg3-:

—B—RsXRs)—
( 0 0 0x84380080 0x04100000)
B ) 9—20
(0x84380080 0x04100000 0 0x84180000)
Rs (0x84380080 0x04100000) «— ( 0 0x84180000) 2~ °%
Rs ( 0 0) <= ( 0 0) 1,
-B-R3xR3-
( 0 0 0x12020040 0x12020000)
B I B 2-10
(0x12020040 0%12020000 0 0x12020040)
Rs (0x12020040 0x12020000) «— ( 0 0x12020040) 27 *°
Rs ( 0 0) < ( 0 0) 1.

T In Yanami and Shimoyama [17], the authors used 272 or 272 for this probability,
which turned out to be wrong. We have re-examined linear characteristics with the
correct values.
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Fig. 4. Patterns of masks

It is not possible for these characteristics to pass through the sequence when the
constant is changed into the other one. The highest probability for any linear
characteristics which do pass through both constants is 273-%3. An example of
such a linear characteristic is:

-B-RxR-
( 0 0 0x11108008 0x11100000)
B I 9-14
(0x11108008 0x11100000 0 0x11108008)
R (0x11108008 0x11100000) +— ( 0 0x11108008) 2~ >*%
R ( 0 0) < ( 0 0) L
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We are able to construct an n-round linear characteristic with probability
2736:83n 1y concatenating the above characteristic n times.

Two-Round Characteristics. We can apply the same method as we used
for the differential case. We can use the linear distribution table of Sy to judge
whether or not L; and L; can be concatenated (see the Appendix). Below, we
list those pairs that need to be investigated:

-B-RsXRs— -B-R3><R3- -B-R5><R5- -B-RgXR3-
I'A - (L) > I'B—(Li)—»TA I'A - (Li) > I'B - (L) > T'A
I'A — (L) - I'B — (L2) > I'A I'A — (L) > I'B — (L1) » T'A
I'A — (L3) - I'B — (Ls) > I'A I'A — (L3) - I'B — (L4) > T'A
I'A - (Ly) - I'B — (L) - T'A I'A — (Ly) - I'B - (Ls) > T'A.

The masks I'A and I'B should be considered as the masks output by the imme-
diately preceding R functions, respectively. We have investigated characteristics
of the above types and found that the linear characteristics with the highest
probability have the pattern

I'A — (Ly) > I'B— (L4) » I'A.

The probability of these linear characteristics is 27°6. We list a example of such
a characteristic below:

-B-RsxR5-B-R3xRs3-

(0x204000a2 0x20000022 0 0x20400022)

B ) 9—12
( 0 0 0x20400022 0x00400000)

Rs ( 0 0) <~ ( 0 0) 1

Rs (0x204000a2 0x00400000) < ( 0 0x20400022) 2 ¢
(0x204000a2 0x00400000 0 0x20400022)

B I B 9—12
( 0 0 0x20400022 0x20000022)

Rs ( 0 0) < ( 0 0) 1

R (0x204000a2 0x20000022) «— ( 0 0x20400022) 27 '°.

The probability 27°6 of this characteristic is much higher than 277366 the
probability of the two-round linear characteristic obtained from any one of the
one-round iterative characteristics with the highest probability which we had
previously found. We use this characteristic in our linear attack on a reduced-
round SC2000.

4 A Differential Attack on 4.5-Round SC2000

We now present our attack on a reduced-round SC2000 with 128-bit user key.
By using a differential or linear characteristic with the highest probability which
we had obtained in our search, we were able to attack the following four-and-a-
half-round SC2000:
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I-B-I-RsxRs-I-B-I-RyxRa-I- B-I- RsxRs-I-B-I-RaxRs-I-B-1.

In this section, we illustrate how we use our differential attack to guess some
bits in subkeys. Our linear attack will be described in the next section.

Our differential attack utilizes the two-round iterative differential character-
istic with probability 27°8, which we mentioned in Section 3.1. By concatenating
the two-round differential characteristic we mentioned in Section 3.1 twice (and
removing one B function), we obtain a three-and-a-half-round differential char-
acteristic with probability 27!, We apply the characteristic in the following
way:

101

Tnput BOI6110161501611016B Output
wput-& - B -R-R-B-R-R-B-R-R-B-R-R-B - -Output,

K
W )

where the numeral 15 above the B is read as “the differential probability for
the B function is 271°.” We present a table of total differential probabilities
according to the number of functions in the Appendix.

By using this differential characteristic, we are able to deduce 40 bits in the
subkeys K7 and Ks. These subkey bits correspond to the five active S-boxes of
the first B function and the five active S-boxes of the last B function. We used
the following algorithm to retrieve these 40 bits in the subkeys K7 and Ko:

— We start by encrypting 284 structures, where each structure contains 22°
plaintexts which have the same value in the 108 inactive bits in the first B
function, and with the 20 active bits varying across all possible values.

— In each structure we look for collisions in the 108 inactive output bits of the
last B function.

— When a collision is detected, we analyze the pair of plaintexts and cipher-
texts, and check for the subkey values where the pair satisfied the differential
characteristic. For each subkey which satisfies the characteristic, we incre-
ment the counter by 1.

— In the end, we go over all of the subkey counters and output the subkey that
corresponds to counter with the highest number.

As each structure induces 2'° pairs, we have in total 2'°3 pairs which have
the same input difference as the input of the characteristic above after the B
function. We would expect the right subkey to be suggested about four times.
Since in each structure the chance that two of the 22° ciphertexts will agree
is about (229)2/2.27198 = 2769 we would also expect 2769 . 284 = 215 false
hits varying over all the 2%° possible subkeys, These false hits have few effects
on subkey-counting. Thus, we are assured with a very high probability that the
suggested subkey is the correct one.

The time complexity of this attack (aside from the 2!%4 encryptions) is the
time taken to hash the ciphertexts in each structure according to the 108 inactive
bits, plus the time taken to analyze the 2'° suggested pairs. The first term may
be neglected as representing part of the encryption, and the analysis can be done
in about 22° memory accesses.
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5 Linear Attacks on 4.5-Round SC2000

We now present our linear attack on a reduced-round SC2000 with 128-bit user
key. By using the linear characteristic with the highest probability which we had
obtained in our search, we are able to attack the following four-and-a-half-round
SC2000:

I-B-I-RsxRs-I-B-I-RyxRa-I- B-I- RsxRs-I-B-I-RaxRs-I-B-1.

We now illustrate how we use the linear attack to guess subkeys. We use
the two-round iterative linear characteristic with probability 2756 from Section
3.2. By concatenating this characteristic twice, we obtain a four-round linear
characteristic with probability 27112, We illustrate two types of attacks; in one,
the four-round linear characteristic is used; in the other, the three-and-a-half-
round characteristic obtained by eliminating the first B function from the four-
round one is used. We illustrate both attacks in due order.

5.1 Attack Using a Four-Round Characteristic
We use the following four-round linear characteristic with probability 27112

112

12 16 0 12 16 0 12 16 0 12 16 O
Input-B-R-R-B-R-R-B-R-R-B-R-R-_B -® -Output,
~~ K,

1)

where the numeral 12 above the B is read as “the linear probability of passage
through the B function is 2712.” We present a table of total linear probabilities
according to the number of functions in the Appendix.

We are able to deduce 20 bits in the subkey K7, which consists of four 32-bit
subkeys. In the last B function (1), output mask is only related to the five Sy
S-boxes. As there are only 20 ciphertext bits which interest us, we are able to
count the number of occurrences of each case, and do this analysis once for each
20-bit ciphertext value. The following algorithm is capable of extracting the 20
subkey bits:

— Initialize a 229 array of counters (corresponding to the 20 ciphertext bits

which are related to the characteristic).

— Encrypt 2112 .9 = 211517 plaintexts.

— For each plaintext and its corresponding ciphertext add or subtract 1 (ac-
cording to the parity of the input subset) to/from the counter related to the
given 20 ciphertext bits.

— After counting all occurrences of the given 20 ciphertext bits, for each subkey
and for each 20 bit value, calculate the parity of the output subset.

— Rank the subkey candidates according to their respective biases from 1/2.

We expect the right subkey to be highly ranked, and on this basis guess that
the top-ranked candidate is the right subkey. The time complexity of the above
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algorithm is at most 249 .5 = 24232 G, calls. The success rate for the above
algorithm is at least 62.3%. We can use key ranking to improve the success rate
without affecting the complexity of the data. We conclude that our linear attack
requires 211517 known plaintexts and 24232 S calls.

5.2 Attack Based on a 3.5-Round Characteristic
We use the following linear characteristic with probability 27100:

100

I ¢ B 16 0 12 16 0 12 16 0 12 16 O B O ¢ ¢
wput-©- B -R-R-B-R-R-B-R-R-B-R-R-B - -Output.

K
W 2)

We need to infer 20 bits in each of K7 and Ko.

By making a small change to the above algorithm (taking the 40 plaintext
and ciphertext bits into consideration, and trying 40 subkey bits) we obtain the
result that, given 219432 known plaintexts, the attack requires 28332 S, calls.

6 Conclusions

We have studied the security of SC2000 against differential and linear crypt-
analysis. Taking the periodic structure of SC2000 into consideration, we have
investigated two-round iterative characteristics in which the differences or masks
have a nonzero value in only one of the four S functions in each -B-RxR- cycle,
and found iterative differential characteristics with probability 27°8 and iterative
linear characteristics with probability 27°6.

We respectively utilized the best differential and best linear characteristic we
found. We have presented both differential and linear attacks on the four-and-a-
half-round SC2000. Our differential attack needs 2'%4 pairs of chosen plaintexts
and 22° memory accesses, and our linear attack requires 2117 known plaintexts
and 24232 G calls, or 219432 known plaintexts and 23332 S calls. Either attack
is capable of deducing 40 bits in the subkeys used in the first and last I functions.

We stress that neither our differential nor our linear attack would work on
the full-round SC2000, which has six and a half rounds. The equivalent differen-
tial and linear characteristics needed to attack 6.5-round SC2000 has respective
probabilities of 2715 and 271°6. We conclude that these figures show that these
attacks are not applicable to the full-round SC2000.
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Appendix

Differential distribution table of Sy

AOut

A In[0x00x10x20x30x40x50x60x70x80x90xa0xb0xcOxd0xe0x

0x0{16 0 O
0x1
0x2
0x3
0x4
0x5
0x6
0x7
0x8
0x9
Oxa
Oxb
Oxc
Oxd
Oxe
Oxf

0

[N=NoN-N-NoN-N-NoN-N-NoN-N-No
CNANNNOOONNOOOOC
COOCOONNANKRONOOOCO
ONNOONNONNOONNOO
COCONNORRONNOOOO

0
0
0
0
4
0
0
2
0
2
0
4
2
0
2

BNONOOCOOOCOOONAN

0

NNOOONONOOORONN

0 0

NONOOOKRONNOOONN
COOARROOONOONONN

CONNONONOONNNONO

0

OCNNONONONOONNON

0 0
2 2
0 2
2 0
0 0
0 4
0 2
0 2
0 o
2 0
2 0
4 0
0 2
0 0
2 2
2 0

[=)
[=)

NNOOOOCOCOORNNKOCO
NONONORNOOOONNCO

(Prob = {AIn — AOut} = x/16)

Linear distribution table of S4

" I n[0x00x10x20x30x40x50x60x70x80x90xa0xb0xcOxd0xe0x

0x0 8 0 0 O O O O
0x1l 0 0 0 0O 2 2 -2
0x2| 0 0 O O -4 4 0
0x3] 0 0 0 0 -2 -2 -2
Ox4| 0 2 2 -4 -2
0x5| 0 2 -2 0 0
0x6| 0 -2 -2 -4 -2 -2
0x7| 0 -2 2 0 0
0x8| 0 -2 -2 0 -2

0x9| 0 2 -2
Oxa| 0 -2 -2
Oxb| 0 2 -2
Oxc| O 4 O

ONOONONONEN
~

Oxe| 0O 0 4
Oxf| O 4 O

NENONONONONO

|
M)
N

I'Out
0O 0 0 O
-2 4 0 O
0o 2 2 -2
-2 -2 2 -2
0o 0 2 -2
2 -4 2 2
4 2 0 O
-2 -2 0 -4
-4 0 -2 2
-2 0 -2 -2
0O 2 0 0
2 2 0 -4
0O 0 -4 0
-2 0 4 0
0o 2 2 2
-2 2 2 2

[=)
[=)
[=)
[=)
[=)

4

| o |
OCNNORNNOONN

0
-2
-2

2 -2
-2 -2
0 4
0o 2
2 0
2 0
4 -2
0o 2
-2 0
2 4
0o 2
0o 0
-2 -2
-2 2
4 0

ONNANBRONNOONONN

ONNOONNOONNERNN

-4
0
4
0
Oxd| 0 0 -4 0
0
0
r

(Prob{In -

In 4 Out - F'Out = 0} — 1/2 = ©/16)

Probability list obtained from our best differential characteristic

Number of functions 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17
Function name B| R5| Rs| B| R3| R3| B| Rs5| Rs B R3 | R3 B Rs | Rpy B R3
Probability 15 0 16 11 0 16 15 0 16 11 0 16 15 0 16 11 0
Total probability 15 15 31 | 42| 42 58 | 73| 73 89 | 100 | 100| 116| 131 | 131 | 147 | 158]| 158
Probability list obtained from our best linear characteristic

Number of functions 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17
Function name B| Rs| Rs| B| R3| R3| B| R5| R5| B| R3| R3 B Ry | Ry B R3
Probability 12 0 16 12 0 16 12 0 16 12 0 16 12 0 16 12 9
Total probability 12 12 28 40 40 56 68 68 84 96 96 112 124 | 124 140 152 152
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Abstract. We present the impossible differential cryptanalysis of the
block cipher XTEA[7] and TEA[6]. The core of the design principle of
these block ciphers is an easy implementation and a simplicity. But this
simplicity dose not offer a large diffusion property. Our impossible dif-
ferential cryptanalysis of reduced-round versions of XTEA and TEA is
based on this fact. We will show how to construct a 12-round impossible
characteristic of XTEA. We can then derive 128-bit user key of the 14-
round XTEA with 2%2-5 chosen plaintexts and 2% encryption times using
the 12-round impossible characteristic. In addition, we will show how to
construct a 10-round impossible characteristic of TEA. Then we can de-
rive 128-bit user key of the 11-round TEA with 2°%-% chosen plaintexts
and 28% encryption times using the 10-round impossible characteristic.

1 Introduction

In 1990, E. Biham and A. Shamir proposed the differential cryptanalysis|I].
Later, it was regarded as a very useful method in attacking the known block
ciphers. For these reasons, block ciphers have been designed to be secure
against the differential cryptanalysis since the middle of 1990’s. The differ-
ential cryptanalysis has also been advanced variously - truncated differential
cryptanalysis[d], higher order differential cryptanalysis[5], impossible differential
cryptanalysis[3], and so on.

In 1998, the impossible differential cryptanalysis[3] was proposed by E. Bi-
ham et al. This cryptanalysis is a chosen plaintext attack and applied to the
reduced 31 rounds of Skipjack. The traditional differential cryptanalysis finds a
key using the differential characteristic with high probability. But the impossi-
ble differential cryptanalysis uses the differential characteristic with probability
zero. The general impossible differential cryptanalysis can be briefly described
as follows: First of all, we must find an impossible differential characteristic.
We then choose any plaintext pairs with the input difference of the impossi-
ble differential characteristic, and obtain the corresponding ciphertext pairs. We
eliminate the ciphertext pairs which are not satisfied with a special property
derived from the impossible differential characteristic. For each key value in the
key space of the last one or two rounds, we decrypt the ciphertext pairs with

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 49-[60} 2002.
© Springer-Verlag Berlin Heidelberg 2002
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that key value and if the differences of the decrypted ciphertext pairs satisfy the
output difference of the impossible differential characteristic, then we eliminate
the key value from the key space. We repeat the above process until the only
one key value remains with very high probability.

In this paper, we describe an impossible differential cryptanalysis of 14-round
XTEA. It is based on a 12-round impossible differential characteristic. We will
be able to find the 128-bit user key of 14-round XTEA with 2625 chosen plain-
texts and 2%° encryption times. In addition, we present an impossible differential
cryptanalysis of 11-round TEA. To find the 128-bit user key of 11-round TEA,
this cryptanalysis uses a 10-round impossible differential characteristic and re-
quires 2°2® chosen plaintexts and 23% encryption times.

The paper is organized as follows: In Section 2, we introduce notation. The
description of algorithms of TEA and XTEA is briefly given in Section 3. In
Section 4, we explain how to construct a 12-round impossible differential char-
acteristic of XTEA and a 10-round impossible differential characteristic of TEA.
In Section 5, we describe our attack on 14-round XTEA and 11-round TEA.
Finally, we summarize our results and conclude this paper.

2 Notation

We introduce notation as follows for some binary operations.

Exclusive-OR :
The operation of addition of n-tuples over the field Fy (also known as exlusive-
or) is denoted by z @ y.

Integer Addition :
The addition operation of integers under modulo 2™ is denoted by = B y (where
x , Yy € Zan ). The value of n will be clear from the context.

Bitwise Shifts :
The logical left shift of by y bits is denoted by = < y. The logical right shift
of = by y bits is denoted by x > y.

3 Description of TEA and XTEA

TEA(Tiny Encryption Algorithm)[6] was presented by David J. Wheeler et al.
TEA was designed for a short program which would run on most machines and
encrypt safely. This cipher used a simple key schedule. But because of the simple
key schedule, the related key attack[8] was possible. To repair this weakness,
designers of TEA proposed XTEA(TEA Extensions)[7] which evolved from TEA.
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Fig. 1. The structure of TEA/XTEA
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3.1 The Tiny Encryption Algorithm (TEA)

TEA is a 64-bit iterated block cipher with 64 rounds, as shown in Fig. [l TEA
can be represented as 32 cycles in which one cycle is two rounds. The round
function F' consists of the key addition, bitwise XOR and left and right shift
operation. We can describe the output (Y;41,Z;+1) of the i-th cycle of TEA
with the input (Y;, Z;) as follows (See Fig. 2)):

}/i-‘rl = }/Z H F(Z’ia K[Oa 1]7 57,)7

Ziy1 = Z;BF (Y41, K[2,3],04),

5i:tl+lj'6a

where the round function F' is defined by
F(X, K[j, k], 0;) = (X < 4) B K[j]) ® (X 86;) @ (X > 5) HKIK]).
The constant 6 = 9E3779B9;, is derived from the golden number, where ‘A’

represents the hexadecimal number, e.g., 10, = 16.
Y; Zi
K{[0]
tH <4
4 di
D tH
K([1]
tH >5

=
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|

<4

=2
N

A2
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an)
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>

Yit1 Zit1

Fig. 2. The i-th cycle of TEA

The key schedule algorithm is very simple. The 128-bit user key K is split
into four 32-bit blocks K = (K|[0], K[1], K[2], K[3]). Then the round keys K,
are as follows:
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[ (K0}, K[1]) if r is odd
K= { (K2], K[3)) if r is even,

where r = 1,---, 64.

Y; Zi

5Hf K[51 &3]
IJ
@ 4

5; f K[(8; > 11)&3]

[m)

e
>

Y;.'—O—l Zi+1

Fig. 3. The i-th cycle of XTEA

3.2 The TEA Extensions (XTEA)

XTEA[T) is an evolutionary improvement of TEA. XTEA makes essentially use
of arithmetic and logic operations like TEA. New features of XTEA are to use
two bits of §; and the shift of 11 . This adjustments cause the indexes of round
keys to be irregular. We can describe the output (Y;41, Z;1+1) of the i-th cycle of
XTEA with the input (Y;, Z;) as follows (See FigB):

Yiri=Y.BF(Z;, Koi—1,0i-1),
Ziv1 = Z; BF(Yit1, Ko, 05),

t+1
o= 154,

where the round function F' is defined by



54 D. Moon et al.

F(X, K, 0.)= (X <4) & (X>5)BX a6, BK,.

The constant § = 9E3779B9), is derived from the golden number.

To generate the round keys, first the 128-bit key K is split into four 32-bit
blocks K = (K[0], K[1], K[2], K[3]), and then the round keys K, are determined
by

K _ K[é%l&?)] if r is odd
" K[(6z > 11) & 3] if r is even,

where 7 = 1,.--, 64.

4 Impossible Differential Characteristics

We found a 12-round impossible differential characteristic of XTEA, and a
10-round impossible differential characteristic of TEA. The round functions of
XTEA and TEA use the addition as a nonlinear part that is due to the carry
which only propagates upwards(diffusion in only one direction). Therefore, we
will construct impossible differential characteristics in consideration of this fact
and the structure of XTEA and TEA. For this work, we use notation as follows:
an «; is used to denote an arbitrary bit, where i is a positive integer and « is
any small letter. And we denote by A, an arbitrary 4-bit , where A is any capital
letter.

4.1 A 12-Round Impossible Differential Characteristic of XTEA

In this subsection, we show how to construct a 12-round impossible differential
characteristic of XTEA. As shown in Fig.[4] if the form of an input difference is

(A, ajas210 0,0,0,0,0,0, || 4,000 0,0,0,0,0,0.0.), (1)
then the difference after round 6 must be of the form
(NanrPxQ;cRxSx f1f210 0z ” T U VoW X Yo 2y 9192931)~ (2)

On the other hand, we can predict the difference after round 6 from the output
difference of round 12, i.e., to consider the differentials in the backward direc-
tion. Similarly to the 6-round differential characteristic with peobability 1, there
is a backward 6-round differential characteristic with probability 1. It has the
difference

(@1000 04,05,0,0,0,0,0, || Ay b1b210 0,0,0,0,0,0,) (3)

after round 12, and then it is clear that the difference after round 6 must be of
the form

Combining these two differential characteristics, we conclude that any pair with
input difference ([I)) before round 1 and output difference ([B]) after round 12 must
have differences of the form (2) = (@) after round 6. But this event never occurs.
Therefore, this characteristic is a 12-round impossible characteristic of XTEA.
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4.2 A 10-Round Impossible Differential Characteristic of TEA

Similarly, if the form of an input difference is (A,B, ajasazl 0,0,0,0,0; ||
Cy b1b200 0,0,0,0,0,0,), then the difference after round 10 cannot be of the
form (A, a1a200 050,040,040, || ByCy brbabsl 0,0,0,0,0,). See Fighl for a
detailed depiction of the 10-round impossible differential characteristic of TEA.

(Az a1a210 0, O O O, O O, O) (61000 0, 0, 0, O, O, OL Oz)
th iy
T>_<
(61000 0, O, O, O, Oy Oy O,) (By 16210 0, 0, O, O, O, 04)

%

(B. ¢1¢210 0, 0, 0, 0, 0, 0.) (Cx Dy didadzl Op Op Oy O Oy)
& 1

%

(Ce D, didadsl 0, 0, 0, 0, 0.) (Ey Fo Go Hy 1000 0, O, Og)

& = |
T>—<

(o Fp (GGp Hy 1000 0y 0, 0) (U I Ko Ly My 1100 O, 0)
$LI’$—|<1FI

Iy Jo Ko L, M, ;100 0, 0.) (Ny Op Po Qo Ry S f1f210 0.)
T‘>i<

(Ny O Py Qn Ry Si f1f210 04) (Te Uy Vo Wy Xo Yao Zx gigzgal)

(T Uy Vo Woe Xao Yo Zx gigzgal) (Ny Of Py Qo IRz Sz f1f210 03)
T‘>F<

(Ny Ox Pr Qi Ry Sz f1f210 01) Iy Jr Ko Ly M, 1100 0, 0;)
%

Uy Jo Ky Ly M, €,100 0, 0.) (e Iy G, H, 1000 0, 0O, 0.)
& = 1 |
T>_<i

(Ey Fp Gao Hz 1000 Oy O Oy) (Cw Dy didadsl 0y Oy Oy Oyf O4)
L‘?%
(Cox Da didadsl Oy O, O, Oy Oy) (B ¢1¢210 05 Oy Oy O, 0. 0y)
LE 7T l
(B. ¢1¢210 0, O, O, O, O, 0.) (21000 0, O, O, O, O, O, O.)
&b & 1 |
(a1000 O, Oyp Op Oy Oy Op Og) (Az 15210 0x Op Op Ozp Oz Oz Oz)

Fig. 4. 12-Round Impossible Differential Characteristic of XTEA
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5 Impossible Differential Cryptanalysis

In this section, we will analyze 14-round XTEA and 11-round TEA using the
impossible differential characteristics above. Our cryptanalysis of the 14-round
XTEA uses a 2R-attack with the 12-round impossible differential characteristic
(Fig. [d). And our crypanalysis of the 11-round TEA uses a 1R-attack with the
10-round impossible differential characteristic (Fig. E)).

5.1 Cryptanalysis of 14-Round XTEA

We present an impossible differential cryptanalysis of the 14-round XTEA using
the 12-round impossible differential characteristic (Fig. ). We use structures of
27 plaintexts, where every differences of this plaintext pairs matches the differ-
ence of the form

(A a1a210 0,0,0,0,0,05 || 51000 0,0,0,0,0,0,0,). (5)

Such structures propose about 23 pairs of plaintexts. Given such 2°°® structures
(2625 plaintexts , 2%-5 pairs), we collect the pairs whose ciphertext differences
match the difference of the form

(Az By aragasl 0,0,0,0,0, || Cy Dy ELFy 1000 0,0,0,). (6)

Then, the probability that a plaintext pair satisfies this condition is
(271)% x (271) ~ 2737, Thus only about 23!® pairs remain. For each of
the remained pairs, we eliminate wrong key pairs of the 264 possible values of
the key space of the last two rounds by examining whether the decrypted values
of the last two rounds have the output difference of the 12-round impossible
differential characteristic. The probability that a key pair in the key space
survives the test when each ciphertext pair is decrypted is (1 —2726)(1 —2731).
So, there remain only about 24 x {(1 —2726)(1 — 2*31)}231'5 < 2734 wrong key
pair of the last two rounds after analyzing 2315 pairs. It is thus expected that
only one key pair (K73, K14) remains, and this pair must be the correct round
key pair. This attack can be summarized as follows;

Goal: Finding round key pair (Ki3, K14).
1. Choose 258-% plaintext pairs from the 2°5-5 structures, which the difference of
each plaintext pair satisfies the difference (B)). And ask for the corresponding

ciphertext pairs.

2. Collect plaintext pairs whose ciphertext difference agrees with the difference

(@).

3. Select a plaintext pair in the collected pairs which are derived from the
process 2.

4. For each key pair (K13, K14) in the key space,
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Fig. 5. 10-Round Impossible Differential Characteristic of TEA

(a) Decrypt the corresponding ciphertext pair up to the position of 12-round
output.

(b) Compute the difference of the decrypted pair in (a).

(¢) Compare the result of (b) to the output difference of the 12-round im-
possible differential characteristic. If the two results are the same, then
remove the selected key pair from the key space.
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5. If | K13 |< e and | K14 |[< &/, stop. Otherwise, go to the process 3. (¢ and
¢’ are small integers.)

The required work of this attack is about 285 ~ 264.275 4 264{(1 —2726)(1 —
2781)} . 275 4oL 4 2040(1 — 2726)(1 — 2-31)}(2" "= . 975 epcryptions where
27% means two round operations of XTEA encryption. Hence, we can find 64
bits of the user key with our method. The remaining 64 bits will be found by
exhaustive search.

5.2 Cryptanalysis of 11-Round TEA

We can also find 128-bit user key of 11-round TEA similarly with the above
method. We use the 10-round impossible differential characteristic (Fig. B). We
obtain structures of 2!7 plaintexts, where every differences of this plaintexts
matches the input difference of the form

(A, B, arazasl 0,0,0,0,0, || Cy b1b200 0,0,0,0,0,0,) (7)

and collect the pairs whose ciphertext differences match the difference of the
form

(Ay B, ayasasl 0,0,0,0,0, || CoDyEyF, 1000 0,0,0,). (8)

Then, the probability that any plaintext pair satisfies the difference (§) is
(271)% x (271) ~ 2737 and the probability that a key is eliminated from the
key space when each ciphertext pair is decrypted is 2726. Let the number of
the pairs required to find one correct key be N, then the number N is about
2315 such that 264 x (1 — 2726)N < 1. Therefore, the required number of
chosen plaintext pairs is 237 x 2315 = 2685 Since we can collect 233 pairs
from one structure, we need 23 structures. It follows that the attack requires
2355 % 217 = 2525 chosen plaintexts. We can get 64 bits of Ki;. This attack
can be summarized as follows;

Goal: Finding 11 round key.

1. Choose 258-% plaintext pairs from the 2355 structures, which the difference of
each plaintext pair satisfies the difference (7). And ask for the corresponding
ciphertext pairs.

2. Collect plaintext pairs whose ciphertext difference agrees with the difference

®).

3. Select a plaintext pair in the collected pairs which are derived from the
process 2.

4. For each key Ki1(= K[0], K[1]) in the key space,
(a) Decrypt the corresponding ciphertext pair up to the position of 10-round
output.
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(b) Compute the difference of the decrypted pair in (a).

(¢c) Compare the result of (b) to the output difference of the 10-round
impossible differential characteristic. If the two results are the same,
then remove the selected key from the key space.

5. If | K11 |< €, stop. Otherwise, go to the process 3. (¢ is small integer.)

The required work of this attack is about 284 ~ 264.276 4 264(1 —2-26).2-6 4
Coo264(] — 2726277 encryptions where 276 means one round operation
of TEA encryption. Hence, we can find 64 bits of the user key with our method.
The remaining 64 bits will be found by exhaustive search.

—1_2—6

6 Conclusion

We described the algorithms of XTEA and TEA, and found the 12-round impos-
sible differential characteristic of XTEA and the 10-round impossible differential
characteristic of TEA. Using the 12-round impossible differential characteristic
we attacked the 14-round XTEA with 2625 chosen plaintexts and 2% encryp-
tions. In TEA, using the 10-round impossible differential we attacked the 11-
round with 252-5 chosen plaintexts and 284 encryptions.

TEA is designed for software implementation and XTEA is evolved from
TEA to remove the simplicity of key schedule. However, XTEA is weaker than
TEA in the impossible differential cryptanalysis although the former is stronger
than the latter in the related attack[2].

Acknowledgment. We would like to thank Seokhie Hong and Jaechul Sung
for many helpful discussions.
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Abstract. The block cipher MISTY1 [9] proposed for the NESSIE pro-
ject [1I] is a Feistel network augmented with key-dependent linear FL
functions. The proposal allows a variable number of rounds provided that
it is a multiple of four.

Here we present a new attack — the Slicing Attack — on the 4-round
version, which makes use of the special structure and position of
these key-dependent linear FL functions. While the FL functions were
introduced to make attacks harder, they also present a subtle weakness
in the 4-round version of the cipher.

Keywords: Block cipher, Cryptanalysis, Impossible Differential, Slicing
Attack.

1 Introduction

The MISTY1 block cipher [9] is a proposal for the NESSIE project [I1] in the
class Normal-Legacy with a block size of 64 bits and a key length of 128 bits.
It is designed to be resistant against differential [2] and linear [8] cryptanalysis.
Another feature of the design is the use of key-dependent linear functions FL to
avoid possible attacks other than differential and linear cryptanalysis.

The best previous attacks on versions of MISTY1 without the linear functions
attack were on 5 rounds by higher-order differentials [I2] and 6 rounds with
impossible differentials [7]. Additionally, the 4-round version including most of
the linear functions, leaving out the layer of final applications of the FL functions,
has been attacked by impossible differentials as well as collision searching [7].
Very recent results [6] using integral cryptanalysis yield attacks on 5 rounds of
MISTY1 without the final FL layer as well as on 4 rounds, also without the final
FL layer, having a very low data complexity.

In this paper we present attacks on the 4-round version of MISTY1 with all
FL functions by impossible differentials and by a new method called the Slic-
ing Attack. The slicing attack makes use of the position and the structure of
the key-dependent linear functions to derive knowledge about the key; further

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 61-[T5, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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key bits can then be found with impossible differentials, or, in the chosen plain-
text/ciphertext model, by the meet-in-the-middle technique. Table [1 shows a
summary of the attacks.

While the computational effort for the attack using only impossible differen-
tials is very high, the slicing attack is surprisingly efficient; the existence of this
attack shows that augmenting the Feistel network with the linear FL functions,
which makes some attacks much harder, also introduces a new line of attack
that has to be considered a subtle weakness not being present in the underlying
Feistel network.

Table 1. Summary of the new and the best previously known attacks on MISTY1. A
memory unit is one block of 64 bits. Versions of MISTY1 with “most” FL functions do
not have the final FL layer.

Rounds FL Complexity Comments
Time Data Memory

all 216 9275 2295 Tmpossible diff. (this paper)

all 2% 92225 2312 Glicing Attack, preprocessing (this paper)

all 2816 9272 2312 Qlicing 4 impossible diff. (this paper)

all 218 92325 233 Slicing Attack in chosen plaintext /
ciphertext model (this paper)

5 none 27 11x27 [12]

6 none 2% 254 [7], Section 4.1
4 most 2904 223 [7], Section 4.2
4 most 202 238 [7], Section 4.2
4 most 259 220 [7], Section 4.2
4 most 276 228 [7], Section 4.2
4 most 227 25 [6]

5 most 248 234 [6]

4

4

4

4

This paper is outlined as follows. In Section[2the MISTY1 design is described,
Section Bl presents the attack on 4-round MISTY1 using impossible differentials
alone, Section [ introduces the Slicing Attack, and finally Section [ draws some
conclusions.

2 The Structure of MISTY1

The MISTY1 [9] proposal for the NESSIE project [I1] is a block cipher with
a 64-bit block and a 128-bit key. It consists of a Feistel network augmented by
applying key-dependent linear functions FL to the left resp. right half of the
data in every second round, starting with the first, and additionally after all the
rounds (see left half of Figure [Il). While the cipher is proposed with 8 rounds,
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the proposal allows a variable number of rounds provided that it is a multiple
of four. In this paper we will only consider the 4-round version.

The bijective round function FO is a 3-round network with a structure shown
in the right half of Figure [l This network uses a bijective inner round function
FI, which itself is a 3-round network with the same structure, employing two
bijective S-boxes S9 and S7, which are 9 bits resp. 7 bits wide; the key to FI
is 16 bits wide. The details of the internal structure of FI will be of no further
concern in this paper.

The FL function is a linear or affine function for any fixed key; its internal
structure is a 2-round Feistel network (see Figure B) with the round functions
being bitwise boolean AND resp. bitwise OR with key material.

The key scheduling takes a 128-bit key consisting of 16-bit values K7, ..., Kg
and, as a first step, computes additional 16-bit values K| = Flg, , (K;), 1 <t <
8, Ko := K. It produces three streams of sub-keys KO; = (KOj1,...,KO,;4),
KIl = (KIil, [ ,KL‘:},), and KLI = (KLM,KLQ) as follows (’L is identified with
i— 8 for i > 8):

KO;1|KO;2|KO;3|KO;4| KI;1 | Ko | K3 KL;; KL;2
Ki |Ki2|Kip7 | Kiya|Ki 5| Ki | Kiy5| K (odd i) Ki‘#% (odd 7)
K’%+2 (even i)| K 4 (even i)

3 Differential Attack on 4-Round MISTY1

The attack given in this section works against the 4-round version of MISTY1
with all FL functions, improving the result of [7] as there the final applications
of the FL functions were left out. The attack applies impossible differentials [T}
h] and uses particular properties of the key scheduling, i.e. the fact that the keys
for the final FL functions and the fourth round have some key bits in common.

To be concrete, these sub-keys are KOy = (K4, Kg, K3, Kg) and Kl =
(K1, KL, K) for the fourth round’s FO resp. KLy = (K3,K]) and KLg =
(KE, K7) for the final FLs. The values K1, K, and K3 are used twice.

For the attack we use Property 1 of FO from [7]:
Property 1. If the output difference of FO in round ¢ is of the form (3, ()
with nonzero 8 from input with difference (aq, o), then the input and output
differences of F1I in the third round are zero; thus the sub-keys KO;3, KO;4, and
KI;3 cannot influence the output difference and are consequently of no concern.
The inputs to the first FI with difference «; yield an output difference c,. under
the keys KO;; and KI;;, while the second FI yields output difference 8 from the
inputs with difference «;, under the keys KO;o and KI;so.

The attack makes use of the 3-round impossible differential (0, «) jﬁ (0,0)
with nonzero «, 3; this impossible differential works for any Feistel network with
bijective round functions, even when FL functions are used [T} Section 4.2]. The

attack proceeds as follows.
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MISTY1
32 l64 32
KL1*’ FL ;Kh, KO;| FL ‘* KLy

KLg KL4

KI;s

KOj4

KLs KLg

Fig. 1. Global structure of MISTY1 with four rounds (left) and structure of outer
round functions FO (right).

1. Data Collection. Build a structure of 227> chosen plaintexts P; = (x, ¥, a;, b;)
where all the (a;,b;) are different and obtain the corresponding ciphertexts
C; = (¢i,d;, e, f;) by encryption under the unknown key.

2. Processing. After guessing KLg = (K57 K7) and KLs = (Kg, K1) obtain
C; = = (&, Z,el,f,) by (cz,dl) = FLng(cl,dz), (el,fl) = FLIEL (es, fi), and
compute w; = & & f;. Every matching pair (i, j) with w; = w; results in a
difference C; @ C; = (eu, ., 8,8). For each such matching pair (i,5) do the
following steps.

— (Round 1 of FO) Guess the value of Ky = KOy (K = Kl is already
known) and check if

Fly; (6 @ Ky) © Flg, (& ® Ka) = di ® dj, (1)

where K is known from the guess of KL5. Expect a single guess for Ky
to fulfill this condition.

— (Round 2 of FO) Independently, guess the value of Kg = KOy (Kf =
Kl is already known) and check the condition

Fly, (d; & Kg) & Flg, (d; & Kg) = & © & = f; & f}, (2)
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where K is known from the guess of KLg. Again, expect a single guess
for K¢ fulfilling this condition.
Any values of K, and Ky that satisfy (1) and (@) must be wrong as they
would cause the impossible differential to hold. Use a map of 232 bits — which
can be reused for each guess of KL5, KLg — to mark these wrong guesses of
(K4, Kg).

Analysis. First, we determine the work needed for a structure of size 2™ with m
to be determined later; note that m is necessarily bounded by m < 32 due to the
block-size of 64 bits. For each C; and all guesses of KL5 and KLg the decryption
through FL™! takes 232(142%2) ~ 264 computations of FL ! so for the structure
about 264t computations of FL ™! are needed. Checking the conditions on K4
and K for each matching pair needs work of 2 - 2 - 216 computations of FI.

For the structure we expect about (2: ) /216 ~ 22m=1T matching pairs for
each guess of the 32 bits in KL5. Each matching pair is expected to discard a
single wrong guess of 32 bits (K4, Kg) for each guess of the 32 bits of KLg.

Thus, for the whole structure we expect in total about 22m~17 . 232 . 232 —
22m+47 wrong keys of 96 bit to be discarded. Assuming that the wrong keys
appear at random with equal probability, finding all wrong keys is the coupon
collector’s problem [3/10]. Therefore, with about 296 In(296) a2 67 - 29 keys of 96
bits being discarded we expect only the right key to remain. Thus, m = 27.5
yielding a structure of size 227 is sufficient. As only the right key is expected
to remain, the bitmap — which is reused for each guess of KLs and KLg — is
expected to contain only a single unmarked position for the correct guess of KLs
and KLg.

The attack needs a single structure of chosen plaintexts,
computations of FL™!, and 232 . 232 . 218 . 92:27.5-17 — 9120 computations of FI,
roughly equivalent to 2''6 encryptions.

As we need to store only the ciphertexts C; for the structure, a working copy
of all C;, and the w;, the memory consumption can be bounded by 2285 blocks
of 64 bits each. In the processing step the map of 232 bits to mark wrong guesses
of (K4, Kg) needs much less memory than the working copy of the ciphertexts.

227.5 264+27.5 — 291.5

Remark 1. The reduced number of chosen plaintexts required for this attack in
comparison to the attack given in [[7] Section 4.2] (which did not include the final
FL functions) is due to the fact that here the use of one single structure allows
to make efficient use of the plaintexts; this technique can also be applied to [7}
Section 4.2] with a significant reduction in the plaintext requirements.

Remark 2. While the chosen plaintext requirements as well as the memory con-
sumption are well in reach of today’s attackers, the work factor makes the attack
only an academic possibility. But nevertheless, it is much faster than guessing
the 128-bit key by brute force.

Experimental results. This attack has been in part verified experimentally.
All key words except Kg (used as KOy42) and Ky (second half of KLg) were
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FL DFL

16 32 16 16 l32 16

KL;; KLi1

' L b -

U KLj;2 —

S )
O—Y N

! l

Fig. 2. Structure of FL (left), N denotes the bitwise AND operation, U the bitwise OR
operation. When looking only at differential behavior, the structure on the right results
(note the changed operation in the second round).

assumed to be known, thus reducing the work factor involved and also reducing
the map to 2'6 bits. Due to memory constraints only N = 5-223 chosen plaintexts
were used; due to time constraints only 511 passes with wrong values of K7 in
addition to the correct value of K7 have been tested.

Assume now a pass with a fixed guess for K. As K, is known and thus fixed,
we expect only a fraction of 2716 of the pairs to fulfill (), thus we expect about
M= N(Nf_l) -2716.2716 = 204800 pairs to have output XOR (3, 3) and to fulfill
(@); each of these pairs is expected to remove one guess of Kg from the map.
With 7 = M/2'6 we expect 26 exp(—r) ~ 2880 candidates for K to remain
unmarked in the map (see [I0} Theorem 4.18] for this instance of the occupancy
problem).

The observed mean of removed guesses for Ky (including collisions) in the
experiments was 204759, the mean of remaining candidates for Ky was 2883,
thus matching the theory very accurately. The correct Ky was still in the map
when using the correct value of K7. For each guess of K7 about 80 minutes of
CPU-time were needed on a PC with Pentium IIT (800MHz), 256 MBytes of
RAM plus 512 MBytes of swap space; about 640 MBytes of memory were used.

4 The Slicing Attack on 4-Round MISTY1

In this section a new kind of attack is presented that makes essential use of
presence, position and structure of the key-dependent FL functions. This attack
bypasses the components of the cipher that provide the provable security against
differential and linear cryptanalysis.

4.1 Differential Properties of the FL Function

The FL function is a linear (or affine) function for any fixed key. It consists of a
2-round Feistel network with the round function being a bitwise AND resp. OR
operation with the key bits (see Figure [2)).
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Notation. Denote bit i of a value a by a[i] counting the bits from LSB to MSB
starting with 0.

As only bitwise operations without any shifts or other means of diffusion are
involved, FL basically consists of 16 parallel versions of a cipher with a 2-bit
block. Let (a,b) be the input and (¢, d) be the output of FL with 16-bit values
a, b, c,d. Then block 4 consists of the bits (a[i], b[i]) and (c[d], d[i]).

In the following the round functions are analysed algebraically in order to
obtain a closed description for the differential behavior of FL. Let k denote a
key bit and x an input. Then the round functions are as follows:

rNk:=xk
cUk:=2® kD zk.

Now let z* denote a second input and let 2’ = z @ z*; then the differential
behavior of these operations is as follows:

(xNk)® (2" Nk)=xk®z 'k =12k
(zUk) & (2" Uk)=(x® kD ak)d (2" dkd k) =2 &2’k

Therefore, for differences the FL function has the effective description given on
the right hand side of Figure 21 Call this function DFL.

4.2 Slicing 4-Round MISTY1

The attack in the previous section employed the 3-round impossible differential
(0,) 4 (0,8). Any sub-key for the last round (including the FL functions that
follow) that yields the output difference of the impossible differential must be
wrong. This is used to discard all the wrong keys.

Another view on this situation is as follows. It focuses on the changes to the
nonzero difference in the half of the data that is the right half of the input. This
is shown in Figure[3l The input difference in the right half is o # 0, causing an
nonzero output difference o/ of the FL function in round 1. The first round’s FO
has a zero output difference, so no further change occurs here. The difference is
modified again in round 3 by an FL function (o' # 0) and by XOR with the
output difference v of FO, yielding ¢’. Finally, it is modified through the output
transformation by FL yielding a difference ¢ in the left half of the ciphertext.
This is shown in the right part of Figure

The output difference v of FO in round 3 must be nonzero, as can be seen
as follows. The input difference of the FO in round 2 is o’ # 0, so 8’ # 0, as FO
is bijective. Therefore, in round 3, the input to FO is also nonzero, thus causing
v #0.

It should be noted that the difference of concern here — right half of plaintext
difference, left half of ciphertext difference — is changed only by the keys to FL
with the single exception of the XOR with the difference « in round 3.

Therefore, any set of keys (KLg, KLy, KLg) to a stack of three instances of
DFL that yields § from « implies that v = 0, thus it must be wrong. The
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Fig. 3. Slicing MISTY1. The differential path of the data from the right half of the
input to the left half of the output is shown on the right side. The difference y is known
to be nonzero.

result is that we are dealing only with a slice of 4-round MISTY1. Note that
this property does not hold for the underlying Feistel network without the key-
dependent linear functions and that an extension to more rounds seems not to
work.

Definition 1. The slice of three instances of DFL consists of 16 parallel in-
stances of the same key-dependent function. Denote it by F', indexed by the 6-bit
key k, i.e. Fy : {0,1}* — {0,1}2. The blocks are located in the same places as
for FL.

In the following some properties of F' are shown that will subsequently be
used for the attack.

Lemma 1. Depending on the key, F realises one of siz different bijective func-
tions. Thus F has siz classes of equivalent keys. There are four classes with 11
keys and two with 10 keys.

Proof. From the structure of F it is clear that F' is a bijective function, therefore
Fy(a) # 0 for nonzero a. As the input and output of F are differences, it follows
that Fj(0) = 0 for any k. On the remaining three inputs F realises a permutation,
of which there are 3! = 6 different. Checking all 64 possible keys gives the number
of keys per class showing that all of these functions are indeed realised. O
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Notation. Let Kq,...,Kg denote the six classes of equivalent keys for F' and
Fi denote the function realised by any of the keys in K; for i € {1,...,6}.

Proposition 1. For any nonzero a,b there are exactly two i € {1,...,6} such
that F;(a) = b holds.

4.3 Attacking the Slice

As a consequence of these classes of equivalent keys it should be clear that the
best one can hope for is to find a vector of 16 functions that never implies
the output difference of the third round’s FO being zero. Further conditions to
distinguish right vs. wrong keys must come from the key scheduling or other
means besides the slicing attack (see Section [A.4)).

Definition 2. Let o = (o, o) be the input to the slice of three DFL functions
and 6 = (61, 6,) its output. As both o and 6 come from plaintext resp. ciphertext
differences, still call this a pair and denote it as « — §. A vector (fis,..., fo) €
{F1,...,Fe}'® is called valid for o — § if for eachi € {0,...,15} the 2-bit block
(culd], s [i]) is mapped to (&[4}, 8,[i]) by fi.

As one cannot distinguish between functions with a zero input and output,
any pair that causes a zero input / output to any of the 16 parallel instances
of F' cannot be used. Such a pair is called a bad pair whereas a pair with only
nonzero input and output blocks for each of the 16 instances of F' is called a
good pair.

From Proposition [0 it follows that each good pair has valid vectors of
functions while there are 616 ~ 2414 vectors in total. With 241:4/216 = 2254
good pairs there are 2414 valid vectors. Assuming that the valid vectors appear
at random with equal probability, this is the coupon collector’s problem [3/]10]
Therefore, with about 2414 In(2414) ~ 2462 valid vectors from about 23°2 good
pairs all valid vectors are expected to be found. As it is known that an invalid
vector exists, this one is expected be be singled out.

The chance that a random pair is a good pair is about (9/16)16 ~ 27133,
Therefore about 2%3-° pairs are needed which can be gained from about 2222
chosen plaintexts.

Now we are ready to state the actual Slicing Attack:

216

1. Data Collection. Build a structure of 222-2% plaintexts P; = (r,s,t;,u;) with
constant (r,s) and (¢;,u;) being arbitrary but all different; obtain the ci-
phertexts C; = (v;, w;, ;,y;) encrypted under the unknown key.

2. Filtering. For each pair (i,7), ¢ < j, check if & = (o, o) = (t; B tj,u; Duj),
§ = (61,0r) = (v; B vj,w; ®wj) form a good pair, i.e. (y[m],ar[m]) # 0,
(61[m], 6x[m]) # 0 for all 0 < m < 15. For all good pairs store (e, d) in a
table T'.

3. Processing, Outer Loop. For each of the 6° assignments of (fs,..., fo) do
the following. First, select all those good pairs o« — § such that (fs, ..., fo)
is valid for the corresponding six blocks; store the selected good pairs in a
table T".

Initialise a bit map B of 610 < 226 bits, then execute the inner loop:
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— Processing, Inner Loop. For all good pairs in T” set the bits in B that
correspond to the valid vectors (fis, - .., f¢) for the rightmost 10 blocks.
Finding these can be done by using a preprocessed table to get the
possibilities for each of the 10 blocks.

After all pairs in T” are processed check which bits in B are still cleared.
These correspond to possibly invalid vectors.

22.25
Analysis. The filtering is expected to keep (>, )/2!33 ~ 2392 good pairs,
thus from the discussion above it is clear that the algorithm is expected to single
out one invalid vector (fis,..., fo)-

As by Proposition [lexactly 2 out of 6 functions are valid for each given input
and output of a 2 bit block the chance that a good pair in T is included in T” is
about (%)6 ~ 279 Therefore T" is expected to have a size of 2302 /295 < 221,

The total running time consists of three components: first, the time for fil-
tering, second, the time for constructing table 7" in step 3, and, third, the time
spent in the inner loop.

The filtering takes 2435 checks to find the good pairs. The building of 7" is
done 6° times where each time about 2302 checks have to be done (a check can
be done with look-up tables, taking only constant time). This step thus takes a
total of roughly 2%6 checks.

Each execution of the inner loop sets about 219 - 221 = 23! bits, so the total
time spent here in all iterations of step 3 is roughly 65 - 23! ~ 247 elementary
operations like computing indices plus setting bits in the bitmap etc.

This sums up to running time roughly equivalent to 2% encryptions. The
memory consumption can be bounded by the size of the plaintexts and cipher-
texts, the tables T and T, and the bitmap in the inner loop, totaling to about
2312 blocks.

Remark 3. While the slicing attack does not directly reveal key bits, it gains
knowledge about the class of equivalent keys of the real key (KL, KL4, KLg).
This class contains at most 11'6 ~ 2554 keys. Comparing this to the initial set
of 296 keys shows a gain in knowledge of about 40 bits.

Remark 4. When also considering the key scheduling, the real key is (K}, K3),
(K}, Ks), (Kt, K7) with Kl = Flg,(K5), so that the real entropy is only 80 bits.
But for the keys in the equivalence class the same 16-bit condition holds, so that
about 2%° keys are expected to remain. This is also a gain in knowledge about
the key of about 40 bits.

4.4 Finding the Real Key Bits

When using the knowledge gained in the slicing attack in a subsequent step of
analysis the work factor of the slicing attack is only involved as additive work
to what follows.
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A simple way is brute force, namely enumeration of the about 2° keys in the
equivalence class and guessing the remaining 48 key-bits, requiring expected %288
encryptions, about 2 known plaintexts / ciphertexts and de facto no memory.

Better methods are given below. One uses impossible differentials in the usual
chosen plaintext model of attack, the other uses the chosen plaintext/ciphertext
model to efficiently find the complete key.

Improving the impossible differential attack. The differential attack of
Section 3 can be improved significantly by using the information from the slicing
attack; this is faster than the brute force method at the cost of more chosen
plaintexts. It makes use of the fact that only 16 key-bits (K} in KLs5) have to be
guessed in addition to enumerating the about 2%° keys in the equivalence class.

The attack proceeds as follows after having knowledge about the correct

equivalence class, again using Property 1 of FO and the 3-round impossible
differential (0, ) 4 (0,3) (see Section [3]).

1. Data Collection. Build a structure of 2™ plaintexts P; = (z,y,a;, b;) with
constant z, y and random but different (a;, b;) and obtain the corresponding
ciphertexts C; = (¢;,d;, e, fi). The number m is determined later in the
analysis to be m = 27.2.

2. Enumerate the Keys. The keys in the equivalence class can be enumerated by
stepping through all 232 assignments of K’ and Kg; then set K5 = Fll_(i (KY)
and enumerate all possible assignments of K%, K}, and K7 by considering
separately each 2-bit block using a precomputed table. For each assignment
compute Ky = FI ! (K}) and K3 = FI.! (K3).

For each 16-bit value for K set KLs; = (K3, K}), KLg = (K, K7) and do

the following step:

a) Find wrong keys. For all ciphertexts C; compute (é;, fZ) = FLI_(iS(ei, 1),
(é,d;) = FLi{, (ci, d;), and build two lists

ui =& & f;
w; = (Fly (K4 ® &) ® di, Fly; (Ko © d;) @ €;).

If for any ¢, j there is a match u; = u; and w; = wj, go to the next guess of
the keys, otherwise keep the guessed keys. The rest of the key bits, i.e. Ky
and Kj, can be found by brute force and inverting the key schedule (to find
Ky).

Analysis. The outer loop for the enumeration of the keys in the equivalence
class has 232 iterations with a single application of FI™' taking place. For
each assignment of K. and Kg about 2% values are expected to be found for
(K%, K}, K7). While for some functions and fixed key-bits no suitable keys ex-
ist, this is not a problem because these events can be found efficiently with the
precomputed table.

The costs here are computations of FI™! and some table operations which
is much less than the enumeration of all about 24° keys. For each of these keys

232
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two FI™! computations take place; in total this is about 232 4+ 2 . 240 ~ 241
computations of FI™!, independent of the size 2™ of the structure.

It is easy to see that a pair (4, j) with u; = u; yields a symmetric difference
(8, B). Each pair (z,7) with u; = u; and additionally w; = w; fulfills the two
conditions

Fly( (K16 &) @ Fly (Ky @ ¢;) = d; ©d; (first round of FO)
Flg; (K¢ @© d;) @ Flg; (Ko @© d;) =& ®¢&; (second round of FO),

thus fulfilling Property 1 of FO. Therefore this guess of the key must be wrong
and is discarded; a correct key never fulfills these conditions. This ensures the
correctness of the algorithm.

Per guessed key about 2 - 2 applications of FL™! and the same number of
applications of FI are done, for all key guesses (about 2%° from the equivalence
class times 2'¢ from K7) in total about 2°7*™ applications of FL™! and 257+™
applications of FI.

For each pair (i, ) there is a chance of about 27! to fulfill u; = u; and a
chance of about 2732 to fulfill w; = w;, thus a chance of 2748 to discard a key
of 56 bits. Modeling the keys discarded by each pair as random and assuming
an equal probability, we expect about 2°62748 = 28 keys being discarded by any
pair. The task of discarding all wrong keys is the coupon collector’s problem [3]
10]. Therefore, with about 2°¢ In(25%) ~ 2613 keys discarded by about 2613 /28 =
2533 pairs only the right key is expected to remain. This implies a choice of
m = 27.2 and a structure of 2272 chosen plaintexts.

The work needed sums up to 24! applications of FI™%, 2. 2832 applications
of FL™!, and 2842 applications of FI. This is roughly equivalent to about 2816
encryptions.

The memory consumption can be bounded by the number of ciphertexts, a
working copy for decryptions by FL™!, and the tables for the u; and w;. This
sums to roughly 2292 blocks which is less than needed for the slicing attack.

Attack in the chosen plaintext / ciphertext model. In this model the
slicing attack can also be used to find an equivalence class for the sub-keys
KL, = (K1, K7), KLs = (K2, K}), and KLs = (K3, K1) with chosen ciphertext
queries; call this the backward slice and denote its equivalence class by Kp in
contrast to the forward slice with class ICy of the chosen plaintext attack.

This preprocessing steps together take 2 - 24° work, 22225 chosen plaintexts
queries, 22225 chosen ciphertext queries and 23'2 blocks of memory. Note that
adaptiveness of the queries is not necessary here.

Now we use the fact that K3 in KL; can be computed from K}, K}, and
K5 from the forward slice; a similar property holds for K7. This can be used
with the meet-in-the-middle technique parametrised by 0 < N < 16 to allow a
time/memory tradeoff:

1. Global Loop. Step through all values for the highest IV bits of K.
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a) Enumerate forward slice. Step through all values of the lower 16 — N bits
of K¢ and the 16 bits of K{; compute K5 = FII_(:‘3 (K%). Enumerate all
values for K3, K}, K7 that are in Ky for the fixed sub-key values using
a precomputed table. Compute Ky = FI;&)(KQ), and K3 = FI;(}1 (K3).
Store the 128 bits K3, K%, K4, K}, K5, KL, K¢, K7 in a hash table T’
indexed by (K3, K7) allowing later to retrieve all entries with the same
index.

b) Enumerate backward slice. For all values of K| and K> compute K; =
FI;{i (K1) and enumerate the values for K}, K7, and K3 in Ky, again us-
ing a precomputed table. For each of these also compute Kg = FI;& (K}),
K7 = FI(K}).

i. Check the keys. Retrieve all entries with the same (K3, K7) from the
hash table T'. Complete the key scheduling and do one or if necessary
two trial encryptions to check whether it is the correct key.

Analysis. First look at the steps (a) and (b) that are executed inside the global
loop. Step (a) is expected to enumerate about 240/2N = 240=N gub-key values
while performing about 2'6=N . 216 1 2. 240=N computations of FI™* (like in
the analysis above there might be values for K! such that no valid sub-keys are
found, but the total work to find these is much less than the enumeration of all
the 240~N sub-keys). The expected size of T is 240~ values & 128 bits which is
241=N plocks.

Step (b) is enumerating the about 2%° keys in K, with about 232 + 2 . 240
computations of FI™1. In T we expect to find 240.240-N.9-32 — 948—N matches,
therefore the completion of the key schedule and the trial encryption is expected
to be done about 248~ times.

In total, taking the global loop into account, the time needed is about
QU-N+N | 941+N — 941 4 941+N computations of FI! roughly equivalent to
about 239 4 239N encryptions. The full cipher is expected to be run about
2N . 948=N — 948 times.

With NV = 10 we can efficiently reuse the memory used in the slicing attack,
needing about 1.5-2* work and 23! memory, With N = 8 the time is dominated
by the 2%® trial encryptions with a memory requirement of 233 blocks.

4.5 MISTY Variants and the Slicing Attack

As the slicing attack allows to attack the 4-round version of MISTY1 very effi-
ciently, one might ask whether this attack applies also to the MISTY1 variant
KASUMI [4] which is used in 3rd generation cellular phones. In comparison to
MISTY1 the FO and FI functions are modified and, more important here, the
FL functions — with bit-rotations added in the round function — are moved to
be part of KASUMTI’s round function. As KASUMI is a plain 8-round Feistel
network with no key-dependent operations being performed outside the round
function, the slicing attack does not apply.

In MISTY1 the slicing attack is possible because of the position of the FL
functions; avoiding this requires to move the FL functions. The attack is also
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efficient because it is easy to determine all keys resp. vectors of parallel functions
in the slice that map an input XOR to an output XOR. To prevent the slicing
attack it would thus be necessary to add a new design criterion besides those
given in [9]. A possible fix might be adding bit-rotations to FL’s round functions
(like in KASUMI’s FL) to avoid the parallelism, but whether this prevents the
attack is left to future research. On the other hand the slicing attack seems to
work only for the 4-round version of MISTY1, thus using more than 4 rounds
should prevent this attack.

5 Conclusion

While for the impossible differential attack on the 4-round version of MISTY1
presented in this paper the chosen plaintext requirements and the memory con-
sumption are certainly in range of today’s attackers, the high work factor in-
volved does not threaten the cipher.

On the other hand the slicing attack is made possible by the position and
structure of the FL functions. It shows that augmenting the Feistel network with
key-dependent functions can introduce subtle weaknesses that are not present
in the Feistel network itself; one special feature is that the slicing attack com-
pletely bypasses the components that provide the provable security of the cipher.
Furthermore, this is surprisingly efficient, it is clearly in range of today’s possi-
bilities.

While the MISTY1 proposal allows any multiple of four as the number of
rounds, the results in this paper show that the 4-round version should be avoided,
thus leaving the recommended number of 8 rounds as a minimum.

The author would like to thank David Wagner for helpful discussions and
for suggesting the use of the chosen plaintext / ciphertext model. Thanks are
also due to the anonymous referees of the 2nd NESSIE workshop and FSE 2002
whose comments helped to improve the paper.
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Abstract. In this paper, we apply multiple linear cryptanalysis to a
reduced round RC6 block cipher. We show that 18-round RC6 with weak
key is breakable by using the multiple linear attack.

1 Introduction

The block cipher RC6 was proposed by Rivest et al. in [I7] to meet the require-
ments of the Advanced Encryption Standard (AES) and is one of the finalists
of the AES candidates. It has been admired for its high-level security and high-
speed software implementation especially on Intel CPU. RC6 enters also the
NESSIE Project selection and it has been nominated to the Phase II evaluation.

RC6 is designed based on the block cipher RC5 [[16] which makes essential use
of arithmetic key additions and data-dependent rotations. Kaliski and Robshaw
[7] evaluated the resistance of RC5, which introduced data-dependent rotations
as primitive operations, against Linear Attack [14]. Borst, Preneel, and Vande-
walle [2] refined the linear attack of RC5. As additional primitive operations to
RC6, the inclusion of arithmetic multiplications and fixed rotations is believed
to contribute the strength of the security of RC6. There are some cryptanalyses
of RCG6: resistance against Differential Attack, Linear Attack, and Related Key
Attack by Contini et al. [3], Mod n Attack [11], Linear Attack [2], and Statisti-
cal Attack [5]. One of most effective attacks is x? attack by Knudsen and Meier
[13] which can break up to 15-round RC6 with general keys and 17-round RC6
with weak keys. We note that their estimation is inferred from experimental
results for at most 6-round RC6 and is not relied on any theoretical evidence.
The cryptanalysis by Contini et al. [] is actually is not only of RC6 itself but
also of reduced variants of RC6. We enumerate attacks on RC6 in Table [Tl

In [3], Contini et al. showed some upper bound of complexity to break RC6
against the linear attack on the assumption that the attacker uses the bias of
the linear equations with respect to 1-bit masks both on input and output to
arithmetic additive operations and the number of equations among multiple
linear approximation, which are derived based on the notion of “linear hulls”, to
advantage.

In this paper, we evaluate the resistance of RC6 with 256-bit key against
multiple linear attack. In order to do this, we use the technique of the linear

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 76-88 2002.
© Springer-Verlag Berlin Heidelberg 2002
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Table 1. Attacks on RC6

Attack Rounds Data size Comments
Linear Attack [2] 16 2119 Upper bound of complexity
Differential Attack [3] 12 2117 Upper bound of complexity
Mod n Cryptanalysis [11] — — —
x2 Cryptanalysis 3] 15 21190 [ower bound of complexity
(estimation)
17 < 218 Lower bound
(estimation, 1/28° weak keys)
Multiple Linear Attack 18 2127423 1 6wer bound
[This paper] (1/2%° weak keys)

probability that we obtain by taking multiple paths into account and the the-
ory of multiple linear approximation and evaluate rigorously the complexity to
break RC6. To do that, we introduce a novel technique to use a “Matrix Rep-
resentation” that is a generalization of the piling up lemma to obtain the linear
probability. This technique ease us to count the multiple path and to estimate
more exactly the linear probability that might depend on the extended-keys. As
a result, we show that the target key of 14-round RC6 can be recovered and
also that the target key of 18-round RC6 with weak keys, which exists with
probability 1/2% at least, can be recovered.

2 Preliminary

For any function Y = F(X), input mask I'X and output mask I'Y’, we define
the bias of linear equations Biasp() and the linear probability LPr() as follows.

: _, #HXII'X - X)e(I'Y - F(X)) = 0}
Biasp(I'X - TY)=2" X

LPp(I'X = I'Y) = (Biasp(I'X — I'Y))?

-1

It is well known that for any r functions X;y; = F;(X;) (¢ = 1,...,r) the
composite function H(X) = F.o---0F;(X) has the expected (w.r.t. keys) linear
probability satisfyingﬂ

LPy(IX, = I'X, )= > A][LPr(IX; = I'Xin)}.
I'Xs,...'X, i=1

Let e, ..., e31 denote unit vectors over GF(2)3? such that the ith element of
e; is 1 and the other elements of e; are 0. Here we adopt the description of the
descending order for vectors (e.g., eg = (0,...,0,1)).

In this paper, we identify 32-bit values, which are used in RC6 encryption,
with elements of GF(2)32, unless otherwise specified.

! Strictly speaking, we need more structural information of functions F; for holding
the equation.



78 T. Shimoyama, M. Takenaka, and T. Koshiba

A B C D A C B D
S[()]4>EE
S[O]%E sti—HH S[1]
F- O —
&+
S[2i]
S[2i+]
repeat
repeat for 112
forr/2 s
]
B<—S 2i+3 S[2i+2]
23l SI2i+3]
FH<—si21] He—si2r+1] l B2 vy l l
A B c D A C B D

Fig. 1. Original RC6 and its equivalent transformation

3 RC6 and Its Equivalent Transformation

RC6 is a block cipher proposed by Rivest et al. [I7]. It has a variable number of
rounds denoted r and key size of 8b bits. The design is word-oriented for word
sizes w and the block size is 4w. Currently RC6 with r = 20, 4w = 128 and
8b = 128,192, 256 is recommended to give sufficient resistance against possible
attacks. (See Figure[). In this paper, we refer n-round RC6 to RC6(,,). We leave
the key scheduling of RC6, which generates extended keys from private keys, out
of consideration.

In this paper, we use a Feistel-like description of RC6 which is obtained by
exchanging input-output words B and C' equivalently. It is easy to see that the
new description help us to capture structural properties of RC6. (As long as the
authors know, the new description is not shown.)

We consider a block cipher RC6& that is obtained by replacing arithmetic
additions of extended-keys of RC6 by exclusive-oring of extended-keys.

Moreover, we consider weak-keys of 2r-round RC6. We define two types of
weak keys. “Type I weak keys” are ones such that Isbs(S[4i — 3]) = lsb5(S[4i —
4]) = 0, and “Type IT weak keys” are ones such that lsby(S[4i—3]) = lsbs(S[4i—
4]) = 0. It is easy to see that Type I weak-keys is of the fraction 27107 and Type
II weak-keys is of the fraction 278". Later, we will show that those of weak-keys
are actually “weak”.
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Fig. 2. Linear mask of R

4 Linear Probabilities of Data-Dependent Rotation

We consider a partial function R of RC6 as follows. (See also Figure [2).

R: (A, C tiu) € (GF(2)*?)* — (A”,C") € (GF(2)%?)%
A” = (Adt)<xu
= (Cou)<t

Let TA,I'C,I't,['u,’A”, ' A” be masks for the variables A, C,t,u, A", C"
of R, respectively. We consider linear approximation with significant linear prob-
ability such that I't = I'u = 0.

Let us consider, for example, the case where 'A = I'C = T'A" = I'C" = ¢.
Then, if lsbs(t) = lsbs(u) = 0 then Aeg®A”eq = 0 and Cey®C"eg = 0. Only
if the case where Isbs(t) = Isbs(u) = 0 occurs (its probability is 2710), the
probability that the equation Aeg®Ceq® A" eq®C"” ey = 0 holds is biased. Thus,
we have

LPR((Eo,eo,0,0) — (60,60)) = 2720.

Similarly, we obtain the following equations for 4, j, k,l € {0,1,2,3,4}

LPr((ei,€;,0,0) — (eg,e)) =270,

5 Linear Probability of RC6 with Weak Keys

In this section, we consider the linear probability of 2r-round RC6 with Type
II weak keys by taking “multiple paths”. In general, the linear characteristic
probability depends on the key-value. Here, for simplicity, we consider RC66.
We assume that key is randomly distributed. In the case that the least significant
five bits of extended-key related to linear approximation is fixed (especially, in
the case of weak-keys), we can calculate the precise linear probability for each
linear approximation. We will discuss how to calculate it in Section 7.
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Table 2. 4-round multiple linear path of RC6®

round || output mask of (A, C)
0 (6»;, ej)
2 (60,80) (64,64)
4 (er,er)
Lp || 2= 2—10

Let us consider 4-round RC6@®. If we set the input mask for (A4, C) being
(ei,ej) (1,5 € {0,...,4}) and its output mask being (ex,e;) (k,1 € {0,...,4}),
then for any ¢, 7, s,t € {0,...,4} the following holds:

|Biasg((ei, ej,0,0) — (es,er))| = 271,

Thus we can show that the absolute value of linear characteristic per path of
4-round RC6@® is 2740 by the piling up lemma in average of the key.

Since there exist at least 25 = 52 linear characteristic paths such that input
mask (e;,e;) and output mask (ex,e;) are equal but any other intermediate
masks are different from the input mask, we can calculate linear characteristic
over multiple paths. (See Table [2)

LPRCGEB(4>((eOa607O,O) — (eo, €0,0,0))
= ZLPR((eo,eo) — (es,et))LPr((es, er) — (eo,e0))

s,t

— 25 . (2740) = 2735356
Moreover, the linear probability of 2r-round RC6& is derived as follows.

LPRCﬁEB(27) ((ei’ ej’ 07 O) — (ekH €, 07 O))
> 2720(25 . (2720))r71
— 2—20—15.356(7"—1)

It is easy to consider the linear approximation of (2r + 1)-round RC6® from
the linear approximation of 2r-round RC6@ obtained above. (See Table Bl)

Next, we consider Type IT weak-keys of RC6. It is easy to see that if Isby (K) =
0 then arithmetic addition of some fixed 32-bit value K (say, Y = X + K mod
232) does not cause any carry-over in the least significant 5 bits. In this case, the
equation LP,g4, (e; — ¢;) = 1 always holds for ¢ € {0,...,4}. Such keys can be
generated with probability 2% if K is randomly distributed.

This implies that the linear probability of RC6 with weak key of Type II is
independent of keys. Thus, we can say that the resistance of RC6 with such keys
against multiple linear attack is reduced to the one of RC6&® against multiple
linear attack. In this sense, we can regard such keys as weak ones. (For example,
some weak keys of 3-round RC6 are characterized as ones with least significant
four bits each of S[0], S[1], S[4], S[5] is 0. So, the fraction of such weak keys is
2-16 )



Multiple Linear Cryptanalysis of a Reduced Round RC6 81

Table 3. The linear probability of RC6 with Type II weak keys (or RC6®)

round input output linear fraction of
mask mask probability (log,)  weak keys of RC6
3 (0,0,e:,¢e;) (ex,er,0,0) -20.000 216
5 (0,0,e;,¢e;) (ex,er,0,0) -35.356 2—24
7 (0,0,e;,¢e;) (ex,er,0,0) -50.712 2732
9 (0,0,ei,¢e;) (ex,er,0,0) -66.068 240
11 (0,0,ei,¢e;) (ex,er,0,0) -81.424 g—48
13 (0,0,e;,¢e;) (ex,er,0,0) -96.780 256
15 (0,0,ei,¢e;)  (ex,er,0,0) -112.136 264
17 (0,0,ei,e;) (ex,er,0,0) -127.492 2772

Note that 14, j, k, [ range over {0, ...,4}.

Table 4. The linear probability of 2-round RC6

Input mask (I"A, I'C) (ei ej), 1,5 € {0,...,4}
Output mask (I"'A’, I'C’) |(eo,eo0) (ek,eo0) (eo,er) (ex,er)
Linear prob. of addition 1 272 272 274

Linear prob. of 1-round RC6| 2720 2722 9722 92
Note that k& # 0,1 # 0.

6 Linear Probability of RC6

There are several researches about success probability of linear approximation
for arithmetic addition Y = X+ K on the assumption that K is randomly chosen
but fixed ([FIOIT54]). In this paper, we consider linear approximation only of
the form Xe;®Ye; = 0, which is a relation between a 1-bit of input and a 1-bit
of output. Let us see it more precisely.

It is well known that the expectation (w.r.t. keys) of the bias of linear equa-
tions satisfies that LP,ga, (€0 — €9) = 1, and LP,ga, (e; — e;) = 272,(i # 0)
on the average of K. By utilizing these equations, it is easy to calculate the
linear probability of 2-round RC6 with the key addition. We note that the linear
probability of key addition can be obtained only from output masks. The linear
probability of 2-round RC6 follows from the linear probability of addition, the
linear probability of 1-round RC6@®, obtained in the previous section, and the
piling up lemma. (See Table @)

Any output mask (I"A’, I'C") corresponds with one of (eq, ep), (ex, €o), (€0, €1)
and (eg, e;). The number of output masks of each type is 1,4, 4 and 16, respec-
tively. Thus we have the linear probability of 4-round RC6 over multiple paths
such that the input mask is of the form (e;, e;,0,0) and the output mask is of
the form (e, eg, 0,0) as follows.

LPRC6(4) ((es ej,0, 0) — (eo, €0,0,0))

— 2720(2720 + 4. 2722 4 4. 2722 4 16 - 2724)
— 2—38
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Table 5. The linear probability of RC6

round input mask output mask linear probability
(4,¢,B,D) (A',C',B'\D’) (log,)
3 (0,0,e5,e5) (ex,e1,0,0) —20—2u({s,J,k,1})
5 (0’0’€i’ej) (ekﬁ7elio!0) 73872“({iij7k1l})
7 (0,0,61‘,6]‘) (ek,eL,O,O) 75672#({1‘,]’,]@‘,[})
9 (0,0,ei,e5) (ex,er,0,0) =74 —2u({s,j,k,1})
11 (0,0,ei,e5) (ex,e,0,0) =92 —2u({d,j, k,1})

13 (0,0,e4,e;) (er,€,0,0) —110—2u({i,j,k,1})
Note that 4, j, k,l € {0,...,4}, u(X) = #{z # 0|z € X}.

Similarly, we have the linear probability of 2r-round RC6 over the same
multiple paths as follows.

LPRC6(27~> ((eia ejv 07 0) — (607 €0, 07 0)) 2 2_20_18(T_1)

Furthermore, we have the linear probability of 2r-round RC6 over multiple paths
of the other types.

LPRCG(Z,.) ((6i7 €5, Oa 0) — (6k:7 €0, 07 O)) Z 2722718(7’71)
LPre6,,,,((€i,€5,0,0) = (o, €,0,0)) > 2722718(=1)
LPRC6(2T) ((eiv €5, Oa 0) — (ekv €, 07 0)) 2 2724718“71)

By utilizing the linear approximation of 2r-round RC6, it is not hard to
consider the linear approximation of 2r + 1-round RC6, We note that the linear
probability is affected by the extended-key that is added to input data B and
D to the first round. Namely, we have to take into account that the linear
probability depends on the bit position of the input mask. We illustrate an
estimation of the linear probability of reduced-round RC6 in Table

7 Linear Probability of a Fixed Key

In this section, we give a way to calculate the more precise linear probability
of the linear approximation Ae;®Ce;®A’e,®C'e; = 0 for RC6 with any fixed
key. In Section 5 and Section 6, we calculated the linear probability in average
of keys.

On the other hand, especially as in the case of Type I weak keys, that is the
least significant five bits of the extended key is 0, then, by keeping the sign of
the bias of linear equation in mind when summing the bias of linear equation,
we can generalize the piling up lemma to calculate the bias of linear equation
more precisely.

Now, we consider the linear probability of RC6 with Type I weak key. For a
simpler exposition, we calculate the linear probability of 4-round RC6 with the
weak keys such that the input and the output mask are both (eg, eg,0,0). We
show the bias of each linear characteristic in Table [@. For example, the linear
characteristic for paths from the Oth round through the second round to the
fourth round trace (eg,eq) — (e1,e1) — (eo,e0) is (—2710) - (=2710) = 42720,
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Table 6. The bias of linear characteristic path such that the input and output masks
are both (eg, €9, 0,0) (4-round RC6 with Type I weak key)

Input mask 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1stR.Bias(><2_10) t1-1r1-11-11-11-11-11-11-11-11-11-11-11
2nd R. mask 00 01 02 03 04 10 11 12 13 14 20 21 22 23 24 30 31 32 33 34 40 41 42 43 44
3rd R.Bias (x27*%)|1-11-11-111-1-111111-1-11111-1111
Output mask 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Total Bias (x2 >°) [1 1 1 1 1 1 1 -1-11 1-11-111-1-11-1111-1

Table 7. Matrix M of the bias (x27'%) of linear equations for 2-round RC6 with weak
key

Input Output Mask (k, 1)

(i,4) |00 01 02 03 04 10 11 12 13 14 20 21 22 23 24 30 31 32 33 34 40 41 42 43 44
00 1-11-11-11+-11-11-11-11=-11+-11-11-11 -1 1
or (-11-11-1-11-11-11=4-11=-111-11-11-11 -1 1 -1
02 1-114-111-11-111-11=-111=-11-11-11-11 -1
o3 (11 -11-1-11-11-1-11=-11=-1-11-11-1-11 -1 1 -1
04 1T-114-111-11=4-1114-11=-111-11-11 1-11 -1 1
10 -1-111-111-1-11=-1-1111=-111=-1-11-1-11 1 -1
11 1-1-111-111-1-1-111=-1-11=-1-11 1 1 -1-11 1
12 i11-1-11-1-111-1-1-111=+-1-1-11 1 -1-1-11 1 -1
3 {-111-1-11-1-1111-1-11 1 1-1-11 1 1 -1-1 1 1
4 (-1 -1 1 1-111-1-1111-1-11 1 1-1-11 1 1 -1-1 1
20 iF1111-1-1-1-1-111111=-1-1-1-1-11 1 1 1 1 -1
21 i1-1-1-1-11-1-1-1-1-111 1 1-11 1 1 1 1 -1-1-1-1
22 $T11-1-1-111+-1-1-1-1-1111=-1-11 1 1 -1-11 1 1
23 i111-1-1111-1-1-1-1-111=+-1-1-11 1 -1-1-11 1
24 i111-11111-1-1-1-1-11-1-1-1-11 -1-1-1-1 1
30 -1-1-1-1-111111-1-1-1-1-11 1 1 1 1 -1 -1-1-1 -1
31 (-1 1111 1-1-1-1-11-1-1-1-1-11 1 1 1 -1 1 1 1 1
32 $T11-1-1-111-1-1-111-1-1-1-1-11 1 1-1-11 1 1
33 +111-1-1111-1-1111=-1-1-1-1-111-1-1-11 1
34 1111-11111-11111-=-1-1-1-1-11-1-1-1-11
40 i1 1111-1-1-1-1-111111=-1-1-1-1-11 1 1 1 1
41 (-1 1711 1 1-111111-1-1-1-11-1-1-1-1-11 1 1 1
42 1 1-1-1-111-1-1-111=-1-1-111-1-1-1-1-11 1 1
43 i111-1-1111-1-1111=-1-11 1 1-1-1-1-1-11 1
44 i111-11 11 1-11 11 1-11 1 1 1 -1-1-1-1-11

The number of linear characteristic for paths through (e, e, 0,0) in the second
round is totally 52 = 25. Among them, there are 17 positive (= 2719) bias of
linear characteristics and 8 negative (= —2719) bias of linear characteristics. By
taking account of the sign of linear characteristic of each path, we obtain the
linear characteristic and the linear probability as follows. (The validity of this
observation is demonstrated by computer experiments.)

BiasRCG(Type 1 weak key)((607 €o, 07 0) — (605 €0, 07 0))
— (17 _ 8) . (27102710) — 2716.83
LPRC6(Type I weak key) ((60, €0, 07 O) — (6(), €0, 07 0)) = 2733'66

We note that linear probability obtained here is much higher than the linear
probability of RC6 with average keys (273%) and of RC6@ (2735-356),

Next, we generalize the above method to calculate precisely the linear proba-
bility of the input mask and the output mask pattern (e;, e;,0,0) — (e, €;,0,0)
for 2r-round RC6 with Type I weak key.

For i,4,k,1 € {0,...,4}, let m = (k — i)(mod32),n = (I — j)(mod32). We
consider the 25 x 25 matrix M = (a(;yw)) such that agjygy = (—1)" e,
(See Table [11) Then, the bias of linear equation of 2r-round RC6 with Type I
weak key can be calculated as follows.
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Table 8. The bias (x27*) of linear equation for addition(+)

l5b5 k4 kg k‘z kl ]Co l8b5 k4 k‘g k}z ]Cl ]{)0 l8b5 k}4 k3 ]i)z ]{)1 k?o l8b5 k}4 k}3 k}z kl k}o
16 16 16 16 16|| 8 0-16 16 16 16| 16 |-16 16 16 16 16|| 24 | 0-16 16 16 16
14 12 8 0-16f| 9 | -2-12 8 0-16|| 17 |-14 12 8 0-16/| 25| 2-12 8 0-16
12 8 0-16 16f| 10| -4 -8 0-16 16|| 18 |-12 8 0-16 16/| 26 | 4 -8 0-16 16
10 4 -8 0-16(| 11| -6 -4 -8 0-16{| 19 |-10 4 -8 0-16(| 27| 6 -4 -8 0-16
0-16 16 16f| 12| -8 0-16 16 16{| 20 | -8 0-16 16 16|| 28 | 8 0-16 16 16
6 -4 -8 0-16(| 13 |-10 4 -8 0-16(| 21| -6 -4 -8 0-16(| 29|10 4 -8 0-16
4 -8 0-16 16|| 14 |-12 8 0-16 16|| 22| -4 -8 0-16 16(| 30 |12 8 0-16 16
2-12 8 0-16|| 15 |-14 12 8 0-16{| 23 | -2-12 8 0-16{| 31 |14 12 8 0-16

OOk W= O
)

Table 9. The maximum linear probability of RC6 with Type I weak key

Rounds|Input Mask|Output Mask Bias L P|{comment
(4, 9) (k, 1)
3 (*,%) (*,%) 1.2710 27201 1 in 2%°
5 (3,8) (2,2) 21.2720| 2731:2141 q jy 230
7 (1,1) (3,3) 101 - 2730 2746682 4 4, 940
9 (1,1) (0,0) 633 . 2740| 2761.386) 4 jj 950
11 (1,1) (2,2) 4449 . 2750| 2775760 1 iy 960
13 (2,2) (2,2) 24798 - 2760| 2790-8041 ¢ j 970
15 (2,2) (0,0) 134645 - 2770|27105.922| 1 ) 980
17 (2,2) (0,0) 942657 - 2780|27120-306] 1 j 290

q;(r) — 27107,MT,
BiasRe6(type 1 weak key) any (€355, 0,0) = (ex, €1,0,0)) = D) 35y 4y,

where M" means the exponentiation of the integer matrix M.

In case of RC6 with arbitrary key, for the least significant five bits of extended
key l8b5(5[42 — 2]), l8b5(5[4’t — 1]), we calculate (ki4, kig, kig, kih kiO) and (hi4,
his, hia, hi1, hio) by using Table Bl and also calculate the following matrix.

K; = diag(kiohio, kiohit, ..., kiahia),

where diag(ag, a1, ...) is the 25 x 25 matrix whose diagonal elements are ag, ay, ...
and other elements are all 0. For example, when Isb5(S[2]) = 4 and Isb5(S[3]) =
26, then K is calculated as follows.

K, =diag(27%,-272,0,—-27%,271,0,0,0,0,0,—272, 271, ..., —1,1)

Then, the bias of linear equation of 2r-round RC6 can be calculated by using a
“Generalized Piling up lemma” of matrix representation as follows.

Biaspce s, ((€i,€5,0,0) = (ex, €1,0,0))
= U [K] (15 (k)
vOIK] =T, (27"°M - K;)

Table @shows linear masks that take the maximum linear probability of RC6
with Type I weak key in the elements of 25 x 25 matrix calculated as above. Now,
we can get the maximal linear probability of (2r + 1)-round RC6 with the weak
keys by combining the discussion in the case of 2r-round RC6 and one-round
addition to the input side.
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Table 10. Linear approximations of 2r-round RC6 for multiple linear approximation

linear approximation linear probability number
Beo®Deo®A eq®C'ep =0 2 20-180—1) 1
Be;®Deqg® A’ eq®C’eq =0 2—22-18(r—1)
Beo®De;j®A eo®C’eq =0 2—22-18(r—1)
Beo@®Deo® A’ e, dC’'eg =0 9—22-18(r—1)
Beg@®Deo®A eq®C'e; =0 9—22-18(r—1)

B R

8 Multiple Linear Approximation of RC6

“Multiple Linear Approximation”, which is proposed by Kaliski and Robshaw, is
a technique to enable to attack ciphers using less amount of data. This technique
is quite effective if there exist several linear approximations that have almost
maximum linear probability.

Let €; be the bias of linear equation L; : XI'x,®Y Iy, =0, (i = 1,...,n)
with respect to Y = F(X). Then we define weight according to ¢; as being
w; = €; /(g + ... + €). Let N be the number of known plaintexts and N; the
number of known plaintexts that satisfy linear approximation L;. Then by uti-
lizing the difference between w; N; and N/2 it is not hard to distinguish a cipher
from random permutations. The necessary number N of known plaintexts to
distinguish a cipher from random permutations is C/(}_}_, €?), where C is a
parameter which determines the success probability (e.g., C = 4 implies that
the success probability is 95%).

By careful consideration of multiple linear approximation, we can see that it is
sufficient for estimating necessary number of plaintexts to break a cipher that we
get linear approximations whose linear equations are linearly independent. Recall
the linear approximations which are discussed in the previous section. The linear
approximations we should consider are all of the form Be;®De;®A’e,®C’e; = 0.
It is not difficult to see that there are at most 17 linearly independent linear
approximations. We utilize 17 linear approximations (shown in Table [[0), which
are linearly independent and whose linear probabilities are comparatively high,
in order to improve the efficiency of breaking RC6.

We estimate the necessary number N of plaintexts to distinguish RC6 from
random permutations by applying linear approximations shown in Table [I0 to
the technique of multiple linear approximation. We note that the coefficients in
the equations below are introduced in order to increase the success probability
up to 95%.

N=4. (1/(2_20—18(7”—1) 416 - 2—22—18(r—1)))
=4. 1/((1 + 272) . 27187") — 93.68+18r

Similarly, we estimate the necessary number N of plaintexts to distinguish
RC6® (or RC6 with Type II weak key) from random permutations by seeing
Table B

N = 4/(17 - 2720-15:356(r—1)y _ 92.556+(15.356)r
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Table 11. Distinguishing attack of RC6

round| RC6 [RC6(Type II weak key)[RC6(Type I weak key)
3 22008 [217912 (1 in 2F) 21O (1 i 270y
5 | 289:68 [933.268 (1 i 924) 2801261 (1 i 930)
7 | 25768 [g48.624 (1 i 232) 245712 (1 i 940)
9 [273:08(963.980 (1 i 940) 260260 (1 i 950)
11 | 29368 [979.336 (1 g 948) 275111 (1 iy 260)
13 [2111:68|994.692 (1 i, 956) 990061 (1 i 970)
15 [2129:68|9110.048 (1 i 963) 9104.701 (1 i 980)
17 [2147:68|9125.404 (1 4y 970) 9119.423 (1 i 990)
19 [2165:68|9140.760 (1 i 978) 9184.227 (1 i 9100)

Moreover, in case of RC6 with Type I weak key, we can pick up linearly in-
dependent 17 linear approximations according to the estimation for the linear
probability of each input-output masks in Section 8.

Our attacking method, described in this section, is a known plaintext attack.
It means that we do not restrict the form of inputs and thus that we can make
full use of inputs, that is, the number 2!2® of plaintexts. Therefore, we can say
that 13-round RC6 is distinguishable from random permutations and also that
15-round RC6@®, 17-round RC6 with weak keys whose fraction is 279 is distin-
guishable from random permutations. We summarize these results in Table [[T]

9 Key Recovery of RC6

In this section, we consider the key recovery of (2r + 2)-round RC6 by utilizing
the distinguishability result of (2r + 1)-round RC6. We adopt a typical method
“l-round elimination attack” as same as the method by Knudsen and Meier
[13] for key recovery in the following: apply multiple linear approximation to
RC6 through the 2nd round to the 27 + 2th round, search exhaustively for the
extended key S[0], S[1] (64 bits in total), and use them and the value in the
position before key addition of the first round to find a target key. (See Figure
Bl)

Since the necessary data size for distinguishing attacker to success the attack
is 4p~! with probability 95%, (which is calculated using the linear approximation
with the linear probability p), we claim by our experience that we need the num-
ber 4np~! of known plaintexts and the number 4p~!2" of computation of the
round-function for the number n(= 64) of the target key bits with probability
95% by the one-round elimination method. Thus, we can summarize the neces-
sary data size and complexity to find the target extended key by the one-round
elimination method in Table

Thus we conclude that the 64-bit target extended key of 14-round RC6 can
be recovered with probability 95% by Multiple Linear Attack with the number
2119:68 of known plaintexts and the number 2'8%68 of computation of the round-
function. Also that the 64-bit target extended key of 18-round RC6 with weak
key, (the fraction is 27%°), can be recovered with probability 95% by Multiple
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Plain text
|

[0]
(1]

= u}

target key S

(2r + 1)-round RC6

Cipher text

Fig. 3. 1-round elimination attack

Table 12. Key recovery of RC6

Rounds Target #Texts |Complexity Comments

4 RC6 2296 2956

6 RC6 947.68 9113.68

8 RC6 965.68 9131.68

10 RC6 983.68 9149.68

12 RC6 9101.68 9167.68

14 RC6 9119.68 9185.68

16 |RC6 weak key|2'18:048| o184.048 7 45y 964 (Type I1)
18 |RC6 weak key|2127-423| 2193423 | 9 i 990 (Type 1)

Linear Attack with the number 227423 of known plaintexts and the number of

264

2193.423

of memory, and the number of computation of the round-function.
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Abstract. Camellia is a 128 bit block cipher proposed by NTT and
Mitsubishi. We discuss the security of Camellia against the square attack.
We find a 4 round distinguisher and construct a basic square attack. We
can attack 5 round Camellia by guessing one byte subkey and using 26
chosen plaintexts. Cosidering the key schdule, we may extend this attack
up to 9 round Camellia including the first FL/FL™! function layer.

1 Introduction

Camellia[b] is a 128-bit block cipher which was announced by NTT and Mit-
subishi in 2000. It has the modified Feistel structure with irregular rounds, so
called the FL/FL~! function layer. The round function is based on that of the
block cipher E2[13] by NTT whereas the FL/FL~! layer comes from MISTY [18]
by Mitsubishi. Camellia was submitted to the standardization and the evalua-
tion projects such as ISO/IEC JTC 1/SC 27, CRYPTREC, and NESSIE. Re-
cently, Camellia was selected as an algorithm for the second phase of the NESSIE
project.

Currently, the most efficient methods analyzing Camellia are truncated
differential cryptanalysis and higher order differential attack. Kanda and
Matsumoto[12] studied the security against truncated differential cryptanaly-
sis from the designer’s standpoint. They found the upper bound of the best
bytewise characteristic probability and proved that Camellia with more than
11 rounds are secure against truncated differential cryptanalysis. Most analyses
on Camellia consider simplified version without FL/FL~! function layers. For
instance, S. Lee et al.[T5] attacked eight round Camellia using truncated dif-
ferential cryptanalysis. M. Sugita et al.[T9] found a nontrivial 9 round bytewise
characteristics and a seven round impossible differential for Camellia. Kawabata
and Kaneko[IT] showed that Camellia can be attacked by higher order differen-
tial attack up to 10 rounds. Some other analyses can be found in [5].

The square attack was a dedicated attack on the block cipher SQUARE[6]
and applied to block ciphers of the SPN structure such as Rijndael[7I8/16],
CRYPTON[9], and Hierocrypt[3]. In order to apply the square attack on the
Feistel structure, Lucks[I7] introduced the saturation attack, as a variation of
the square attack. He analyzed the Twofish algorithm of the modified Feistel

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 89-[99] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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structure. Recently, Y. He and S. Qing[10] showed that six round Camellia are
breakable by square attack.

In this paper, we apply the square attack to Camellia including FL/FL™!
function layers. We suggest the basic attack which breaks 5 round Camellia using
216 chosen plaintexts and 28 key guessings. Also, the key schedule is considered
so that the square attack on 256 bit Camellia is faster than exhaustive key search
up to 9 rounds.

Section 2 briefly describes the structure of Camellia. A basic attack based on
a 4 round distinguisher is given in Section 3 and extensions of the basic attack
up to 9 round Camellia is proposed in Section 4.

2 Description of the Camellia

Camellia has a 128 bit block size and supports 128, 192 and 256 bit keys. The
design of Camellia is based on the Feistel structure and its number of rounds is
18(128 bit key) or 24(192, 256 bit key). The FL/FL~! function layer is inserted
at every 6 rounds in order to thwart future unknown attacks. Before the first
round and after the last round, there are pre- and post-whitening layers which
use bitwise exclusive-or operations with 128 bit subkeys, respectively.

One round substitution and permutation structure is adopted as the round
function F'. Let X,(-f) and Xg) be the left and the right halves of the r round
inputs, respectively, and k(") be the r round subkey. Then the Feistel structure
of Camellia can be written as

X7 =x e F(x, kD),
Xy = x.

In the following substitution S, the four types of S-boxes s, s2, s3, and
s4 are used. Each of them is affinely equivalent to an inversion over GF(28).
Actually, s, s3, s4 are variations of s;. The only property of S-boxes used for
the square attack is that they are one-to-one functions. The substitution function
S :{0,1}5% — {0,1}%* which consists of S-boxes is also a one-to-one function
defined by

(z1,...,28) 5, (s1(x1), s2(x2), s3(x3), s4(x4), s2(x5), s3(x6), s4(x7), 81(28)) -

The permutation function P : {0,1}5* — {0,1}%* maps (21,...,28) to
(z1,...,2§) defined by

21 =21 D 23D 24 D 26 D 27 D 23,
29 =21 D22 B 24 D 25D 27 D 23,
23 =21 D 22D 23D 25 D 26 D zs,
24 =22 D 23D 24D 25 D2z D 2y,
28 =21 B 20D 26 D 27 D 23,
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!
Z2g = 22D 23D 25 D 27 D 23,
!
27 = 23D 24 D 25 D 26 D 23,
!
2’8:21@2’4@25@26@27.

We can also express the function P in the matrix form:

z 01111001
2 10111100
2 11010110
4| [11100011
2|~ [o1111110
Z 10110111
z 11011011
Z 11101101

28
27
26
25
Z4
23
22
<1

91

The round function F : {0,1}54 x {0,1}5* — {0,1}%* is defined as a composition

of S and P functions as follows:

(X, k) 5 P(S(X & k)).

At every 6 rounds the functions FL and FL™! are inserted. We denote
bitwise-and, bitwise-or operations by N, U and a n bit rotation by < n. The

left 64 bit half (X1, Xg) is mapped to (Y7, Yg) by the function FL.

FL

(XL XR, klL||klg) — (YL, YR),

where

Yr = ((XL ﬁle) K 1) & Xg,

YL = (YRUICZR) @XL

and the inverse FL~! of FL is used for the right half as follows:

FL™!

(YL|YR, KlL|[klR) — (XL, XR),

where

X =YrUklg)® Yz,

Xp=((XpNkly) < 1) ® Yg.

The key schedule of Camellia will be briefly considered in Section 4.

3 Basic Square Attack

The concept of the A-set, which was introduced by Daemen et al. [6], plays an

important role in the square attack.
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Let F be a collection of state bytes X = (x1,z3,...,x,) where z; is the i-th
byte of X. If the i-th bytes of elements in F are different one another, the i-th
byte is called an ‘active’ byte. Likewise, the j-th byte is ‘passive’ (or fixed), if
the j-th bytes of states in F have the same value.

A collection F of 256 state bytes is called a A-set, if every byte of F is either
active or passive. More precisely, if X and Y are arbitrary elements of a A-set
Ti # Yi,

F, then
{Ii = Yi,

where x; and y; are the i-th byte of X and Y, respectively. Note that an arbitrary
collection F has non-active and non-passive bytes in general. The ¢-th byte in a

collection F is called balanced, if @ z; = 0.
XeF
The main operations of the Camellia are bitwise exclusive-or(XOR) and sub-

stitution using one-to-one 8 x 8 S-boxes s;. If an active(passive) byte of a A-set
is used as an input of S-boxes s;, then the output is also active(passive). But the
output of s; is not necessarily balanced when its input is balanced.

Some properties of XOR operation can be summarized as shown in Table [T

if the i-th byte is active,
otherwise,

Table 1. Some properties of XOR operation

l XOR(®) “ active byte [ passive byte [balanced bytel

active byte

balanced byte

active byte

balanced byte

passive byte

active byte

passive byte

balanced byte

balanced byte

balanced byte

balanced byte

balanced byte

3.1 Four Round Distinguishers

Let Xg)7 Xg) be the left and the right inputs of the r-th round. Then we can
construct a 4 round distinguisher as follows:

Choose
,Olg), Xl(%l):(A,ﬂ27...,ﬂ8)

as a A-set F of 256 input plaintexts, where oy, 8; are constants and A is an

Xél) = (051,0427 .

active bytes of F. Because XS) is passive, the output of the first round function
F is also passive. Thus, the input of the 2nd round can be written of the form

778)7 X]({Z):(alua27"’7a8)7

where ~; are constants. In the 2nd round, the input Xf)
as follows:

Xg) = (A, Y2y
for F' is transformed

(A,72,,78) = (B,C, D, 8}, E, 5,67, F),
where B, C, D, E, and F are active. Thus, we have

XE,B) = (B?C7D7647E7667677F)7 XI(;) = (A7’727"'a78)
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(1,2, -+, as) (A, B2,-++,0B8)
®

(A, v2, -+, 78) (0417(121,“' as)
®

(B,C, D, 04, E, 6,67, F) (A, y2,--,78)

N e e

—

(B1, Bz, -, Bg) (B,C, D,d4, E, b6, 67, F)
—1 r 9

—

(7,7,:-47) (B1, B2, -, Bs)

Fig. 1. A four round distinguisher

as an input for the 3rd round. Applying the 3rd round function to ng), we

expect that each state byte in the left half of the input for the 4th round is
balanced. This implies that all bytes in the right half of the 4th round output
are balanced. Thus, we obtain a 4 round distinguisher.

Note that only 2 round functions are effectively activated in this 4 round
distinguisher. This corresponds to the 2 round distinguisher for the SPN struc-
ture. If we change the position of the active byte in XI(;;)7 we obtain 8 different
distinguishers.

3.2 Five Round Square Attack

From the above distinguisher, we can construct a basic square attack on the 5
round Camellia without pre- and post-whitenings.

Step 1. Guess the 1st byte k of the first round key.
Step 2. As input plaintexts, choose a A-set F of the form

F =A{(Xr(i), Xr(i))|0 < i < 255}, (1)
where for arbitrarily chosen constants o, 3;,

XL(Z) = (i70[2, .. .,Ckg),
Xg(i) = (510 ® k), 51(i © k), 51(i @ k), Ba, 51(0 © k), B, Br, s1(i & k).
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Step 3. If k is a correct key, we can expect the left half of the 2nd round
inputs consists of constant states. For example, the 1st output byte 2]
of the 1st round function is 2] (i) = 21 @ 23 B 24 B 26 B 27 B 25, where
z1 = s1(t ® k) and 23,24, ...,2s are constants solely depending upon
as, . ..,ag. Taking exclusive-or of zi(i) and the 1st byte s1(i @ k) of
Xr(4), we have a constant byte which is independent of i. Using the

same argument, we can show that each byte of Xf) is a constant.

Step 4. The right half XI(%Q) of the 2nd round input is identical to Xg). Thus
we can use the 4 round distinguisher previously mentioned.

Step 5. Let C, Cg be corresponding outputs of the input A-set F which is
chosen in Step 2. If all bytes of Cr are balanced, then we can accept k
as the correct key. Otherwise, go to Step 1 and guess another key and
repeat.

For this 5 round attack, we use 2% times 5 round encryptions in every key
guessing. A wrong key can pass the balance test with a probability 274, i.e.
negligible. Thus, the number of plaintexts needed for this attack is 28 x 28 = 216,
and the same number of 5 round encryptions is required.

3.3 Six Round Square Attack

We can extend this basic attack to 6 round Camellia by adding a round at the
beginning. The key idea for 6 round attack is to choose a collection of plaintexts
whose 1 round output is a A-set F as described in (). To do this, we assume
additional 5 bytes of the first round key.

Let k?) be the first byte of the second round key and k: ™) the i-th byte of
the 1st round key. Suppose that we guess kgl), kél), kél), ke (1) /4:(1 , and kf),
correctly. Then we can find a set F(!) of plaintexts so that the second round
input is a A-set () of the form

F@ = {(X(Q)( ), X2 (3) ) ‘o <i< 255} 2)
where
XP) = (4,0, .., 08),

X3 @) = (s(i), (i), 5(0), Ba, 5(), B, Brs (1))
s(i) = s1(i ® k).

It is easy to see that the left half X( )( ) of an input A-set
7—"(1):{< xWa@), xW ) )‘O<z<255} (3)

should be exactly equal to X( )( ) for each i and the right half X(l)( ) of that

can be determined by the subkeys k§1), kél), k:(,,l), kél), and ké ). For example,
the 1st output byte z{ of the 1st round function can be written as
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2(1) = s1(s(0) @ KV) @ s3(s(i) © kSY) @ 54(81 ® k{Y) ® 5306 ® k")
@s4(07 @ kél)) @ s1(s(i) @ kél))
= s1(s(0) @ k") @ s3(s(5) @ kS) @ 51(s() @ k) @ 3,

where 8 = s4(84 B kfll)) P s3(0s ® kél)) @ s4(Br B kgl)) is independent of i. Thus
we can choose

i@ s1(s(0) @ k) @ s3(s(0) @ k§Y) @ 51(s(4) @ kL)

as the first byte Sy of XI(%l)(i) so that the first byte of Xf) (7) is active. Similarly,

remaining bytes of X}(%l)(i) can be calculated.

(S, 8,8, Ba, S, Be, B, S) (S1,82,---,S5s)
k‘(l) k’(l) l

nLdH?a
B e I S 2

(A,B2,--+,Bs) (S, 8,8, B4, S, Be, B, S)
K |
(0‘170‘27"'7a8) (Aaﬂ27"'w88)

}
—1 r =0

(7,7,-+47) (B1, Bz, -, Bs)

Fig. 2. A square attack on 6 round Camellia

For each A-set F(!) determined by the 6 byte subkeys guessing, we can check
the balance of the right half of the 6th round output. In this check, a wrong
key can be accepted with a probability 2764, Thus, the 6 round attack requires
28 x 248 plaintexts and 24® subkeys guessing.

By adding a round at the end, we obtain another square attack(See [10]) on 6
round Camellia. But it makes the attack exceeding 6 rounds with the FL/FL~!
layer much harder.



96 Y. Yeom, S. Park, and I. Kim

4 Key Schedule and Extension of the Basic Attack

4.1 Key Schedule of Camellia

To extend the basic attack on over 6 round Camellia with FL/FL~! function
layer, we consider the key schedule. The round keys are bitwise rotations of K7,
Kpgr, K4, and Kp which are calculated from the master keys K and Kg. In
this calculation, they use the reduced rounds of Camellia with a constant key.
We do not describe the details here(See [I]). Table B shows how to select 1-10
round keys from Ky, Kr, Ka, and Kpg.

Table 2. Subkeys for 192/256-bit secret key

l [subkey] value ‘
F (Round 1) | k™ [(Kp <o) (64

F (Round 2) | @ |(Kp <0) R(64)

F (Round 3) | k® [(Kg K15) L(64)
F (Round 4) | k¥ |(Kg K15) R(64)
F (Round 5) | k® |(Ka K15) L(64)
F (Round 6) | k© |(K4 <K 15) R(64)
FIL Ely 64y | (KR <€30) L(64)
FL™! klagsa) |(Kr <<30) r(64)
F (Round 7) | k7 [(Kp K30) L(64)
F (Round 8) | ¥® |(Kp K30) R(64)
F (Round 9) | k© [(Kp <45 5)L(64)
F (Round 10)| k"9 |(Kp <<45) reea)

Note that seven and eight round keys k(¥ and k(® are nothing but 30 bit
rotations of the first and the second round keys, respectively. This property will
be used to attack more than 6 rounds of Camellia.

4.2 An Observation on the FL/FL~! Layer

Consider the reduced model of 6 round Camellia with the FL/FL™! layer. As
mentioned previously, if we assume 6 byte subkeys correctly, every byte of the
right half of the 6th round outputs is balanced. By guessing additional 7 bits of
subkey kly, we can partially invert FL/FL™! layer.

Let (CL,Cg) be an output of the FL™! function. Then we can determine
the leftmost 7 bits of the input yg 4 for the F L~! function from two bytes z R4
and zr, 4 using the relation

Yra = TRra ® (rpaNklaps) K 1,

where Yr 4, Tr4, 14 and klop 4 are the fourth bytes of Yr, Xg, X1 and klap,
respectively.
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4.3 Square Attacks on 256 bit Camellia up to 7, 8, and 9 Rounds

Now, we consider 256 bit Camellia and its key schedule. We can extend the
previous observation on the FL/FL~! layer to a 7 round square attack. We
should assume 7 byte subkeys k{?), cee k‘g) out of the seventh round key k() to
determine two byte outputs zr 4 and x4 of FL~! function. But the 7th round
key k(7 is nothing but the 30 bit left rotation of the first round key &™), In fact,
we only guess additional 18 bits. Thus, the number of bits we need to guess for
7 round Camellia is 73 = 58(round 1, 7) + 8(round 2) + 7(FL~! layer). When
we apply the square attack to 7 round Camellia, we can check only 7 bits of the
6th round outputs. Thus, a wrong key can pass the test with a probability 277.
We need 11 A-sets as input plaintexts to eliminate a wrong key. The algorithm
to attack 7 round Camellia can be summarized as follows:

Step 1. Guess 6 byte subkeys k%l), kgl), kél), k‘él), k‘él), and k‘§2) of the first and
the second round.

Step 2. Prepare 11 A-sets as plaintexts so that inputs of the third round are of
the form

Xf)) = (041,0427~-~,048)a Xz(g’) = (Aa527~-~,58)~

Note that the only byte A of them is active. Thus, we expect the right
half of the 6th round outputs is balanced, if key guessing is correct.
Step 3. Partially decrypt outputs and test the balance of them.
3.1. Guess additional 25 bit subkeys for FL~! and the 7th round.
3.2. Decrypt ciphertexts and determine 7 bits of the right half of the
6th round outputs.
3.3. Check if this 7 bits are balanced for all 11 A-sets.
3.4. If so, accept 73 bit subkeys as a correct key.
3.5. Otherwise, discard 25 bit subkeys guessed in Step 3.1 and choose
another 25 bits. If all possible 25 bits are checked, go to Step 1 and
repeat Step 2 and Step 3.

For each subkey candidate, we need to encrypt 11 A-sets, which costs
248 (subkeys) x 28(A-set size) x 11(the number of A-sets)

encryptions of 7 round. Also, one round decryptions and partial invertings of
FL~! function are needed for them with the computational complexity

273 (subkeys) x 2%(A-set size) x 11(the number of A-sets).

Thus, total amount of cipher execution is approximately 287 encryptions.

With helpful comments of anonymous referees, this attack could be improved
as follows: for a given 6 byte subkeys of the first and the second rounds, first
prepare 4 A-sets and see whether 225 subkeys for the FL~! and the 7th round
pass balanced tests. With probability 1/8, one of the subkeys can pass these tests.
In that case, the remaining 7 A-sets can be exercised. This procedure reduced
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the plaintext cost to (4 + 7/8)2%6. Also, the time complexity can be reduced to
280-2 encryptions.

By assuming all round keys in round 8 and 9, we construct an attack algo-
rithm on 9 round Camellia. One byte of the 8th round key is already guessed in
the second round. Therefore, 193 bits of subkey guessing is needed to attack 9
round Camellia. It is of course infeasible but faster than exhaustive key search.

5 Conclusion

We have discussed the security of Camellia against the square attack. We have
treated the reduced round Camellia without pre- and post-whitenings including
the FL/FL~! layers. The key schedule has been considered to reduce the num-
ber of subkey guess and how to treat the FL/FL~! function layers has been
presented.

Table 3. Summary of attacks on 256 bit Camellia

‘RoundsHFL/FL7 . ‘Methods ‘Plaintexts‘ Time ‘ Comments ‘
5 N/A  [Square Attack 2103 2% THe & Qing[T0](Pre-Whitening)
5 N/A  [Square Attack 216 216 [ This paper
6 N/A  [Higher Order DC] 2" [2™7%[Kawabata & Kaneko[L1]
6 N/A  [Square Attack 2171212 THe & Qing[10](Pre-Whitening)
6 N/A  |Square Attack 256 2°% | This paper
7 X Higher Order DC| 2" 2°T 2 TKawabata & Kaneko[L1]
7 X Truncated DC 2825 192 |S. Lee et al.[15]
7 O Square Attack 2783 280-21This paper
8 X Higher Order DC[ 2% 270 [Kawabata & Kaneko|L]
8 X Truncated DC 28361955619 Tee et al.[15]
8 O Square Attack 2°9T 191378 This paper
9 X Higher Order DC 271 2799 8Kawabata & Kaneko|l]
9 O Square Attack 260519202215 paper
‘ 10 H X ‘Higher Order DC‘ 27T ‘2254'7‘Kawabata & Kaneko[11] ‘

Table Bl summarizes attacks on 256 bit Camellia by the number of rounds.
Time complexities in the table is the number of encryptions.

Up to 9 rounds, the square attack is a faster way to attack Camellia than
the brute force key search.

Acknowledgment. We would like to thank anonymous referees for their helpful
comments and suggestions. As mentioned at the end of Section 4, we could reduce
the plaintext requirement as well as time complexity according to the anonymous
advice.
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Abstract. This paper describes saturation attacks on reduced-round
versions of Skipjack. To begin with, we will show how to construct a
16-round distinguisher which distinguishes 16 rounds of Skipjack from
a random permutation. The distinguisher is used to attack on 18(5~22)
and 23(5~27) rounds of Skipjack. We can also construct a 20-round
distinguisher based on the 16-round distinguisher. This distinguisher is
used to attack on 22(1~22) and 27(1~27) rounds of Skipjack. The 80-
bit user key of 27 rounds of Skipjack can be recovered with 25° chosen
plaintexts and 3 - 27° encryption times.

1 Introduction

In April 1993, the Clinton administration announced a proposed encryption
technology that, according to the announcement “will bring the Federal Gov-
ernment together with industry in a voluntary program to improve the security
and privacy of telephone communication while meeting the legitimate needs of
law enforcement.” Subsequently, in July 1993, a more formal announcement ap-
peared in the Federal Register as a request for comments on a proposed Federal
Information Processing Standard. The overall approach was initially referred to
as Clipper, whereas the specific encryption algorithm is known as Skipjack.
Skipjack is a 64-bit block cipher and was first made public by the NSA in
1998[9/10]. After the publication, several approaches to analysis of Skipjack have
been made. The first analysis by Biham et al. [T] studied some of the detailed
properties of G and in particular some of the properties of the substitution table
S. This provided the first description of some differential and linear cryptanalytic
attacks on reduced-round versions of Skipjack. They[2J3] also considered the role
of truncated differentials in Skipjack and some variants. Biham et al.[5] presented
impossible differential attacks that are faster than exhaustive search for the user
key if Skipjack is reduced by at least one round. So far, the attacks[5] are the
best known attacks on Skipjack. Knudsen et al.[6] also published a range of
attacks on reduced-round variants of Skipjack. They concentrate on the role of
truncated differentials and demonstrated the effectiveness of boomerang attacks
on Skipjack. But they could not improve on the impossible differential attacks

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 100111} 2002.
© Springer-Verlag Berlin Heidelberg 2002
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on the 31 rounds of Skipjack. In addition, most recently Granboulan[7] found
several flaws in the differential cryptanlysis of Knudsen et al.

In this paper, we describe saturation attacks on reduced-round versions of
Skipjack. Saturation attack[§] is based on the idea of choosing a set of k x 2%
plaintexts such that each of the 2% inputs for a w-bit permutation occurs exactly
k times. The saturation attack exploits the fact that if the input set for the w-bit
permutation is saturated then the output set of the permutation is saturated.

It should be emphasized that our attacks do not improve on the impossible
differential attacks[5]. But this paper shows how to apply saturation attack to
Skipjack for the first time.

The paper is organized as follows: In Section 2, preliminaries to the text of
this paper is presented. The description of Skipjack is briefly given in Section 3.
Section 4 explains how to construct a 16- and 20-round distinguisher. In Section
5, we show how to use the 16-round distinguisher to attack on 18(5~22) and
23(5~27) rounds of Skipjack. Moreover, using the 20-round distinguisher we
also describe attacks on 22(1~22) and 27(1~27) rounds of Skipjack. Finally, in
Section 6 we summarize this paper.

2 Preliminaries

We denote by I, the set of all m-bit data. In this paper, a word always
means a 16-bit data. We denote by (af, 3%,+%,%) an input data of the round
i, where each of the Greek small letters is a constant word. By the notation,
(aift gitl i+l §5i+1) means an output data of the round i. We denote by
(Ai,ﬂi,’yi,y) a set of input data of the round 4, where A’ is a subset of I14
and each of the Greek small letters is a constant word (i.e.,(A’, 5", ~%,6") =
{(oz_i,ﬁ?,*yf,éf) € _If6_|ai_€v A’} ). In a similar way, we can also define
(A", B, 4", 4%), (A", B",C", "), etc.

We will use the notion of a multiset to define a “saturated set”. A multiset
with k- 2% entries in I, is said to be “k-saturated ” if every value in I, is found
exactly k times in the multiset. If £k = 1, a saturated multiset is 1-saturated as
I,,. From now on, “l-saturated” is shortly said to be “saturated”. A set M (C I,)
is said to be “balanced” if the following equation holds :

@ €Xr; = 0.
T, €M

Note that if M is a k-saturated multiset then M is balanced.

3 Skipjack

Skipjack[9] is a 64-bit iterated block cipher with 32 rounds of two types, called
Rule A and Rule B. Each round is described in the form of a linear feedback
shift register with additional non-linear keyed G permutation. Encryption with
Skipjack consists of first applying eight rounds of Rule A, then eight rounds of
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Fig. 1. Skipjack

Rule B, once again eight rounds of Rule A and finally eight rounds of Rule B.
The original definitions of Rule A and Rule B are given in table [l where w; is
a word, counter is the round number and G is a four-round Feistel permutation
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Table 1. Rule A and B

“ Rule A [ Rule B H
wlfH = G (w}) ® wi ® counter® w’f“ = wk
W = G (uh) Wit = GHuh)
wé““ = w§ w’;“ = wlf &® w§ @ counter®
wht = wht! = wh

whose F is defined as an 8 x 8-bit S box, and each round of G is keyed by eight
bits of the key. The key scheduling of Skipjack takes a 10-byte key, and uses four
of them at a time to key each G permutation. The first four bytes are used to
key the first G permutation, and each additional G permutation is keyed by the
next four bytes cyclically, with a cycle of five rounds.

The description of tablel becomes simpler if we unroll the rounds, and keep
the four words in the shift register stationary. Figure [T describes this represen-
tation of Skipjack. In this paper, the existence of the counter is ignored since it
has no cryptanalytic significance in our attack.

4 Distinguishers

It is well known that a good block cipher behaves like a random permutation.
In this section, we describe distinguishers for Skipjack. In other words, given a
well-chosen set of plaintexts, we will find properties in the corresponding set of
ciphertexts, which are unlikely in the case of a random permutation. This holds
for reduced-round versions of Skipjack under arbitrary keys. In the following, we
describe how to construct a 16- and 20-round distinguisher.

4.1 A 16-Round Distinguisher

We describe how to construct a 16-round(5~20) distinguisher. Using this dis-
tinguisher, we will show that Skipjack reduced from 32 to 18 rounds and to 23
rounds can be broken by an attack which is faster than exhaustive search.

We concentrate on the 16 rounds of Skipjack starting from round 5 and
ending at round 20 (i.e., without the first four rounds and the last twelve rounds).
For the sake of clarity, we use the original round numbers of the full Skipjack,
i.e., from 5 to 20, rather than from 1 to 16. The 16-round distinguisher is shown
in Figure

Consider a set of 2!¢ plaintexts (045,B5,75765) where o®,7° and 6° are
three arbitrary constant words and B® is saturated. Then the corresponding
data set after round 7 is (a®,B®,+%,6%) where a®,~+® and ¢® are new constant
words and B? is saturated. In addition, the corresponding data set after round
9 is (A0, 310,410 510) where A' is saturated, and £1°,4'° and §'0 are new
constant words. We also observe that the set of output data of round 13 is
(A B 4™, 6') where A" B' are saturated and the set of output data
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of round 17 is (A'®,B'®, C'®, D'®) where A'®, B'®, C'® and D' are all sat-
urated. Moreover, the set of output data of round 18 is (A'?,B'?, C' D'?%)
where A, B! and D' are saturated, but C'? is generally not saturated since
CY = [y @ 6y € C'® 59 € D'} holds. However note that C'? is bal-
anced.

The corresponding data set after round 19 is (AQO, B?°, C?0, DQO) where A%°
and D?® are saturated, but neither B* nor C*° is generally saturated. This
fact is denoted by (A%, 7,7, D?) in Figure . The corresponding data set after
round 20 which is the last round in the distinguisher is (A%!,B*' C*' D)
where D?! is saturated but A%', B?! and C*!' are generally not saturated. This
fact is denoted by (2,7?,?,D?') in figure @ Note that A?°, D*! is balanced.

As a result, given any set of 216 plaintexts (a5, B, 45, §%) where a®,+° and
65 are three arbitrary constant words and B® is saturated, A*® and D?! are
saturated and therefore balanced with probability 1. On the other hand, the
probability that a random permutation satisfies the property is 2732. Therefore
we can distinguish Skipjack from a random permutation with high probability.

The reason that a saturation attack works on the reduced-round versions of
Skipjack can be explained by the fact that A%° and D?! are always balanced in
this distinguisher.

4.2 An Extension to 20-Round

We show how to extend the distinguisher from 16 to 20-round. Using the 20-
round(1~20) distinguihser, we will show that Skipjack reduced from 32 to 22
rounds and to 27 rounds can be broken by an attack which is faster than ex-
haustive search.

We concentrate on the 20 rounds of Skipjack starting from round 1 and end-
ing at round 20 (i.e., without the last twelve rounds). The 20-round distinguisher
is shown in Figure [3

The result of this subsection will now be briefly summarized : Given any set
of 2%8 plaintexts (A',B', 7', D') where A', B* and D' are saturated and ~'
is a constant word, A% and D?! are balanced with probability 1. On the other
hand, the probability that a random permutation satisfies the property is 2732,

This result is derived from using the 16-round distinguisher. For the specific
explanation of the result, we will partition the set of 248 plaintexts into 232 sub-
sets with 2!6 elements in the following paragraph. If we perform it, then each
of the 232 subsets turns into the form of the input set of the 16-round distin-
guisher after round 4. Accordingly, for each of the 232 subsets, A%° and D?! are
saturated and therefore balanced by the property of the 16-round distinguisher.
For that reason, given the set of 2% plaintexts (A', B!, 4!, D'), A?® and D*!
are always 232-saturated and therefore balanced.

Now we present that the set of the 2*® plaintexts can be partitioned. Let
248 plaintexts (A', B, ', D') be given as is stated above. We will concentrate
on the data set after round 4 to partition the set of the 2%® plaintexts. Figure Bl
describes this situation. At first, let o, 6° € I;¢ be fixed with any constant words
and B® = Ijg(saturated set). Then ~° is determined by the equation G(y' @
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6°) = 4°. In addition, for each 32 € B® | the corresponding tuple (o}, 3}, 8}) is
determined by the following equations.

a; =G (" @ )
Br=GTH(B) @
5 = (@@ 67) oG8

If i # j then (af, 8},6}) # (aj, 5},6}) holds since G is permutation. There-
fore, if a® and 6° € I 4 are fixed and B® is saturated then the number of the
corresponding set {(a}, 8,71, 01)]0 <4 < 26 — 1} is 216, Conversely, if the set
{(a}, B+, ~%,61)]0 < i < 26 — 1} is given, the corresponding set after round 4
is (a®,B®,~%,6%), where B® is saturated, i.e., the input form of the 16-round
distinguisher which is presented in section 4.1.

What’s more, note that the fixed pair (a®,§°) can be any one of 232 elements.
So, there are 2°2 disjoint subsets of {(«}, 3},7*,67)] 0 <4 <210 — 1}o<jcom2 .
By the explanation, we can easily obtain the fact that (Al,Bl,fyl,Dl) can
be partitioned into the 232 disjoint subsets of {(a},31,v1,61)] 0 < i < 216 —

19

232

1}0§j§232—1'

5 Saturation Attack

In this section, we use the distinguishers which is presented in section 4.1 and
4.2 to recover the user keys of the reduced-round versions of Skipjack.

5.1 Attack with the 16-Round Distinguisher

Attack on 18-round(5~22) Skipjack. It will be shown that we can recover
K5 and Ky of the 18-round Skipjack(which is describe in Figure ) using the
16-round distinguisher, where K5, and Ko are the subkeys of the round 21 and
22, respectively. Note that the attack is a chosen plaintext attack.

Let a set of 2'6 plaintexts, P = (a® B~ 6°)(= {(a® (7,74°,8°)[0 <
i < 216 — 1}) be chosen as required for the 16-round disginguisher. And
ask for the corresponding set of ciphertexts, C = (A?* B*,C* D¥)(=
{(a23,323,423,623)| 0 < i < 2'6 —1}) . Then the following equations hold with
probability 1 by the property of the 16-round distinguisher.

@ i’ = @ Grr, (@)@ B =0, Ky €I (1)
0<i<216_1 0<i<216_1

P 7'= P oPoGyr,0P) =0, Kyclp (2)
0<i<216_1 0<i<216_1

If Ko is the right subkey, it always satisfies the equation (). While on the
other, arbitrary subkey satisfies (Il) with probability 2716, Since the length of
the subkey is 32-bit, the number of subkeys satisfying (1) is about 2'6. Thus
we need the other set of plaintexts to find the right subkey. For the about 26
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remaining candidate subkeys, if we perform the above process again with the
other set of plaintexts, the only one candidate subkey remains with very high
probability. Hence the subkey is almost the right key of the round 21. Also using
the same way, we can find Kas with the equation (2)). This attack can now be
summarized in the following :

1. Choose two sets of 26 plaintexts, P; = (a3, B® 47, 67), Py = (a3, B®,13,3)
as required for the 16-round distinguihser. Ask for the corresponding sets of
ciphertexts, C; and Cs.

2. For each candidate subkey of K1, calculate the equation (I)) using P; and
Ci.

3. For the remaining candidate subkeys after the process 2, execute the process
2 again with Py and Cs.

4. Determine the remaining subkey after the process 3 as the right key.

5. Using the equation (B)), find the right key Koo as in the previous process 2,
3 and 4.

The attack requires 2 - 216 = 217 chosen plaintexts and the required work is
about 244 ~ 2(216.232.275 4 216.916.9-5) encryption times where 275 means a
G operation of Skipjack encryption. Using the simple key schedule of Skipjack,
we can directly find 64 bits of all the user key bits. The remaining 16 bits can
also be found by exhaustive search.

Attack on 23-round(5~27) of Skipjack. Using the 16-round distinguisher
we can also recover Koo, Ko and Ks; of the 23-round Skipjack where Koo,
Ky and Ko7 are subkeys of the round 22, 26 and 27, respectively. Note that
Ks5 = Ko7 holds because of the simple key schedule of Skipjack.

Let a set of 2'6 plaintexts, P = (o, B°,75,8%)(= {(a®, 32,7%,6°)|0 < i <
216—1}) be chosen as required for the 16-round distinguisher. And ask for the cor-
responding set of ciphertexts, C = (A%® B®® C*® D?*)(= {(a2%, 32%,~2%,028)|
0 <i <2 —1}) . Then the following equation holds with probability 1 by the
property of the 16-round distinguisher.

B 7= P BFoG (G Gl P ai®)=0 @3

0<i<216—1 0<i<216—1

Koo, Kog, and Ko7 € I3y (Kag = Ko7)

If (K92, Kog) is the right subkey pair, it always satisfies the equation (B]). Of
course, Ko7 is determined by Kso. The probability that arbitrary subkey satisfies
(B) is 2716 Since the length of the subkey pair is 64-bit at this time, the number
of subkey pairs satisfying (@) is about 2%®. Thus we need other three sets of
plaintexts to find the right subkey pair.

So, the attack requires 4 - 2'¢ = 2!® chosen plaintexts and about 3 - 275 ~
216 . 964 . 2% + 216048 2% + 216232 2% + 216216 2% encryption times. We
can find 64 bits of all the user key bits using the key schedule of Skipjack. The
remaining 16 bits can also be found by exhaustive search.
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5.2 Attack with the 20-Round Distinguisher

Attack on 22-Round(1~22) of Skipjack. If we use the 20-round distin-
guisher for attacking the 22-round Skipjack, we are able to recover Ky and Koo
where K5, and Kso are the subkeys of the round 21 and 22, respectively.

Let a set of 248 plaintexts, P = (A', B', 7", D')(= {(a}, 8},~',61)[0 < i <
248 _11) be chosen as required for the 20-round distinguisher. And ask for the cor-
responding set of ciphertexts, C = (A%* B** C?* D?)(= {(a??, 373,723, 02%)|
0 < i < 2% —1}). Then the following equations always hold by the property
of the 20-round distinguisher. And subkey finding method is the same as in the
attack on the 18-round(5~22) Skipjack.

@ OZ?O = @ G;(il (OZ?S) ) ﬁ123 =0, Ko €59 (4)
0<i<248 -1 0<i<248 -1

@ (5121 = @ OZ?S ©® G;{lz (533) =0, Koy € 39 (5)
0<i<248 1 0<i<248 1

Since the length of a word is 16-bit and the number of the set C is 248,
for each 16-bit data channel, there must be words appeared repeatedly in the
channel. For each possible word w, let the number of repetition that the word w
appears in the channel be denoted by num. Then the following property holds.

@wéw@~-@w:{o if num is even (6)
—_———

w if num is odd

In principle, for each candidate subkey, we need 2*® operations of G~* func-

tion to calculate the equation (H)). But using the property (@) we can reduce the
complexity of the subkey finding method in the following way.
To begin with, for each possible a?3, we examine the number of repetition

that the word a3 appears in the data channel. Then by this result and the prop-
erty (B), we can calculate @g<;<p1s_1 G, (@) with at most 2'° operations of

G~!. The summing up of this attack can be shown in the following :

1. Choose two sets of 2% plaintexts, Py = (A',B',4{, D), Py, =
(A', B!, 43, D') as required for the 20-round distinguisher. Ask for the cor-
responding sets of ciphertexts, C; and Cs.

2. For each candidate subkey of Ko, evaluate the equation (@) using P; and C;
(At this time, use the property (@) to reduce the complexity of the calculation
of the equation (H)).

3. For the remaining candidate subkeys after the process 2, perform the process

2 again with P; and Cs.

Determine the remaining subkey after the process 3 as right key.

5. Using the equation (@), find the right key Koo as in the previous process
2,3 and 4.

~
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The attack requires 2 - 248 = 219 chosen plaintexts and about 2(2'¢ - 232 .
275 4 216.216 . 975) ~ 24 encryption times. We can directly find 64 bits of all
the user key bits using the key schedule. The remaining 16 bits can be found by
exhaustive search.

Attack on 27-round(1~27) of Skipjack. Using the 20-round distinguisher
we can also recover Koo, Kog and Ko7 of the 27-round Skipjack(which is describe
in Figure B) where Ky, Kog and Ko7 are subkeys of the round 22, 26 and 27,
respectively. Note that Ko = K7 holds.

Let a set of 2*® plaintexts, P = (A', B!, ', D')(= {(a}, 8}, ~4',61)|0 < i <
248 —1}) be chosen as required for the 20-round distinguisher. And ask for the cor-
responding set of ciphertexts, C = (A%® B?®, C?® D?®)(= {(a28, 328,428, 52%)|
0 < i < 2% —1}). Then the following equation always holds by the property
of the 20-round distinguisher. Subkey finding method is also the same as in the
attack on the 23-round(5~ 27) Skipjack.

B = P el GLGELM ) =0 (1)

0<i<248—1 0<i<248—1
Kao, Ko, and Koy € I3y (Koo = Koar)
The attack requires 4 - 248 = 259 chosen plaintexts and about 216 . 264 . 2% +
216.218. 3 4 916.232. 8 4 916.916. 3 ~ 3.2™ encryption times. Using the

key schedule, we can find 64 bits of the user key. The remaining 16 bits can be
found by exhaustive search.

Table 2. Complexities of Saturation Attacks Against Reduced-Round Skipjack

H rounds leaintexterunning time“

18(5~22)[[ 2% 2%
22(5~26)|] 2% 270
23(5~27)[ 2% 3.27
22(1~22)[ 2% 2%
26(1~27)[]  2°° 270
27(1~27)[|  2°° 3.27

6 Conclusion

In this paper we have described saturation attacks on reduced-round versions of
Skipjack. We have showed how to construct a 16-round distinguisher. The dis-
tinguisher can be used to attack on 18(5~22) and 23(5~27) rounds of Skipjack.
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We could also construct a 20-round distinguisher based on the 16-round distin-
guisher. This distinguisher can be used to attack on 22(1~22) and 27(1~27)
rounds of Skipjack. The complexities of these attacks are summarized in table
Rl It should be emphasized that our attacks do not improve on the impossible
differential attacks[5]. But this paper shows how to apply saturation attack to
Skipjack for the first time.
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Abstract. This paper considers a cryptanalytic approach called inte-
gral cryptanalysis. It can be seen as a dual to differential cryptanalysis
and applies to ciphers not vulnerable to differential attacks. The
method is particularly applicable to block ciphers which use bijective
components only.

Keywords: Cryptanalysis, block ciphers, integrals, MISTY.

1 Introduction

The last three decades have seen considerable progress in understanding the ba-
sic operating principles of block ciphers. One of the most significant advances
was the introduction in 1990 of differential cryptanalysis [3]. In differential crypt-
analysis, one considers the propagation of differences between (pairs of) values.

In this paper, we consider a cryptanalytic technique which considers the
propagation of sums of (many) values. This approach can thus be seen as a dual
to differential cryptanalysis [3]. A number of these ideas have been exploited
before in specific scenarios, but in this paper we unify and extend previous work
in a single consistent framework, and we propose the name integral cryptanalysis
for this set of techniques.

Integrals have a number of interesting features. They are especially well-
suited to analysis of ciphers with primarily bijective components. Moreover, they
exploit the simultaneous relationship between many encryptions, in contrast to
differential cryptanalysis where one considers only pairs of encryptions. Con-
sequently, integrals apply to a number of ciphers not vulnerable to differential
cryptanalysis. These features have made integrals an increasingly popular tool in
recent cryptanalysis work, and this motivates our systematic study of integrals.

We begin by formulating integral cryptanalysis in a general group-theoretic
setting and develop a consistent notation for expressing integral attacks. We also
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Table 1. Summary of some of our cryptanalytic results. For MISTY, all results are
key-recovery attacks of the full cipher (including the F'L functions). “Gen. Feistel”
are key-recovery attacks of the generalised Feistel networks [26] with 64-bit blocks and
bijective 8-bit S-boxes. All attacks use chosen plaintexts.

Cipher (rounds) Complexity ~Comments

[Data] [Time]
MISTY1 (4) 279 2% see [19] (previously known)
MISTY1 (4) 22225 945 see [20] (previously known)
MISTY1 (4) 238 202 see [19] (previously known)
MISTY1 (4) 25 227 integrals (new)
MISTY1 (5) 234 248 integrals (new)
MISTY?2 (5) 279 259 see [19] (previously known)
MISTY?2 (5) 238 262 see [19] (previously known)
MISTY?2 (4) 9 255 integrals (new)
MISTY?2 (6) 234 27 integrals (new)
Gen. Feistel (13) 298 257 basic integral (new)
Gen. Feistel (14) Q106 956 basic integral (new)
Gen. Feistel (14) 216 224 second-order integral (new)
Gen. Feistel (15) 2176 910 second-order integral (new)
Gen. Feistel (16) o186 ofbd second-order integral (new)
Gen. Feistel (16) 2836 936 fourth-order integral (new)
Gen. Feistel (17) 2346 980 fourth-order integral (new)
Gen. Feistel (17) 2496 972 sixth-order integral (new)

introduce an important extension to previous work, the higher-order integral
attack. See Section 2L

In the main body of the paper, we first explain the well-known attacks on
Square, Rijndael, Crypton (see Section ), using our new concepts and notation,
then we apply these techniques to a number of other ciphers: MISTY (Section ),
Nyberg’s generalized Feistel networks (Section B), see Table [ for a summary
of some of these results. Many of these attacks illustrate our new notion of
higher-order integrals and its utility for cryptanalysis. Finally, we discuss how
to extend these techniques to non-word-oriented ciphers (Section [B) and how to
combine integrals with interpolation attacks (Section [T), we draw attention to
some related work (Section B)), and we conclude the paper (Section [). Due to
page constraints we did not include our results on Skipjack. These can be found
in the full version of this paper.

In this paper, a time complexity of n means that the time of an attack
corresponds to performing n encryptions of the underlying block cipher.

2 Fundamentals of Integral Cryptanalysis

Let (G,+) be a finite abelian group of order k. Consider the product group
G™ =G x ... x G, that is, the group with elements of the form v = (v1,...,v,)
where v; € G. The addition of G" is defined component-wise, so that v +v = w
holds for u,v,w € G™ just when u; + v; = w; for all i.
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Let S be a multiset of vectors. An integral over S is defined as the sum of all
vectors in S. In other words, the integral is [ S = > ves U, Where the summation
is defined in terms of the group operation for G™. (For a multiplicative group
this would usually be called a “product” instead.)

In integral cryptanalysis, n will represent the number of words in the plain-
text and ciphertexts, and m denotes the number of plaintexts and ciphertexts
considered (at a time). Typically, m = k (recall that k is defined as the order
of G, i.e., k = |G]), the vectors v € S represent the plaintext and ciphertexts,
and G = GF(2%) or G = Z/kZ. In an attack, one tries to predict the values in
the integrals after a certain number of rounds of encryption. For this purpose
it is advantageous to distinguish between the three cases: where all ith words
are equal; are all different; or sum to a certain value predicted in advance. Let
S C G™ be as before, and consider some fixed index i. We consider these cases.

v = ¢ forallve S (1)
{vi:veS}=G (2)
Zvi =c (3)

vES

where c, ¢’ € G represent some known values that are fixed in advance.

Let us consider the typical case where m = k, that is, the number of vectors
in the set S equals the number of elements in the considered group. If all ith
words are equal then clearly the ith word in the integral will take the value of
the neutral element of G (Lagrange’s theorem). Furthermore, there is a result
from group theory which allows us to predict the integral in the case when all
1th words are different; it allows us to characterize the sum of all elements in G
[11, Problem 2.1, p. 116].

Theorem 1. Let (G,+) be a finite abelian additive group, and let H = {g € G :
g+ g = 0} be the subgroup of elements of order 1 or 2. Write s(G) for the sum
>_gec 9 of all the elements of G. Then s(G) = gy h. Moreover s(G) € H,
i.e., s(G) + s(G) = 0.

Thus for G = GF(2°) we get s(G) = 0 and for Z/mZ we get s(Z/mZ) = m/2
when m is even or 0 when m is odd. There is an analogue for multiplicatively
written groups.

Theorem 2. Let (G,%) be a finite abelian multiplicative group and let H =
{g € G:gxg=1} be the subgroup of elements of order 1 or 2. Write p(G) for
the product [[,cq g of all the elements of G. Then p(G) = [[},cy h. Moreover
p(G) € H, i.e., p(G) * p(G) = 1.

For example, when G = (Z/pZ)* where p is prime, p(G) = —1 (Wilson’s theo-
rem).

Thus, in all the above three cases (), (2)), and [B) we have a tool to predict
the value of the sum of all words.

In differential cryptanalysis over a group G, one typically considers differences
defined in terms of the subtraction or division, e.g. dr = ' — x for an additive
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group or de = ' - z~! for a multiplicative group. We claim that the right

operation for integrals is addition or multiplication.

Suppose the cipher computes w; = u; +v; where u;,v;, w; are intermediate
values. Suppose also the integral predicts that the words u; and v; are of the
forms (@), (@), or (3). What can we say about the words w;? We can at least say
that Y w; = > u; + > v;, where the sum is taken over some set of encryptions.
Thus, if the sum of the words u; and v; are known, the sum of the words w; can
be determined. Moreover, if the words u; are all equal and the words v; are all
different, then the words w; are all different, and so on.

A good cipher also contains nonlinear components, or nonlinear S-boxes.
Assume that at some point in the cipher the function f is applied to a word,
ie., v; = f(u;). Clearly, if the words u; are all equal (of the form (IJ)), then so
are the words v;. Also, if f is a permutation (bijection) and if the words u; are
all different (of the form (2))), then so are the words v;.

By analogy to higher-order differentials (see next section), we define higher-
order integrals. Consider a set S = S; U...U S, made up of s sets of vectors,
where each S; forms an integral. Then clearly, if one can determine the sum of
the elements of S; for each i, then one can also determine the sum of all vectors
in S. Suppose the words in a cipher can take m values each. Consider a set of
m vectors (representing a set of plaintexts) which differ only in one particular
word. The sum over the vectors of this set is called a first-order integral. Consider
next a set of m? vectors which differ in d components, such that each of the m?
possible values for the d-tuple of values from these components occurs exactly
once. The sum of this set is called an dth-order integral.

Let us introduce the following symbols for words in an integral. For a first-
order integral, the symbol ‘C’ (for “Constant”) in the ith entry, means that
the values of all ith words in the collection of texts are equal. The symbol ‘A’
(for “All”) means that all words in the collection of texts are different, and the
symbol ‘S’ (for “Sum”) means that the sum of all ith words can be predicted.
Finally, we will write ‘?” when the sum of words can not be predicted.

For dth-order integrals we use C and ? as before, and we use the notation A%
to denote that the corresponding component participates in a dth-order integral.
If we assume that one word can take m different values, then A? means that in
the integral the particular word takes all values exactly m%~! times. We shall use
A as a short notation for A'. To express further the interdependencies between
particular words we introduce the following notation: The terms .A¢ mean that
in the integral the string concatenation of all words with subscript i take the m?®
values exactly once.

Integrals can be probabilistic just like differentials [3]. However, all integrals
for the specific ciphers given in this paper are of probability one.

Comparison with other Concepts

First we note that integrals are somewhat similar to truncated differentials [16]
T5ITR]. In the latter, one often is only interested in whether the words in a pair
are equal or different [2]. Thus integrals restricted to pairs of texts with only the
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values 0 and A coincide with such truncated differentials. Integrals, though, can
also represent texts with the value S; truncated differentials cannot, which may
make integrals a more powerful tool in some cases.

Also, integrals are somewhat similar to higher-order differentials. Let (G, +)
be an Abelian group. For a function f : G — G the first-order derivative [21]
at the point a is defined as f,(z) = f(xz + a) — f(x). This is the definition of
a differential or characteristic that is traditionally used in cryptanalysis. One
can extend the definition of differentials to higher orders. One defines [21] the
ith-order derivative of f at the point a1, ..., a; as follows:

far,nai (@) = fa,(far,.oai 1 (). (4)

As an example, a third-order derivative is:

fape(®) =fl@+a+b+c)—flx+a+b) —fle+btc)— flz+a+c)+
fl@+a)+ f(x+b)+ flz+c)— f(x)

Thus for general groups the higher-order derivatives (or higher-order differen-
tials) are not the same as integrals, since in an integral one would consider the
sum of all elements in a set. In groups of characteristic two, an sth-order differ-
ential is the exclusive-or of all 2° different words, and therefore also an integral.
But where for integrals one distinguishes between the three cases (1), (2), and
(3), for higher-order differentials only the value of (@) is used.

Higher-order differentials have traditionally been used in cryptanalytic at-
tacks on ciphers which consist of subfunctions with a low algebraic degree. For
groups with characteristic two it holds that an sth-order differential of a func-
tion of algebraic degree s is a constant (and consequently an (s + 1)st-order
differential of a function of algebraic degree s is zero).

To sum up, in some cases integrals contain both truncated and higher-order
differentials, but there are cases where integrals can be specified for more rounds
than either of the other two. On the other hand, in contrast to truncated and
higher-order differentials, integrals do not seem to apply as well to ciphers using
non-bijective S-boxes/subcomponents.

In the remainder of this paper we give examples of integrals for a variety of
ciphers.

3 Square, Rijndael, and Crypton

In FSE’97 an integral attack was given on the block cipher Square [5]. This
attack can be applied also to the ciphers Rijndael [09] and Crypton [§]. All
three ciphers are 128-bit block ciphers operating on bytes. The sixteen bytes are
arranged in a 4 x 4 matrix. One round of the ciphers consists of the addition of
a subkey, a substitution of each byte, and a linear transformation, MixColumn,
which modifies the four bytes in a column in the matrix. In the following we shall
apply integral cryptanalysis to Rijndael only. Due to the similarity between these
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Table 2. A 3-round (first-order) integral for Rijndael, where S =0

AlC|C|C AlC|C|C AlA|A A S|S|S|S
CCCC_>ACCC_)A.A.AA_>SS$$
ci|cic|c AlC|C |C AlA|A A S|S|S|S
ci|cic|c AlC|C|C AlA|A A S|S|S|S

three ciphers, the attack applied to the other two ciphers is quite similar to the
attack on Rijndael [8].

Consider a collection of 256 texts, which have different values in one byte and
equal values in all other bytes. Then it follows that after two rounds of encryption
the texts take all 256 values in each of the sixteen bytes, and that after three
rounds of encryption the sum of the 256 bytes in each position is zero [5]. Also,
note that there are 16 such integrals since the position of the non-constant byte
in the plaintexts can be in any of the sixteen bytes. The integral is illustrated in
Table 2 This integral can be used to attack four rounds of Rijndael (or Square
or Crypton) with small complexity (note that the final round is special and does
not include MixColumn) counting over one key byte at a time. Simply guess a
key byte and compute byte-wise backwards to check if the sum of all 256 values
is zero.

The attack can be extended to five rounds using the same integral over the
first three rounds. Guess one key byte in the fifth round and four in the fourth
round, in total five key bytes at a time. The attack can be further extended
to six rounds using the same integral as above but used now from the second
round and onwards. Here one chooses a collection of 232 plaintexts, such that for
each guess of four key bytes in the first round, one can find a collection of 256
ciphertexts after one round of encryption which form an integral. Guess further
one key byte in the sixth round and four in the fifth round, in total nine bytes.

The following observation was made which led to an improvement in the
running time of the attack [9]. Instead of guessing four key bytes in the first
round, one uses all 232 texts in the analysis. The main observation is that the
232 plaintexts together form 22 copies of the above integrals (starting in the
second round). Since the text in each integral sums to zero in any byte after the
fourth round, so does the sum of all 232 texts. This attack finds less key bits
than the original Square attack of F'SE’97 [B], but the running time is greatly
improved. (The improvement is in the key-search part of the attack). Table Bl
depicts this four-round fourth-order integral.

4 MISTY

Integrals can be used to attack some reduced-round variants of Matsui’s MISTY1
and MISTY?2 [24]. We refer to the MISTY specifications [24] for the description
of these ciphers and for the notation used in the following.

In earlier work, Sakurai and Zheng noted the following property of the
MISTY?2 round function [28]. Let F(z,y) denote the left half of the output of
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Table 3. A four-round fourth-order integral for Rijndael with 232 texts.

Ajlc ¢ Tc Ve AJJAGTAG[AS AT AT A A*
c [Aflc e Allc ¢ e AT AT AT AT AT AT AT AT
clc [A%c| T [Afc ¢ [c | [ATANARAT T [AT AT AT AT
c |c]c A5 Adlc ¢ e A3 A3 A3 AZ A AT AT A%
SIS IS [S
S[Ss s
SIS[S S
SIS[S S

three rounds of MISTY?2 on plaintext (x,y). They observe that F has the form
F(z,y) = f(z) ® g(y), where f and g are some key-dependent bijective map-
pings. Consequently, if we pick sets S,T each containing two arbitrary 32-bit
values, then we will have

Z F(z,y) =0. (5)

(z,y)eSXT

We note that this may be viewed as a three-round integral for MISTY2.

This provides an efficient chosen-plaintext attack on four rounds of MISTY?2.
Choosing S’,T" with |S’| = |T’| = 3 gives us four independent ways to choose
S, T with S C S, T CT,|S|=]|T| =2, and thus this use of ‘structures’ yields
four independent integrals of the above form. For each integral, we guess KOy,
K143, KOys, and K1 9 @truncate(K I422) (55 bits in all), and peel off enough of
the last round to check that the 17th through 23rd bits of the input to the last
round XOR to zero (a 7-bit condition on each of the four integrals). Guesses that
survive this filtering phase can be further tested by guessing K I 25 and checking
an additional 9-bit condition. In this way we expect that all incorrect guesses
will be eliminated, and then the remainder of the key may be recovered easily.
In summary, this breaks four rounds of MISTY?2 with work comparable to 2°°
trial encryptions and just 9 chosen plaintexts. A known-plaintext variant would
need 233 texts and comparable work.

Also, there is an attack on six rounds of MISTY2, which works as follows.
Consider the integral (A, C). After four rounds we have (S, S), where S = 0. Note
that texts with sum to zero at the input to the function F'L, also sum to zero after
FL, in other words, there is a probability one integral throught the F'L function.
After five rounds we have (S, 7). Using Kithn’s [19] page 328] alternative MISTY
description, one sees that in a 6-round version, one can compute backwards from
the ciphertext through FO6 to the 16 rightmost bits (which has the value S in
the integral) by guessing at most 50 key bits. Note here that the key AKOgs in
Kiihns representation need not be guessed. It can be moved to the end of the
first round of FO6 (in the right half) by exoring it to AKOg4 and to AKOgs.
With one structure of 232 chosen plaintexts, 234 of the 2°° possible values of the
target key bits would be left suggested, thus with four structures one can expect
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only one suggested and correct value of 50 key bits. In total the attack needs 234
chosen plaintext and has a time complexity of 289,

The attack on six rounds of MISTY2 can be further improved. Consider
the second FI-function in FO6 (in Kiithns reprensentation). The nine-bit key
AKI;; can be moved up before the “truncate step” if it is added to the left
half (truncated to 7 bits) of the output of F'I. Then in F'O6 it should be added
to the seven most significant bits of both halves of the output of FFO6. In this
version of an attack one would count on only 41 key bits. The disadvantage is
that one can test on only seven data bits. So with one structure 234 keys are left
suggested. One can now either check on a few other structures or introduce the
“remaining” 9 key bits from the before mentioned attack and run that attack.
As an example, run the improved attack on two structures, which leaves 227 out
of 24! possible values of the target key bits. Then run the first attack, with nine
additional unknown key bits, which leaves 2'® out of 2°0 possible values. With
four structures, in total 23* chosen plaintexts, the time complexity of the attack
is 271,

We can also attack five rounds of MISTY1 using a related idea. There is a
four-round integral (C,A) — (?,S). We collect four instances of this integral
with 234 chosen texts and apply a 1-R attack [3]. Note that FO5 has the same
structure as three MISTY?2 rounds, so it has a Sakurai-Zheng property [2§]. In
other words, we can write bits 1-7 of the right half of the block just before ap-
plying FO5 as a function fxo,, (C)®gros,(C)@k of the ciphertext C, for some
functions f, g and some key-dependent constant &’. Our integral predicts that
this value will sum to zero when summed over each integral of 232 ciphertexts,
or equivalently,

Z fKO51 (CZ) = Z YKOs: (Cl)

This gives a 7-bit condition for each integral, so taken together our four integrals
will yield a 28-bit condition. We note that one can use a meet-in-the-middle
technique to find solutions to this equation efficiently: we enumerate all 216
possibilities for Y, fxos, (Ci), then merge this list with the 2! possibilities for
> 9k 05, (Cs), and their intersection yields candidates for KOsy and K Osy. Then
further key material can be recovered by using guesses at K512 and K500 to
check a 16-bit condition on each integral, and so on. These ideas allow us to
break five rounds of MISTY1 with 234 chosen plaintexts and work comparable
to 248 trial encryptions. Many tradeoffs between the time and data complexities
are possible.

There is also an attack on four rounds of MISTY1 (without F'L5, F'L6) with
very low data complexity. We apply the Sakurai-Zheng property twice: once to
predict the sum of four outputs of FO2, and then a second time in the 1-R
analysis to recover key material from FO4. We choose 25 plaintexts whose left
halves are fixed and whose right halves range over the values (z,y) € S’ x 9,
for some set S’ containing five arbitrary 16-bit values. This choice ensures that
we find 16 quadruples S,T of inputs to F'O2 that each satisfy the conditions
of Equation Bl (having survived FL2 without disruption, thanks to the choice
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of plaintexts). Thus, the XOR of the left half of the output of FO2 over each
such quadruple will be zero. This propagates to the input of the fourth round
undisturbed by F'L3 at each bit position where K L3y has a one bit. We obtain
a 7-bit condition on each quadruple of ciphertexts,

truncate(K Lsa) A Y fro,, (Ci) = truncate(K Ls) A > gK0,,(Ci).

? 2

Guessing truncate(K Lso) and applying meet-in-the-middle techniques will typ-
ically let us find KOy and KOy, with about 239 simple steps of computation.
The attack can be continued as before by guessing K 1412, K492, and the rest
of KL3s. We expect that these techniques will give an attack on four rounds
of MISTY1 that, for most keys, uses about 25 chosen plaintexts and takes time
comparable to 227 trial encryptions.

5 Generalised Feistel Networks

Nyberg has proposed a generalised Feistel network with block size 2nd bits [26].
We briefly describe the construction here. Let X, ..., Xo,_1 be the inputs to one
round of the cipher. Given n S-boxes Fy, ..., F,_1, where F; : {0,1}¢ — {0,1}4,
and n round keys Ky, ..., K, _1, the output of the round Zj, ..., Z,_1 is defined
as follows:

Yi:Xi@Fi(Ki®X27L—1—i)a fori:O,...,n—l
Yi=X;,fori=n,....,2n—-1
Z;=Y,_1fori=0,...,2n—1,

where all indices are computed modulo 2n. The integrals and attacks to follow
are independent of the key schedule. Therefore, it is assumed that all round keys
are independent and chosen uniformly at random.

As a special example, Nyberg considers the cases where the S-boxes are
bijective. In this case the probabilities of differentials can be upper bounded to
p?" where p is the probability of a non-trivial differential through the S-boxes.
With n = 4 and d = 8 there are S-boxes for which p = 276 and the probabilities
of all differentials over 12 rounds are bounded by 2748, Also, the probabilities
of linear hulls over 12 rounds can be bounded by 27 [26].

For the above network with n = 4, d = 8, and bijective S-boxes, there exists
an integral of probability one over eleven rounds using only 256 texts. Consider
Table @l It follows that for the integral where all first words are different, and
where all other words are held constant, the sum of the first words after eleven
rounds of encryption is zero. Thus, for a 12-round version of this cipher it is
trivial to find eight bits of the key in the last round using the above integral by
simply computing backwards from the ciphertexts to the outputs of the eleventh
round. Also, a 13-round version can be attacked using the integral by computing
backwards from the ciphertext to the eleventh round output by guessing only
three key bytes. In this case, the attack must be repeated a few times to be
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Table 4. An 11-round integral with 256 texts for the generalized Feistel cipher with
n =4, d = 8 and using bijective S-boxes. In the integral S = 0.

Ciphertexts

after round|A |C |C |C ||C |C |C |C
1 C |[A|C |C |IC |C |C |C
2 C|C |[A]|C |IC |C |C |C
3 cC|C |C |A|C |C |C |C
4 c|C |C |C ||[A]|C |C |C
5 cCI|C |C |C ||[A]|A|C |C
6 C|C|IC |A|A]A|AIC
7 C|IC [AJA|S |A|A A
8 AlA A S [|?7 |S |A A
9 AIS|S 7 |7 |7 |S |A
10 AIS |12 2 (17 17 |17 [S
11 S 7707?77

able to uniquely determine the secret keys. This attack would run in total time
approximately 232 using 3 - 28 chosen texts. A 14-round and a 15-round version
can be attacked by guessing a total of six respectively ten key bytes in a straight
forward extension of the previous attack. These attacks would run in total times
approximately 2°6 respectively 2% using 6 - 28 respectively 10 - 28 chosen texts.
However, in these cases it is advantageous to use an integral of higher order.
Consider the 13-round second-order integral in Table [l

It follows by a closer look at the structure of the cipher that the values of
the 16 bits of the first and second words after one round of encryption are a
permutation of the 16-bit values of the first and eighth words of the plaintexts.
Therefore by choosing 2'6 plaintexts different only in the first and eighth words
(counting from the left) one gets a collection of 2% integrals of the form in
Table [4 this time starting from the second round. Therefore, one would expect
to be able to determine the sum of the first words after 12 rounds. However,
this integral goes one round further. To see this, consider Table 5l The question
is why after nine rounds of encryption the fifth words sum to zero (the S after
nine rounds of encryption in Table B). It follows by simple observations that
the 16-bit value (z | y) consisting of the fifth () and sixth words (y) after five
rounds of encryption is a permutation of the 16 varying bits in the plaintexts.
Furthermore, the fourth word after seven rounds of encryption has the form g; (x)
and the fifth word after seven rounds of encryption has the form go(x) + g5(y),
for some bijective key-dependent functions g;. Therefore, these 16 bits are a
permutation of z and y and therefore also a permutation of the 16 varying bits
in the plaintexts. This is illustrated in the integral where the two words are
assigned the symbol A2. It then follows that the fifth words after eight rounds
of encryption take all possible values equally many times. By similar arguments,
it follows that the fourth and seventh words after rounds of encryption map
one-to-one to the 16 varying bits in the plaintexts; therefore the fourth words
after 8 rounds of encryption take all possible values equally many times. The
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Table 5. A 13-round integral with 2'¢ texts for the generalised Feistel cipher with
n =4, d = 8 and using bijective S-boxes. In the integral S = 0.

Ciphertexts

after round |A2|C |C |C ||C |C |C |.A2
1 A% AZ[c ¢ ic ¢ fc e
2 ¢ |AZAZlc flc |c ¢ e
3 c |c [AZAzZllc Tc |c e
4 c |c |c |A3|lA3c |c ¢
5 c |c lc |c ||A3]A%c ¢
6 c |c |c [A%||A2[A%|AZlC
7 C |C |A3|AZ]| AT A5]A5] A3
8 AZ| AR AZAZ | AT AT A A3
9 AZ[AZ| A A%]|S | A3]AZ| A7
10 AZS (SIS |7 |S [A%|A7
11 A s 17 17 7 17 s |42
12 A4 2 07 12 7 ]S
13 I VO VO VR | VO O e ¢

Table 6. A 14-round integral with 232 texts for the generalised Feistel cipher with
n =4, d = 8 and using bijective S-boxes. In the integral S = 0.

Ciphertexts
after round |A*|A%C |C ||c |C |A*|.A*

14 P O O O | O O O ¢

fact that both the fourth and fifth words after eight rounds of encryption take
all possible values equally many times explains why the sum of the fifth words
after nine rounds of encryption is zero. Finally we note that there are other ways
of specifying interdependencies of the words in the integral of Table Bl As an
example the symbols after six rounds of encryption could also be specified as

C,C,C, A2 A2 A2, A2 C.

One can find eight key bits of a 14-round version using the integral by sim-
ply computing backwards from the ciphertexts to the outputs of the thirteenth
round. The time complexity of this attack is approximately 224 using 2'6 texts.
A 15-round and a 16-round version can be attacked by guessing a total of three
respectively six key bytes in a straight forward extension of the previous attack.
These attacks would run in total times approximately 24° respectively 264 using
3-216 respectively 6-216 chosen texts. Clearly, the attacks using the second-order
integral are much faster than the attacks using a first-order integral, but on the
down side they require more chosen plaintexts.

Let us go one step further and consider the fourth-order integral of Table
This integral contains 2'6 copies of the second-order integral of Table Blbut start-
ing here from the second round and onwards. Therefore, one can determine (at
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least) the sum of the first words after 14 rounds of encryption. Using this integral
there are attacks on a 15-round, 16-round and a 17-round version which run in
total times approximately 240, 256 respectively 2% using 232, 3 - 232 respectively
6 - 232 chosen texts.

There exists a sixth-order integral over 15 rounds with a total of 2% chosen
texts. This would enable an attack on a 17-round version of total time complexity
approximately 272 using 3 - 24® chosen texts.

Finally we note that there are impossible differentials for the above ciphers.
With n = 4 we have detected a 14-round differential of probability zero. A set of
plaintexts which differ only in the first word will never result in ciphertexts (after
14 rounds of encryption) different in only the fourth words. The differential can
be used to distinguish a 14-round version of the generalised Feistel network from
a randomly chosen permutation using about 2°° chosen texts. For comparison
the integral of Table [6 can be used to distinguish the cipher from a randomly
chosen permutation using only 232 chosen texts with good advantage.

6 DES

So far we have only considered round functions that break the block into several
independent words and then operate only in a word-oriented fashion. However,
this restriction is not always satisfied: in some ciphers—for example, DES—the
round function operates on individual bits (not words) and the inputs to the
S-boxes are correlated. In this more general case, our previous techniques for
constructing integrals may not apply.

In this section we consider more general round functions. In particular, we
show that the existence of integrals is not limited to word-oriented ciphers or
to S-boxes whose inputs are independent. Since DES is a classic example where
neighboring S-boxes in the same round are fed related inputs and where the
round function works at the bit level, we will use the DES round function as a
concrete example of how to build integrals for more general S-box networks.

As a starting example to illustrate the possibility of finding integrals on the
DES round function F, we give a simple integral. Let the inputs to F' take on
values of the form u, = (z, z, z, z), where z varies over all values in {0, 1}%. Then
we claim that Y F(u,) = 0, i.e., the XOR of the corresponding 2% outputs of
the F function will be zero. This fact will imply that the above structure of 28
texts yields an integral for one round of DES.

The proof of the claim requires a bit of knowledge about the form of the DES
F' function. Recall that the DES round function takes the form ' = Po So E
where E : {0,1}32 — {0, 1}*® expands its input by duplicating some input bits,
where S : {0,1}*8 — {0,1}32 is composed of eight parallel S-boxes

S(Jfl,.. .75848) = <Sl($1,...,.136),...,88(2343,. ..,$48)>

where each S-box has a corresponding map S; : {0,1}% — {0,1}#, and where the
bit-permutation P is irrelevant to our discussion. Also, the expansion function £
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ensures that the inputs (vy, ..., vs), (w1,...,we) to any two consecutive S-boxes
satisfy vs = wy and vg = ws.

Now we can see why the above integral works. When the input to the F
function is (z, z, z, z), the odd S-boxes receive (zs, z1, ..., 25) as input, and the
even S-boxes receive (24, ..., 2, 21). Note that each S-box takes on all 2% possible
output values exactly four times if its input takes on each possible 6-bit input
value exactly once. Consequently, if we focus on any one S-box, we see that its
output will take on all 4-bit values exactly four times as we range over all possible
choices of z, which means that these outputs will XOR to zero. Since this is true
for each S-box, and since the P bit-permutation is linear with respect to XOR,
we see that ) . F(u,) = 0 (where the addition operation is the exclusive-or).
This gives a simple integral for the F function containing 2% inputs.

There are more complicated integrals that use fewer input texts. For example,
if we consider F-function inputs of the form

u:<d7e?f7a7b?67f7CJd7a7b?67f7CJd7a7b?67f7CJd7a7b7e7f7cﬂd7a7b7e7f7c>

where the 6-bit value (a, b, ¢, d, e, f) varies over all 26 possibilities, we find that
> F(u) = 0. (The input to Sy is (¢, d, e, f, a, b) and hence takes on all possibilities
exactly once; the input to Sy is (a, b, e, f, ¢, d); and in general, the input to each
S-box is a permutation of the 6 bits a,b,¢,d, e, f.)

In fact, there even exist integrals containing only 2° inputs. We use the follow-
ing property of the S-boxes: S;(w1, ..., ws) is a bijective function of (wa, ..., ws)
when w1, wg are held fixed. With this observation, we consider inputs of the form

u={a,b,c,d,e,a,b,c,d abecabdeabcda,ebcdeab,cde)

where the 5-bit value (a,b,c,d,e) ranges over all 25 possibilities. This choice
ensures that each S-box has an input pattern of the form (i, j, k,1, m,i) (where
i,7,k,l,m represent some re-ordering of the bits a, b, ¢,d, e), and then the XOR
of the corresponding 2° outputs will be zero, as required. We leave it as an open
question to determine whether there exist integrals for the DES F' function that
use a smaller number of inputs.

We stress that we do not know of any way to use these integrals to mount
an attack on more than a few rounds of DES. Thus, the main interest of these
observations is likely to be in their motivational value: they show that it may be
possible to find integrals even on fairly complicated round functions.

7 Integral-Interpolation Attacks

An interesting property of integrals is that they can be combined with inter-
polation attacks [I3]. Consider a cipher whose first half may be covered by an
integral and whose second half may be approximated using a low-degree poly-
nomial. Suppose that we have a set of chosen plaintext/ciphertext pairs (P;, C;)
following the integral, and let Z; denote the corresponding intermediate values
predicted by the integral. Assuming that the integral ends with an S, we have
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>; Zi = 0. Suppose we can write Z; as a polynomial function of the ciphertext,
so that Z; = p(C;) for some low-degree polynomial p(z) = aqz? + ...+ a1z +ag
with d = degp. Then we can conclude that

d d
O:ZZZ:ZP(CZ):ZZGJCIJ:ZT]a] Whereszquf (6)
g % 7=0

i j=0

Note that the 7;’s are known, since the ciphertexts are. Treating the coefficients
a; as formal unknowns, we thus see that Eqn. [0l gives us a single linear relation
on the d + 1 variables ag, ..., aq.

If we repeat the above experiment d + 2 times, obtaining d + 2 sets of texts
following the integral, we will have d + 2 linear equations in d + 1 unknowns.
Applying Gaussian elimination, we will find a linear relationship that the cipher-
texts must obey when this block cipher is used.

In other words, this allows a distinguishing attack on the underlying block
cipher. When the first half of the cipher can be covered by an integral containing
2% plaintexts, and when the second half can be expressed as a polynomial of
degree d, the complexity of the attack will be approximately d - 2° chosen texts
and d2 - 2° + d3 work. It is an open question whether these techniques may be
effectively extended to apply where we have a probabilistic polynomial relation
[14] or rational polynomial relation [I3] for the last half of the cipher.

Although we do not know of any concrete examples where this combination
yields improved attacks, we conjecture that the opportunity to combine attack
techniques in this way may be of interest.

8 Related Work

The attack techniques we exploit here were first introduced in [5], but under
a different name: these techniques were previously described as “the Square
attack”, instead of “integrals.” The name “integrals” has since been proposed
independently by both Knudsen [17] and Yu, Zhang, and Xiao [12] to describe
this general class of attacks. Also, in [6] the attack was described in terms of
“lambda-sets” and applied also to reduced-round versions of the ciphers SHARK
[27] and SAFER K [23].

Since their introduction, integrals have been used to cryptanalyse reduced-
round versions of Square [5], SAFER K [18], SAFER+ [12], Crypton [§], Rijndael
[O], Twofish [22], Hierocrypt [1], IDEA [25], and Camellia [T0]. We have shown
here additional examples of applications of integrals. Thus, this class of tech-
niques seems to be of broad interest.

Recently Biryukov and Shamir applied a variant of integral cryptanalysis
to an SP-network with secret S-boxes and secret linear transformations [4].
They called their technique the multi-set attack, where one distinguishes be-
tween whether all values in a multi-set are equal, are all different, all occur
an even number of times, and where the exclusive-or sum of all values is zero.
Thus, there is some resemblence to our definition of integrals and higher-order
integrals.
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9 Conclusions

In this paper we studied integral cryptanalysis, an attack which applies partic-
ularly well to block ciphers that use bijective components. The basic integral
attack was introduced some years ago, but without a specific name attached to
it. We argued that integral cryptanalysis is the obvious name for the attacks. A
powerful extension, the higher-order integral, was given. These new attacks were
applied to a range of ciphers. Also, a possible combination of integral cryptanal-
ysis and the interpolation attacks was outlined. We believe that attacks based
on higher-order integrals will find many applications in the future.

Acknowledgements. We thank Ulrich Kiihn for many helpful comments.
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Abstract. We discuss the security of the block cipher Camellia against
differential attack and linear attack. The security of Camellia against
these attacks has been evaluated by upper bounds of maximum differen-
tial characteristic probability (MDCP) and maximum linear characteris-
tic probability (MLCP) calculated by the least numbers of active S-boxes
which are found by a search method[2]. However, we found some trun-
cated differential paths generated by the method have wrong properties.
We show a new evaluation method for truncated differential and linear
paths to discard such wrong paths by using linear equations systems
and sets of nonzero conditions. By applying this technique to Camellia,
we found tighter upper bounds of MDCP and MLCP for reduced-round
Camellia. As a result, 10-round Camellia without FL/FL™* has no dif-
ferential and linear characteristic with probability higher than 27128

1 Introduction

Camellia[l] is a block cipher which was suggested as a candidate for the NESSIE
project[14] and recently selected for the 2nd phase of the project, and also sug-
gested as a candidate for the CRYPTREC project in Japan[l5]. The security of
Camellia has been studied by many researchers [2[457[13]. Among them, de-
signers of Camellia tried to evaluate its security against differential attack[3] and
linear attack[I1] by showing the upper bounds of maximum differential char-
acteristic probability (MDCP) and maximum linear characteristic probability
(MLCP) for each reduced round Camellia. Since both of maximum differential
probability and maximum linear probability of Camellia’s S-boxes are 276, the
MDCP and MLCP are upper-bounded by (27%)¢ and (27%)!, respectively, where
d is the least number of differentially active S-boxes, and [ is the least number
of linearly active S-boxes. The designers modified a search method for truncated
differential probability [QTOIT2] to count the least number of active S-boxes and
then searched d and ! [2]. The search algorithm works fast because it treats one
byte differences at once by using truncated differences [§]. They also showed that
12-round Camellia and 11-round Camellia without FL/FL~! has no differential
or linear characteristic with probability higher than 27128,

But at the FSE2001, Kanda pointed out that the search algorithm using
truncated differential theory is not enough to evaluate the security of Camellia

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 128142 2002.
© Springer-Verlag Berlin Heidelberg 2002
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because it has SPN-type round function [5]. In SPS-type round function like
E2[6], each split data in F-functions are substituted by the second substitution
layer before output. But SPN-type round function doesn’t have such a second
substitution layer. Therefore, if a truncated differential is applied to SPN round
function, a strong relation appears between each byte in the output of the F-
function. By approximating these relationships, he showed the upper bounds of
truncated differential probability of Camellia.

In this paper, we investigate these relationships more strictly. And we show
a new evaluation method exploiting the relations all over the cipher to count
the least number of active S-box more strictly. Then we apply the proposed
evaluation method to Camellia, and we show that the upper bounds of MDCP
and MLCP for Camellia are tighter than ever. We reveal that 10-rounds Camellia
without FL/FL~! has no differential or linear characteristic with probability
higher than 27128,

This paper is organized as follows: In Section 2 we give the description of
Camellia and the SPN-type round function treated in this paper. In Section 3 we
use an example to show a contradiction in the truncated differential path gener-
ated by Camellia’s evaluation method. In Section 4 we present a new method to
evaluate the validity of truncated differential paths. In Section 5 we apply the
proposed method to Camellia in practice, and show the revised upper bound of
MDCP and MLCP for Camellia. Section 6 summarizes our conclusion.

2 Preliminaries

2.1 Description of SPN Round Function and Camellia

Camellia [1] is a Feistel network block cipher with block size of 128 bits and
applicable to 128, 192 and 256 key bits. The round numbers are determined by a
key length, 18 rounds for 128 bits key, 24 rounds for 192 and 256 bits keys. The
F-function of Camellia is composed of a so-called SPN(Substitution Permutation
Network) type structure. Fig[llshows the i-th round of a Feistel cipher with SPN
round function to be treated in this paper.

The block size is 2 x m x n bits. m x n bits of key and m x n bits of data
are inputted to the F-function in each round. The input data of F-function is
split into m pieces of n bits data, represented by X; = (X;[1], X;[2], ..., Xi[m]).
After the key adding operation, each data is inputted to non-linear bijective
function S : {0,1}™ — {0,1}",(1 < j < m). Then the output of S-functions
S; = (Si[1], Si[2],...,Si[m]) are inputted to linear transformation layer P :
{0,1}™ — {0,1}™". Y; = (V;[1],Y;[2],...,Y;[m]) represents an output vector
of the P-function at the i-th round. Y; is also an output of the F-function at the
i-th round.

In general, any linear transformation P can be represented by a matrix form.
In this paper, we specially concentrate on a linear transformation P which can
be represented by a square matrix of order m over GF'(2") produced by some
irreducible polynomial f defined in the cipher. Let Ppq: = (a;;) be a matrix
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Fig. 1. Feistel Network with SPN round function

of order m over GF(2") corresponding to the P-function. By using P4, the
relation between S; and Y; can be described as follows:

Y[l} ailp a2 ... Gim S[l]
Y[Z} as1 a2 ... Qam S[Q]
Y [m] Al Gm2 - - - G, S[m)

In the context of the matrix multiplication, each n bits of data are compre-
hended as a bit representation of an element in GF'(2"). Throughout this paper,
we treat n bits of data as a bit representation of an element in GF(2"). Thus
the exclusive-or operation @ and add operation + of n bits of data are same.

In the case of Camellia, the round function can be viewed as n = 8, m = 8
SPN-type F-function, and the P-function is represented by the following matrix:

10110111
11011011
11101101

. ~Jort11110

Camellia = | 11000111
01101011
00111101
10011110

All elements in Camellia’s matrix can be represented by only two elements,
0 and 1, in GF(28).

Camellia also has a key scheduling algorithm, a key whitening layer and key-
dependent linear functions 'L and FL™! which are inserted every 6 rounds.
Details of these are described in [I]. In this paper, we assume that round keys
are independent and uniformly random.
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2.2 Definitions
We use the following definitions in this paper.

Definition 1. (Active S-box)

An S-box which has non-zero input difference is called differentially active
S-box, and an S-box which has non-zero output linear mask is called linearly
active S-box.

Definition 2. (x function)
For any difference AX € {0,1}", a function x : {0,1}™ — {0,1} is defined as
follows:
_[0if AX ={0}"
X(AX) = { 1if AX # {0}"
For any differential vector AX = (AX[1], AX[2],...,AX[m]), AX[i] € {0,1}"
truncated difference of AX is defined as

0X = x(AX) = (x(AX[1]), x(AX[2]),..., x(AX[m]))

Definition 3. (truncated differential probability of F-function)[5] Let
0X,8Y be input truncated difference and output truncated difference of F-
function , respectively. Then the truncated differential probability pp(6X — §Y)
1s defined as follows:

Z Z Pr [F(X)® F(X & AX) = AY]
X(AX)=6X x(AY)= y Xe{o.1}m)

pr(0X — 6Y) = #{AX|X(AX) =0X}

where #{A} denotes the number of elements in set A.

Specially, in the case of SPN-type round function defined above and the out-
put difference of the S-function is assumed to be uniform[910/12], the truncated
differential probability p=(dX — §Y) can be defined approximately as follows:

#{ASIX(AS) = 6X, x(P(*AS)) = Y’}

Pr(0X = 0Y) = #{AS[x(AS) =X}

3 Wrong Truncated Differential Paths

The algorithm used in Camellia’s evaluation counts the least number of active
S-boxes for any round of Camellia[2]. Since the algorithm has exploited an ap-
proximation at the XOR operation in each round function, some of truncated
differential paths generated by the algorithm cannot exist in reality.

Before proposing a new judgment method for the existence of truncated
differential paths, we show an example of such wrong truncated differential
paths and consider contradictions between truncated differences.

A truncated differential path is defined as follows:
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Definition 4. A truncated differential path

For an r round Feistel block cipher, let PR be a truncated difference of the right
half of plain text and SCR be a truncated difference of the right half of cipher
text. For each i-th round, let X;,8Y; be input truncated difference and output
truncated difference of F-function, respectively. Then the truncated differential
path TP is represented by:

TP = (0PR,6X1,6Y1,...,6X,,0Y, 6CR) € ({0,1}™)?+2

The truncated difference of left half of plain text 6 PL and cipher text dCL
can be represented by §X1,X,, respectively.

For the i-th round, shown as Fig.1, let 6IL;,0IR;, (2 <14 < r) be the left and
right input truncated differences, respectively. And let 6OL;, JOR;, (1 < i <
r—1) be left and right output truncated differences, respectively. Then there are
following relations between these truncated differences and truncated differential
path: 5[Rz = (SXi,l, 5]Li = (SORZ = (5Xi, (SOLl = (5Xi+1.

3.1 Algorithm to Find Truncated Differential Paths

We show an outline of an algorithm used in the designer’s evaluation to count the
least number of active S-boxes of Camellia without F'L/FL~![2]. This algorithm
is modified version of Matsui’s algorithm[9]10] which is originally developed to
estimates truncated differential probabilities of E2[6].

Algorithm

INPUT: a round number N

OUTPUT: a table of the least number of active S-boxes for all pattern of output
truncated difference 6C R, dCL for N round Camellia without FL/FL™!.

1. Make a table (F-table) of truncated differential probability of F-function for
all 6X and 6Y. The number of entries in the F-table is 2'6.

2. Using the F-table, make a table (R-table) of truncated differential probability
of the round function for all 6IL,5IR and dCL. The number of entries in
the R-table is 224,

3. (Inductive step) Using a table of the least number of active S-boxes for N —1
round of Camellia and R-table, calculate the least number of the active S-
boxes for N round’s output dCL,C'R and store it in a table. The number
of entries in the table is 2'6.

This algorithm only counts the least number of active S-boxes for each output
truncated difference. To recover and to evaluate truncated differential paths
which have the least number of active S-boxes, we have modified the algorithm
additionally as follows.

— In Step 2, store all candidates of the output truncated difference of F-
function.

— In Step 3, when the N round’s output is searching, store all candidates of
the N —1 round’s output truncated difference which realize the least number
of active S-boxes.
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3.2 Connection Errors in Truncated Differential Paths

We show an example of a truncated differential path holding wrong properties.
The search algorithm for the least number of active S-boxes found a Camellia’s
truncated differential path whose consecutive 3 rounds have truncated differen-
tial as in Fig.

8Y,,=(11010011)| SIR,,=(00000000)

8X,,=(10101100) ; Round i-2

Y, ,=(10111100)

8X,,=(11010011) 9 Rownd 1.1

8Y,=(11010011) | O8IR=(11010011)

8X,=(00010000) 5 Round i
SOL,=(00000000) ><

Fig. 2. A Example of Wrong Truncated Differential Path

The search algorithm exploits the following XOR rule of truncated difference
based on a property of truncated difference.

XOR rule of truncated difference

0 4f OIR[j]=0Y[j]=0
0OL[j] = ¢ * if 6[R[jl] =0Y[j]=1 (1)
1 else

for (1 < j < m). Value x means arbitrary selection of 0, 1.

Obeying above rule, the XOR operation of §IR; = (11010011) and 0Y; =
(11010011) generates 60OL; = (* % 0 % 00 * *). Thus dOL, = (00000000) can be
obtained by the search algorithm.

But by considering a relationship of each output difference of F-function 0Y;
and dY;_5, we can prove such an XOR operation cannot be realized.

Proof. From §OL; = (00000000) and §IR;_» = (00000000), we get an equation
of differences AY; = AY;_5. And from the linear relation AY = P(AS), then
AS;[j] = AS;_2[j]. But considering given input truncated differences of S4 in
both round, we get AS;[4] # AS;_2[4] because §X;[4] = 1 and 6X,;_2[4] = 0.
This is contradiction. Also in S1, S3, S5, S6, there are contradictions. Thus such
a path cannot exist in reality. O
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From above observations, wrong truncated paths have some contradictions
between input and output truncated differences of F-functions for every two
round. In the next section, we propose an algorithm which determines if the
target truncated differential path is wrong or not by checking solutions of the
linear equations system constructed from the path.

4 Validity Checking Method for Truncated Differential
Paths

We show a new algorithm to check the validity of truncated differential paths.
This algorithm exploits a method of checking solutions of a linear equations
system which is constructed from a truncated differential path. The basic steps
of checking the validity of a truncated differential path is as follows:

— Represent all differences in Feistel network by linear forms using output
difference of S-boxes

— Construct two linear equations systems and two sets of nonzero conditions
using truncated differential values

— Check solutions of each linear equations system under corresponding nonzero
conditions, and determine the validity of the truncated differential path.

4.1 Linear Forms Representation of Feistel Block Cipher

All differences in a Feistel cipher with SPN round function defined in Section
2 can be represented in linear form using differences APL, APR and AS;. To
show this, we divide the Feistel block cipher in two parts the left chain and
the right chain as shown in Fig[3l

(r: even)
PR —D D ... —P CL
Y, X, Y; Y. X, right chain
- —-|\Fr——|Fr——|Fp———— F-——F-——*[—-
X, Y, X, X, Y, left chain
PL D D CR

Fig. 3. The left chain and the right chain

Without loss of generality, we assume that the round number r is even.

The left chain is a data path which starts from left half of plain text PL, while
the right chain starts from right half of plain text PR. In each chain, output of
F-functions Y;’s are added to the ongoing data. The left chain includes the data
Xoi—1,Y2;, CR(1 < i < %), The right chain includes PR, Y2;_1, Xo;(1 <@ < §).
From these definitions we can show the following lemma.
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Lemma 1.

Let AX1[jl(= APLJj]), APR[j](1 < j < m) be variables which are set differ-
ences of plain text. And Let AS;[j] be variables which are set differences of the
output of j-th S-box Sj for i-th round (1 < j < m,1 <i <), respectively. All
differential data in the left chain are represented by linear form of elements in
AXy, ASoi(1 <4 < §). All differential data in the right chain are represented by
linear form of elements in APR, ASs;_1(1 <14 < g)

Proof. In the right chain, we show that APR, AY5;_1andAXs; are represented
by linear form. AP R are monomials. And using elements in linear transformation
matrix P, differences of output of F-functions AYy; 1[j](1 <i<r/2,1 <j <
m) can be described as following linear form:

AYo_1[j] = Z @, AS2;—1[k] (2)
k=1

And the difference of the input data of the 2i-th round AXy;[j](1 <i <r/2,1<
Jj < 'm) has the following equation:

AXylj]l = APR[j] + > AVy 1[j] (3)
=1

By combining (@) and (B), AX5;[j] has the following linear form:

AXoi[j] = APR[j] + i: i ajk ASz1—1[k] (4)

All differential data in the left chain are also represented in same manner. 0O

From the viewpoint of linear form representation, the sets of variables used
in both chains are completely separated. The left chain uses a set of differential
variables (AXy, ASy, ASy, ..., AS,) , and the right chain uses a set of differ-
ential variables (APR, ASy, AS3,...,AS,_1). Thus, we can treat both chains
separately. Then we can describe the relation between the variables and the
differences in the right chain as follows.

*APR I 0 0 0 0

LAY, 0 Prnat O 0 0

fAX IPhe: O 0 0 ‘APR

tAY; 0 0 Ppat... O 0 tAS)
tAX4 I Pmat Pmat e 0 O tAS:;
tAY,_3 0 0 0 ...Pnat O tAS,_3
tAXr—Q I Pmat Pmat L) Pmat 0 tAS’r—l
PAY, 4 00 0 ... 0 Pua

tAX'r I Prnat P7nat e Pmat P’mat
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I denotes a unit matrix of order m, 0 in the above matrix denotes zero matrix
of order m. The total number of linear forms are m(r 4 1), and the total number
of variables are m(r/2 4+ 1).

The data in left chain (AX;, AY;, AXj5, ..., AY,, ACR) can be expressed
by using (AX;, ASs, ASy, ..., AS,) in the same way. Thus, all differences in
the Feistel cipher with SPN round function defined in this paper have been
represented by linear forms.

4.2 Evaluation Algorithm for Truncated Differential Paths

Let TP be a r round truncated differential path. To evaluate TP, we check
whether there exist any differential characteristic which follow the truncated
differential path T'P.

For the right chain, truncated differences d X1, X3,...,0X,_1 in TP deter-
mine whether S-boxes, whose outputs are added to the right chain, are active
or not. If truncated difference 6.X;[j] = 0 the output differences of j-th S-box
in round ¢ is always 0. Thus we can remove differential variables of such non
active S-boxes from all linear forms. And if § PR[i] = 0, we can also remove the
differential variable APR]i] in linear forms. In this way, we obtain reduced linear
forms.

Next we construct linear equations systems and sets of linear conditions.
In the right chain, truncated differences §Y7,dY3,...,0Y,_1 determine whether
differential data of F-function’s output have a differential value or not. Let [ fy,[;
be a reduced linear form of differential data AY;[j]. If 0Y;[j] = 0, we get a linear
equation [ fy, ;) = 0. And if §Y;[j] = 1, we get a nonzero condition [ fy;;; # 0. The
other reduced linear forms APR, AXy, AXy, ..., AX, in the right chain can be
sorted according to their truncated differential values in same way. Letting z be
the total number of 0’s in truncated differences PR, §Y2;_1,0X2;, (1 <14 < r/2),
we get a linear homogeneous equations system which has z equations and a set
of nonzero conditions which has m(r 4+ 1) — z conditions for the right chain.

Definition 5. Let F be a r round Feistel cipher with SPN round function de-
fined in Section 2, and let TP be a truncated differential path of F. We define
LESRight, LESLest as equation systems made of TP for the right chain and
the left chain, respectively. And we define NCRright, NCrey: as sets of nonzero
conditions made of TP for the right chain and the left chain, respectively.

Then we evaluate both chains by using LESRg;ght,LESreft,NCRight, NClrejt-
Moreover, we use the following useful definition.

Definition 6. (reduced row-echelon matrix) A matriz is a reduced row-
echelon matrix if

All rows of zero (if exists) are at the bottom of the matriz.

The first nonzero number in a row is a 1 (leading 1).

— Fach leading 1 is to the right of the leading 1’s in the rows above it.
Each column that contains a leading 1 has zeros everywhere else.
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Any matrix can be transformed into an unique reduced row-echelon ma-
trix by performing a finite sequence of elementally row operations (sweep out
method). Letting Fj; be the set of all matrices which are obtained by perform-
ing elementally row operations on M, every matrix in F; has the same reduced
row-echelon matrix M’.

The following important properties related to a reduced row-echelon matrix
and a homogeneous linear equations system are obtained.

Property 1. (partial solution) Let Mx = 0 be a matrix and vector represen-
tation of a linear homogeneous equations system with a vector of variables
x = Y(x1,22,...,7). And let M’ be a reduced row-echelon matrix obtained
from M. If there is any row containing only a leading 1 in M’. Letting ¢ be the
column index of the leading 1, the system has a solution z; = 0.

Property 2. (property of kernel) Let Mx = 0 be a matrix and vector represen-
tation of a linear homogeneous equations system. And let Z = {z|Mz = 0} be
a set of solutions. And let M’ be a reduced row-echelon matrix obtained from
M. Let vy,...,v, be each nonzero row vector in M’. Let S be a subspace
spanned by (v1,...,v,). Then vg € S,z € Z satisfies vg - z = 0. (- denotes
inner products of vectors.)

Using the above properties we construct an evaluation algorithm as follows.

Algorithm
INPUT: LESRight, NCRright, LESpct, NCreft
OUTPUT: “wrong path” or “OK”

1. Represent linear equations system LESgign¢ in matrix and vector form as
follows:

MRgight TRight = 0

2. Perform elementary row operations on matrix Mpgignt, and get a reduced
row-echelon matrix My, ght

3. If there is any row containing only leading 1 in M ﬁight, output “wrong
path”; else go to the next step.

4. For each nonzero condition nc € NCrjgns do the following:
a) Represent nonzero condition nc by an inner product of vectors: n-& right
b) Let v1,...,v, be nonzero row vectors in Mll:tight' If vector n can be

represented by a linear combination of vy,...,v,,

n=caqvy+...+cv,

where ¢; € GF(2"),(1 <i <),

then output “wrong path”; else go to the next step.
5. For LESrcpt and NCpeyps, apply the same steps Step 1. ~ Step 4.
6. Output “OK”
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In Step 3. if such a row containing only a leading 1 exists, the corresponding
variable in @ gignt has to be always 0 (property 1). But all variables in & right
have been selected to have a nonzero value, the solution cannot be realized.

In Step 4.(b) the check whether vector n can be represented as a linear combi-
nation can be achieved by easy row operations of the matrix because vy,...,v,
are linearly independent and the vectors have the 4th condition of row echelon
matrix. And if such a linear combination exists, nc must have difference 0 in
spite of nonzero condition (property 2). This contradiction means the path is
wrong,.

4.3 Complexity

Let r be the round number of truncated differential path, and let m be a number
of split data in F-function. Each chain has a m(r+1) x mr matrix of linear forms.
If LESRight has x rows, then NCpignt has m(r + 1) — x rows. Complexity to
obtain reduced row-echelon matrix of LESRg4n is proportional to xm?r?. And
complexity to check NCrjgp: rows is proportional to mrz(m(r + 1) — x). Since
we assume that x & mr/c with some constant ¢, the total complexity of the
proposed method is O(m3r3).

4.4 Expansion to Truncated Linear Paths

The proposed method is also applicable to evaluation of truncated linear paths.
Let I'S be an input linear mask and let I'Y be an output linear mask of linear
transformation layer P. Then there is a diffusion function P* satisfying I''S =
P*(I'Y) determined by P. If the diffusion function P* can be expressed as a
square matrix of order m on GF(2"), the proposed algorithm can be applied to
truncated linear paths of the Feistel cipher exploiting the dual property between
differential and linear mask|[5].

In case of Camellia, matrix P* can be expressed as {Pcameitia Which is a
square matrix of degree m on GF(2"). Thus, our method can be applied to
evaluation for both truncated differential and linear paths for Camellia.

5 Evaluation for Camellia

We applied the proposed method to block cipher Camellia to reevaluate the
upper bound of MDCP and MLCP. To obtain corrected values of the least num-
bers of active S-boxes, we also extracted truncated paths which have more than
the least number of active S-boxes searched by the algorithm used in designer’s
(previous) evaluation. We used the following definitions and lemma to extract
such truncated paths.

Definition 7. Let L,.t(C, R) be the least number of active S-boxes of R round
truncated path with output truncated difference C' in the previous evaluation.
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The algorithm for counting the least number of active S-boxes outputs
Lot (C, R) for all C € {0,1}16 with any round number R.

Definition 8. Let Cipher(ACT,R) = {c | Laet(c,R) = ACT}. And let
Paths(C, ACT, R) be a set of all R round truncated differential paths which have
ACT active S-boxes with output truncated difference C in the previous evalua-
tion. And let Paths(ACT, R) be a set of all R round truncated differential paths
which have ACT active S-bozxes in the previous evaluation.

Lemma 2. Letting o be the least number of active S-bozxes for r round Camellia,
truncated differential paths which have (> «) active S-boxes can be written as
follows:

B
Paths(3,7) = {p | p € Paths(c,3,7),c € U Cipher(i,r)} (5)

=

Proof. Truncated differential paths which have ( active S-boxes are also written
as follows:

Paths(3,7) = {p | p € Paths(c, 3,7),c € {0,1}1¢} (6)

Let D = U;ﬁ,@_u Cipher(i,r). For d € D, we get following relations:
Paths(d,3,7) =0 (7)
Thus, we can reduce the candidates for ¢ in (@) then obtain the equation (H). O

By using the above lemma, we obtain truncated paths which have variable
number of active S-boxes. To obtain Paths(c, 5,r) of ¢ € Cipher(~y,r) where
B > v, we extract paths by considering replacement of internal r’ round paths
Paths(c',~',r") in Paths(c,v,r) as subset of Paths(y + 8 — v,7’), which are
connectable to r’ 4+ 1 round’s output, for (1 <7’ <r—1).

5.1 Result

We show the result of our re-estimation of the upper bound of MDCP and MLCP
in Table 1~3.

Tables show the evaluation results of truncated differential paths and trun-
cated linear paths, respectively. The first row of each table indicates round num-
ber of reduced round Camellia without FL/FL~!(we call it Camellia*). The
rows below the first are divided into three parts. The upper part, the middle
part and the lower part include information about the least number, the sec-
ondary least number, and the tertiary or the tertiary and the forth least number
of active S-boxes, respectively. Each part has three rows. The first one indicates
the number of active S-boxes, the second one indicates the number of truncated
differential or linear paths which are evaluated to have the above number of ac-
tive S-boxes by the previous(old) evaluation method. The last row of each part
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Table 1. Check Result of Truncated Differential Paths (1~12 rounds)

[Round [ 1 2] 3[ 4 5[ 6 7 8 9 10] 11 12
Active S-box o 1 2 77 9 1] 13[ 15] 18] 21 22[ 25
Path Number| 255 16| 8| 1368] 160] 8| 16| 48] 48] 320 4] 64
OK 255/ 16| 8| 1328] 80 0 O 0 0 o o 0
Active S-box I 2] 3 8 10] 12[ 14] 16] 19] 22] 23] 26
Path Number| 19440] 202[ 0 9817| 5564 3136] 1160] 368| 2428] 14732[ 224] 1736
OK 19440] 292 0] 7431] 4408| 1008] 196] 36 0 156 0] 0
Active S-box o] 3[ 4 of 1] 13[ 15 17] 20] 23] 24[ 27
Path Number|182228[5000[112[114256]66624]4157616748[4360[42456[302784[4784[38672
OK 182228]5000[112[ 72432[17772] 4336] 1568] 328 s812[ 2176] 16] 0

Table 2. Check Result of Truncated Linear Paths (1~12 rounds)

Rownd [ 1] 2] 3 4 5 6 7 s 9 10] 1] 19
Active S-box 0 1 2 6 9 11 13 14 18 20 22 25
Path Number 255/ 16| 8| 64| 480 8 16 4| 180 16 41 128
OK 255 16| 8| 16| 240 0 0 0 0 0 0 0
Active S-box 1 2l 3 7 10 12 14 15 19 21 23 26
Path Number| 19440| 292 0[1952| 8732| 4540| 1208 24| 4968| 1040 448| 3188
OK 19440| 292 0[1656| 4864| 1948 192 0| 144 0 0 0
Active S-box 2 3| 4 8 11 13 15 16/17 20 22 24 27
Path Number|182228(4960(112(9733|76820|52072|21956|184,/8142|63128|28640(10640|83800
OK 182228|4960(112(7327|26748| 5680| 5920| 0/1560| 4992 792 36 0

indicates the number of truncated differential or linear paths which are evaluated
as “OK” by proposed method.

In 6 ~ 12 rounds Camellia*, truncated differential and linear paths which are
evaluated to have the least number of active S-boxes are all evaluated as wrong.
At some rounds, all truncated paths with the secondary or the tertiary number
of active S-boxes are evaluated as wrong.

The left side of table 3 shows new upper bounds of MDCP and MLCP for
Camellia and Camellia* while the right side shows the old result in [2]. Letting
a be the number of active S-boxes, each probability is calculated by (276)2. In
NEW table, * denotes the upper bounds which are updated. All upper bounds
of more than 6 round Camellia and Camellia* are as 276 ~ 27'8 times low
as previous upper bounds. The horizontal lines between upper bounds denotes
probability 27128, Thus, we obtain the new result that any characteristics of 10
rounds Camellia* cannot be distinguishable from random permutations.
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Table 3. Revised Upper bounds MDCP and MLCP

NEW OLD
Differential Linear Differential Linear

Camellia | Camellia* | Camellia | Camellia* Camellia |Camellia* | Camellia | Camellia*
1 10 1o 10 10 l[o] 10 10 1o
21 275 276 276, 276 276 276 276, 276
3| 2712, 9-12, 2-12,, 2712, 9712 | 27120y | 2712 | 2712y
4] 2792 | 2742 | 2736, | 2736 942, | 9742, | 9736, | 9736y
5] 275 2754 2754 2754 2759 | 27%% g | 2759 | 2779
6 *2_72[12] *2_72[12] *2_72[12] *2_72[12] 279614y 2766147 | 276614y | 27664y,
7 *2778[13] *2784[14] *2778[13] *2 84[14] 2772[12] 2778[13] 2772[12] 2778[13]
8 | %27 8131 | x27 % 16y | %27 B 1y [x2719% 1y 2719y | 27005 | 2722y | 278 g
9 *2_84[14] *27120 50 *2_84[14] *2 114[19] 2_78[13] 271084 2_78[13] 27108 14
10 *27114[19] *27 15255 *27108[18] *27 132 55 27108[18] 27126[21] 27102[17] 27120[20]
11 (#2716 151y |42 7144 24| %27 126 foyg (227144 oy 27120012737 150y |27 120 20y [ 27 B 12y
12[%27 T oy — *27 1 54 — 27137 5y — 271325y —

Note: The numbers in brackets are the number of active S-boxes.

6 Conclusions and Future Research

In this paper we proposed a new algorithm to evaluate truncated differen-
tial/linear paths whether they are wrong or not. This algorithm is applicable
to Feistel ciphers whose data are represented by linear forms of the output dif-
ference of S-boxes and the difference of plain text. By applying the proposed
algorithm to evaluate the security of Camellia, we found tighter upper bounds
of MDCP and MLCP because the least number of active S-boxes are updated.
It is revealed that Camellia has a stronger immunity against differential attack
and linear attack than before.

Note that even though a truncated differential path is not judged as a wrong
path by proposed algorithm, it is not guaranteed that the path exists in reality.
Because we have only excluded wrong paths in the context of truncated differ-
ential, we haven’t taken into consideration of the variety of output differences
of active S-boxes for fixed input difference. The direction of next research con-
tains to find the MDCP, MLCP and paths which realize them by combining our
proposed evaluation method and the properties of S-boxes.
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Abstract. For the block cipher RIJNDAEL with a block length of 128
bits group theoretic properties of the round functions are derived. Es-
pecially it is shown that these round functions generate the alternating

group.

Keywords. RIJNDAEL, permutation groups.

1 Introduction

The RIJNDAEL algorithm with a block length of 128 bits is a block cipher
that was selected for a NIST standard [4] in the AES selection process. It was
developed by J. Daemen and V. Rijmen [I].

In the following a proof is given that the round functions of RIJNDAEL with
a block length of 128 bits generate the alternating group over the set {0,1}!2®
of all 128-bit-vectors.

This result implies that from the algebraic point of view some thinkable
weaknesses of RIINDAEL can be excluded (if the generated group were smaller,
then this would point to regularities in the algorithm, see for example [2], [5],
[91).

Similar properties are known for the DES ([f]]) and for SAFER++ ([7]).

2 Definitions and Notations

The notation of the RIJNDAEL round function components will be similar to
the RIJNDAEL definition given in [I]. One exception will be that the states are
not given in a matrix form. They are given as 128-bit- or 16-byte-vectors, where
the correspondence to the matrices in [I] is defined row by row from left to right.
The round functions Ry are defined by

VEk € {0,1}'28 vz € {0,1}'28 : Ri(x) := k © me(rs(s(x))),

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 143-[148] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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where 7@ denotes the bitwise XOR-operation,
ke {0,1}1%8 denotes the corresponding round subkey,

me : {0,1}12% — {0,1}128 denotes the MizColumn-transformation
according to [1], p. 12,

rs:{0,1}128 — {0,1}!2® denotes the ShiftRow-transformation
according to [, p. 11,

5:{0,1}12% — {0,1}1%®  denotes the application of the S-box S
16 times in parallel (the ByteSub-trans-
formation, [I], p. 11).

The permutation group considered here is defined by:
G = ({Rg : {0,1}'*® — {0,1}'*% | k € {0,1}'%8}),

where (P) denotes the closure of a permutation set P with respect to concatena-
tion. The generating set of G’ given above contains 2!2® permutations. Properties
of the round subkeys caused by the key scheduling will be neglected here.

3 Some Properties of the Generated Group

Lemma 1. The group G is transitive on the set {0,1}128.

Proof. By concatenations Ry o R,:,l (where the transformation with &’ is carried

out at first) with suitable round subkeys k, k', each given element x of the set

{0,1}128 can obviously be transformed to each other arbitrarily given element z’

of the set {0,1}12%. This can be achieved very simply by choosing k@ k' = z®a’.
O

Lemma 2. The group G contains only even permutations.

Proof. In the following we will apply the well known fact that a permutation
over a set with an even number of elements is even if and only if its cycle
representation (including the fixed points) contains an even number of cycles.

The mappings « — k @ z are even permutations since for k = (0,0, ...,0) we
obtain the identity permutation and for k& # (0,0, ...,0) the cycle representation
consists of 2127 cycles of length 2.

The linear transformations mc and rs are even permutations since binary one-
to-one linear transformations over {0,1}",n > 3, are even permutations. This
follows from the facts that each regular binary matrix can be obtained from the
identity matrix by elementary row transformations (i.e., binary addition of one
row to another row), and that these elementary row transformations (considered
as linear mappings over {0,1}") are permutations with 2"~! fixed points and
27=2 cycles of length 2.
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The permutation s is even because it can be represented as a concatenation of
16 permutations that carry out the S-box transformation for one byte and leave
the other 15 bytes fixed. The cycle representation of each such permutation
contains a number of cycles that is a multiple of 2120,

Now the proof is complete since the concatenation of even permutations
always yields an even permutation. O

Lemma 3. The S-box permutation S : {0,1}® — {0,1}® is an odd permutation.

Proof. The cycle representation of S consists of five cycles (with lengths 87, 81,
59, 27, and 2, respectively). Applying the fact mentioned at the beginning of the
proof of Lemma 2] it follows that S is an odd permutation. O

Lemma 4. For all 16-tuples of even permutations P; : {0,1}* — {0,1}8, j =
0,1,...,15, the mapping

M/ : {07 1}128 — {Oa 1}1287 (.130, ...,l‘127) — (y07 "'7y127)a

defined by
(Y85, Y8j+1s s Ygj+7) i= Pj (X85, Tgj41, oo, T8j4+7)

forall 3 =0,1,...,15, is an element of G.

Proof. We consider products of the form R,;l o Ry and Ry, o R,;,l (where the

transformations with k' are carried out first).

Let j € {0,1,...,15} be arbitrarily fixed. Then we have for all x € {0, 1}128:
Ifvie{0,1,..,127}\ {84,85 + 1,...,85 + 7} : ki =k,
then Ry o R,;,l changes no more than the j-th byte of z.
Ifvie{0,1,..,127}\ {84,8) + 1,...,8j + 7} :

then R;l o Ry changes no more than the j-th byte of z.
This implies that we can define a subgroup of GG, namely the group that is
generated by all permutations R,;l o Ry and Ry o R,;,l with the subkey pairs
(k, k") as above. This subgroup acts only on the j-th byte and will therefore be
considered as a permutation group on {0,1}8. This group is generated by all
byte-permutations of the form x — k @ x and all byte-permutations of the form
x — S71(k @ S(z)). Therefore it is transitive on this set and it contains only
even permutations on this set.

After a random search for the following subkeys (k*, k2, ..., k%) and the fol-
lowing state x, a cycle of the permutation

Rys o R o Ry o Rys o Rya o Ry o Ry, o Ry
with length 233 was found (bytes in hexadecimal notation):

K= k3 = k5 = k7 = (0,0, ...,0),
the j-th byte of rs~!(mc=1(k?)) is 0xb9, the other 15 bytes are zero,
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the j-th byte of k* is 0x8b, the other 15 bytes are zero,

the j-th byte of rs~(mc=1(k®)) is Oxdd, the other 15 bytes are zero,
the j-th byte of k® is 0x1f, the other 15 bytes are zero,

the j-th byte of x is 0x9e, the other 15 bytes are randomly chosen.

Since the cycle length 233 is a prime greater than 256/2 and less than 256, the
subgroup is primitive on {0,1}® (such a cycle does not match to any structure
of imprimitivity, see [7]).

Now Theorem 13.9 in [B], p. 39 can be applied: "Let p be a prime and G
be a group of degree n = p+ k with k > 3. If G contains an element of degree
and order p , then G is either alternating or symmetric.” Here the degree of a
permutation group over a finite set is defined as the number of elements that are
changed by at least one permutation of the group. The degree of a permutation
is defined as the degree of the cyclic group generated by this permutation.

It follows that the considered subgroup equals the alternating group on
{0,1}%. (Other cycles can be ”cancelled” by considering suitable powers of
the permutation.)

Since j and the remaining 15 bytes of x were chosen arbitrarily and the
considered transformations have no influence on other bytes than the j-th byte,
the proof of the Lemma is complete. O

Corollary 1. The transformation mc o rso h, where h denotes an arbitrarily
fixed parallel application of 16 odd byte-permutations, is an element of G.

Proof. We choose the round function Ry, with the all zero subkey. From Lemma
we know that all parallel applications of 16 even byte-permutations are elements
of G. Since the S-box is an odd byte-permutation and mcorso s is an element
of G, the proof can easily be completed by considering concatenations of group
elements. a

4 Proof That the Round Functions Generate the
Alternating Group

Lemma 5. The group G is doubly transitive on the set {0,1}'28, i.e., each pair
of different elements from {0,1}'2® can be mapped to each pair of different ele-
ments from {0,1}28.

Proof. Because the group G is transitive on the set {0, 1}128, it suffices to show
that the subgroup Gy of G containing all elements of G which let the all zero
vector fixed, is transitive on {0,1}®\ {(0,0,...,0)} (see for example [8], p. 19).

Let us start with an arbitrary non-zero vector X € {0,1}'28. With the help of
Lemma/[4] it can be shown that it is possible to find an element of the subgroup
Gy that transforms X to a vector X' # (0,0, ...,0) with:

Vi€ {0,1,.., 15} ¢ (Xbj, Xdjp1s s Xbjir) € {0x00,0x01}.
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(Choose even permutations P; that (*) let 0x00 fixed and that transform the

non-all-zero-components (Xg;, Xg; 1, .., Xg;47) to 0x01.)

By computations on a PC (there are only 26 — 1 such vectors X'), it
was verified that it is possible to transform the mentioned X’ to the vector
(0x01, 0x01, ..., 0x01) by repeated concatenations of mc o rs o h’ and permuta-
tions of the form (*) above. Here h’ denotes the parallel application of 16 times
the odd byte-permutation that changes 0x01 to 0x02, changes 0x02 to 0x01 and
lets all other bytes fixed.

Because we have mcorsoh’ € Gy (see Corollary 1), it follows that Gy is
transitive on the set {0,1}'28\ {(0,0,...,0)}. Hence, G is doubly transitive on

the set {0, 1}128. O

Theorem 1. The group G is the alternating group on the set {0,1}128.

Proof. From Lemmal[ it follows that the permutation (Py, Py, Py, ..., P1), where
P is the identity permutation on {0,1}® and where the cycle representation of
Py contains a 3-cycle and 253 fixed points, is an element of G. This permutation
lets exactly 253 - 2158 elements fixed. Hence, its degree is equal to 3 - 212Y.

The minimal degree of a permutation group is the smallest degree of the
non-identity-permutations in the group. The minimal degree of G is not greater
than 3 - 2120,

Now, let us suppose that G is smaller than the alternating group. Then,
(because of Lemma [0l G is doubly transitive) according to Theorem 15.1 in [§],
p- 42 : "Let G be a a k-ply transitive group, neither alternating nor symmetric.

Let n be its degree, m its minimal degree. If k > 2, then m > % — @.”, we
obtain the contradiction:

- 3 3
From this together with the result of Lemmal2], it follows that G is the alternating
group on the set {0,1}128, O

5 Conclusions and Remarks

By the result stated in the Theorem, several thinkable regularities like the exis-
tence of nontrivial factor groups or a too small diversity of occurring permuta-
tions in the RIJNDAEL algorithm can be excluded (the alternating group is a
large, simple, primitive and (2!28 — 2)-transitive permutation group).

With respect to the Markov approach to differential cryptanalysis, we obtain
[2]: For all corresponding Markov ciphers the chain of differences is irreducible
and aperiodic, i.e., after sufficiently many RIJNDAEL rounds all differences will
be almost equally probable. If the hypothesis of stochastic equivalence holds for
a part of the corresponding Markov ciphers, then for all of these Markov ciphers
RIJNDAEL is secure against differential cryptanalysis attacks after a sufficient
number of rounds.
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The results give evidence that the S-box and the other transformations are
well chosen from the algebraic point of view. Especially the results of [3] have
no consequences with respect to the sizes of the considered permutation groups.

In the following remarks some generalizations (with proof sketches) are given:

Remark 1. Let us take a set of 129 pairwise different round subkeys that includes
a basis of the binary vector space {0,1}12%. Then the 129 corresponding round
functions suffice to generate the alternating group. This follows from the fact
that all round functions can be represented as concatenations of these 129 round
functions and their inverses.

Remark 2. Let us take a byte permutation S’ such that all byte-permutations
of the form # — k @ z and all byte-permutations of the form » — S~ 1(k @
S'(x)) generate the alternating group on {0,1}8. Then the round functions of
(modified) RIJNDAEL with the S-box S” also generate the alternating group.
For odd permutations S’ this can be derived from the proofs given above. For
even permutations S’ Lemma [5 can be proved in a similar way and the other
steps are the same (the result of Corollary 1 is not needed here).
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Abstract. Four round Feistel permutation (like DES) is super-pseudo-
random if each round function is random or a secret universal hash func-
tion. A similar result is known for five round MISTY type permutation.
It seems that each round function must be at least either random or
secret in both cases.

In this paper, however, we show that the second round permutation g in
five round MISTY type permutation need not be cryptographic at all,
i.e., no randomness nor secrecy is required. g has only to satisfy that
glx) ®x # g(z') ® a’ for any z # x’. This is the first example such
that a non-cryptographic primitive is substituted to construct the mini-
mum round super-pseudorandom permutation. Further we show efficient
constructions of super-pseudorandom permutations by using above men-
tioned g.

Keywords: Block cipher, pseudorandomness, MISTY type permuta-
tion.

1 Introduction

1.1 Super-Pseudorandomness

A secure block cipher should be indistinguishable from a truly random permuta-
tion. Consider an infinitely powerful distinguisher D which tries to distinguish a
block cipher from a truly random permutation. It outputs 0 or 1 after making at
most m queries to the given encryption and/or decryption oracles. We say that
a distinguisher D is a pseudorandom distinguisher if it has oracle access to the
encryption oracle. We also say that a distinguisher D is a super-pseudorandom
distinguisher if it has oracle access to both the encryption oracle and the decryp-
tion oracle. Then a block cipher F is called pseudorandom if any pseudorandom
distinguisher D cannot distinguish F from a truly random permutation. A block
cipher F is called super-pseudorandom if any super-pseudorandom distinguisher
D cannot distinguish F from a truly random permutation.

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 149163} 2002.
© Springer-Verlag Berlin Heidelberg 2002
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1.2 Previous Works

The super-pseudorandomness of Feistel permutation (like DES) has been studied
extensively so far. Let ¢(f1, fo, f3) denote the three round Feistel permutation
such that the i-th round function is f;. Similarly, let ¢(f1, fo, f5, f4) denote the
four round Feistel permutation.

Suppose that each f; is a random function. Then Luby and Rackoff proved
that ¢(f1, fa, f3) is pseudorandom and ¢(f1, f2, f3, f4) is super-pseudorandom
M]. Lucks showed that the ¢(hy, fa, f3) is pseudorandom even if hy is an e-
XOR universal hash function [5]. Suppose that hy and hy are uniform e-XOR
universal hash functions. Then Naor and Reingold proved that hy o ¢(fa, f3) o hy
is super-pseudorandom [§], and Ramzan and Reyzin showed that ¢(h1, f2, f3, ha)
is super-pseudorandom even if the distinguisher has oracle access to fo and f3
[@l.

On the other hand, let ¥(p1, p2, ps3, P4, ps) denote the five round MISTY type
permutation such that the i-th round permutation is p;. Suppose that each p;
is a random permutation. Then Iwata et al. [3] and Gilbert and Minier [2] in-
dependently showed that ¥ (p1, p2, s, pa, ps) is super-pseudorandom. More than
that, let h; be a uniform e-XOR universal permutation. Iwata et al. proved that

1. ¢¥(hq, ha, p3, P4, hgl) is super-pseudorandom even if the distinguisher has or-
acle access to ps, pgl, pg and le.

2. ¥(h1,p2,D3, D4, h5_1) is super-pseudorandom even if the distinguisher has or-
acle access to po, p2_1, 3, pgl, ps and le.

1.3 Owur Contribution

Four round Feistel permutation (like DES) is super-pseudorandom if each round
function is random or a secret universal hash function. A similar result is known
for five round MISTY type permutation. It seems that each round function must
be at least either random or secret in both cases.

In this paper, however, we show that the second round permutation g in
five round MISTY type permutation need not be cryptographic at all, i.e., no
randomness nor secrecy is required. g has only to satisfy that g(z) @z # g(a’) ®
x' for any x # x’. This is the first example such that a non-cryptographic
primitive is substituted to construct the minimum round super-pseudorandom
permutation. Further we show efficient constructions of super-pseudorandom
permutations by using above mentioned g.

One might wonder if five rounds can be reduced to four rounds to obtain
super-pseudorandomness of MISTY. However, it is not true because Sakurai and
Zheng showed that the four round MISTY type permutation 1 (p1, p2, 3, p4) is
not super-pseudorandom [10].

More precisely, we prove that five round MISTY is super-pseudorandom if it
is ¥(h1,9,p,p ", hgl), where g is the above mentioned permutation, h; is an e-
XOR universal permutation, hs is a uniform e-XOR, universal permutation, and
p is a random permutation. Further, suppose that both h; and hs are uniform
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e-XOR universal permutations. Then we prove that it is super-pseudorandom
even if the distinguisher has oracle access to p and p~!.

More than that, we study the case such that the third and the fourth round
permutations are both p. In this case, we show that it is not super-pseudorandom
nor pseudorandom if a distinguisher has oracle access to p. More formally, we
show that for any fixed and public g, ¥(p1, g, D, p, ps) is not pseudorandom if a

distinguisher has oracle access to p.

2 Preliminaries

2.1 Notation

For a bit string z € {0,1}?", we denote the first (left) n bits of x by x; and

the last (right) n bits of « by zg. If S is a probability space, then s s
denotes the process of picking an element from S according to the underlying
probability distribution. The underlying distribution is assumed to be uniform
(unless otherwise specified).

Denote by F), the set of all functions from {0,1}" to {0,1}", which consists
of 272" functions in total. Similarly, denote by P, the set of all permutations
from {0,1}" to {0,1}"™, which consists of (2)! permutations in total.

2.2 MISTY Type Permutation [6)7]

Definition 2.1 (The basic MISTY type permutation). Let z € {0,1}?".

For any permutation p € P, define the basic MISTY type permutation v, € Pay,

as Pp(x) ef (zr,p(xr) ® xr). Note that it is a permutation since 1, ' (x) =

(p~"(xL ©aR),vL).

Definition 2.2 (The r round MISTY type permutation, ). Let r > 1
be an integer, p1,...,p- € P, be permutations. Define the v round MISTY type

permutation Y(p1,...,pr) € Pay as ¥(p1,...,pr) def p oy, o0, , where
p(zr,zr) = (xR, 2) for x € {0,1}2".

See Fig. [l (the five round MISTY type permutation) for an illustration. Note
that p; in Fig. [1 is a permutation. For simplicity, the left and right swaps are
omitted.

2.3 Uniform e-XOR Universal Permutation
Our definitions follow from those given in [TIBJ9YTT].

Definition 2.3. Let H, be a permutation family over {0,1}™. Denote by #H,
the size of H,.
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Fig. 1. MISTY type permutation

1. H, is a uniform permutation family if for any element x € {0,1}" and any
element y € {0,1}™, there exist exactly #21,3" permutations h € H,, such that
h(z) =y.

2. H, is an e-XOR universal permutation family if for any two distinct ele-
ments z,z’ € {0,1}" and any element y € {0,1}", there exist at most e+ H,
permutations h € H,, such that h(z) ® h(z') = y.

Let f,.(z) 4. 2 over GF(2"), where a # 0. Then {f,(z)} is a 57—5-XOR
universal permutation family.

Let fo5(z) . 24bover GF(2™), where a # 0. Then {f, »(x)} is a uniform
T!—XOR universal permutation family.

We will use the phrase “h is an e-XOR universal permutation” to mean that

“h is drawn uniformly from an e-XOR universal permutation family”. Similarly,
we will use the phrase “h is a uniform e-XOR universal permutation”.

3 Improved Super-Pseudorandomness of MISTY Type
Permutation

We say that a permutation g over {0,1}" is XOR-distinct if

glx)@x#g(a') @
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for any = # 2’. Let g(x) = a - x over GF(2"), where a # 0,1. Then this g is
clearly XOR-distinct.

In this section, we prove that v (hy,g,p, p’l,hgl) is super-pseudorandom
even if the second round permutation g is fixed and publicly known. g has only
to be XOR-distinct. This means that the five round MISTY type permutation is
super-pseudorandom even if the second round permutation has no randomness
nor secrecy.

Let H? be an e-XOR universal permutation family over {0,1}", and H! be
a uniform e-XOR universal permutation family over {0, 1}"™. Define

MISTYS: “ {p(hy, g, p.p~ 2 hs ) | p € Po,hy € HO, hs € H'}
MISTY%; déf {1)[)(hlvg7p,p71’ hgl) | pe Pna hla h5 € Hrlz}

3.1 Super-Pseudorandomness of MISTYgi

Let D be a super-pseudorandom distinguisher for MISTY% which makes at most
m queries in total. We consider two experiments, experiment 0 and experiment 1.
In experiment 0, D has oracle access to ¢ and )~ !, where 1) is randomly chosen
from MISTY5.. In experiment 1, D has oracle access to R and R™', where R is
randomly chosen from Ps,.

Define the advantage of D as follows.

def
Adv(D) = |py — pr
where

def

py L Pr(DYY T (120) = 1| & MISTYY))
pr & Pr(DRET (120 = 1| RE Py,)

Lemma 3.1. Fiz 2 € {0,1}?" and y® € {0,1}*" for 1 < i < m arbitrarily
in such a way that {x(i)}lgigm are all distinct and {y(i)}lgigm are all distinct.

Then the number of 1» € MISTYS) such that
Y@@y =y for1 <Vi<m (1)

is at least

. 2m?2
(#HO)(#H!) (2™ — 2m)! (1 —2¢-m(m—1) — o >

A proof is given in Appendix A.

Theorem 3.1. For any super-pseudorandom distinguisher D that makes at
most m queries in total,

2m?2

27L

Adv(D) <2¢-m(m—1)+
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Proof. Let O = R or . The super-pseudorandom distinguisher D has oracle
access to O and O~L.

There are two types of queries D can make: either (+,x) which denotes the
query “what is O(x)?”, or (-, y) which denotes the query “what is O~1(y)?” For
the i-th query D makes to O or O~', define the query-answer pair (z(V,y®)) €
{0,1}2" x {0,1}?", where either D’s query was (+,2(?)) and the answer it got
was y() or D’s query was (—,y?)) and the answer it got was (). Define view v
of D as v = ((zM),yM), ... (x™ ym)).

Without loss of generality, we assume that {x(i)}lgigm are all distinct, and
{y(i)}lgigm are all distinct.

Since D has unbounded computational power, D can be assumed to be de-
terministic. Therefore, the final output of D (0 or 1) depends only on v. Hence
denote by Cp(v) the final output of D.

Let vone def {v|Cp(v) =1} and Nype def H#Vone-

Evaluation of pr. From the definition of pr, we have

pr = Pr(DR(17") = 1)

_#{R|DRE(12) =1}
- (227)!

For each v € v,,., the number of R such that
R(z™) =4@ for 1 <Vi<m (2)

is exactly (22" — m)!. Therefore, we have

#{R | R satisfyin
e ¥ PRt @)
(227 —m)!

VEVone

= None :

Evaluation of p,. From the definition of p,, we have
py =, Pr (D" (17 =1)
hi,p,hs

_ #{(h,p hs) [ DV (1) = 1)
(#HD) (2" (#H})

Similarly to pr, we have

B # {(h1,p, hs) | (h1,p, hs) satistying (@)}
=2 &Hﬁ)@n)lf#m&) '

Then from Lemma [BI] we obtain that

VEVone

(27 —2m)! (1 — 2¢ - m(m — 1) — 222
DY < 2! )

VEVone
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B (2™ — 2m)! 2m?
—Nonew <1_26m(m_1)_ on )

o (@2P)2r = 2m)! 22
=PR (227 —m)!(27)! (1 —2e-m(m—1) — o >

(22™)1(2™ —2m)!

Since > 1 (This can be shown easily by an induction on m), we

have

2m?
Py = PR (126‘m(m1) on )

2m?
>pr—2c-m(m—1)— om (3)
Applying the same argument to 1 — py and 1 — pg yields that
2 2
L=py>1—pr—2e-m(m—1) - (4)

. . 2m?
Finally, () and @) give |py — pr| < 2¢-m(m — 1) + <5~

3.2 Super-Pseudorandomness of MISTY%TI1

Let D be a super-pseudorandom distinguisher for MISTY%}V D also has oracle
access to p and p~!, where p and p~! are the third and fourth round permutations
of MISTY3,, respectively. D makes at most m queries in total. We consider two
experiments, experiment 0 and experiment 1. In experiment 0, D has oracle
access to not only v and 1!, but also p and p~!, where % is randomly chosen
from MISTY;L. In experiment 1, D has oracle access to R, R™', p and p~!,
where R is randomly chosen from P, and p is randomly chosen from P,.

Define the advantage of D as follows.
def
Adv(D) = |py — prl
where
{pd, CE (e~ e (120) = 1 | & MISTYL)

o def Pr(DR,R—l,p,p—l(l%) =1|R & Pop,p & Py)

Lemma 3.2. Let mg and my be integers. Fiz ) € {0,1}*" and y® € {0,1}>"
for 1 < i < mg arbitrarily in such a way that {x(i)}lgigmo are all distinct and
{y D} <icm, are all distinct. Similarly, fir X@ € {0,1}" and Y € {0,1}"
for 1 <i < mq arbitrarily in such a way that {X(i)}lgigml are all distinct and
(YO}, cicpm, are all distinct.

Then the number of 1» € MISTY 3., such that

V(D) =99 for 1 <Vi<mg and p(XD) =YD for1 <Vi<m; (5)

is at least

4 2m?
(#Hnl)z(2n —_ 2m0 —_ ml)' <1 —_ 26 . mo(mo o 1) _ momi o m0>

2n 2n
A proof is given in Appendix B.
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Theorem 3.2. For any super-pseudorandom distinguisher D that also has ora-
cle access to p and p~1 and makes at most m queries in total,

6m?

27’L

Proof. Let O = R or 3. The super-pseudorandom distinguisher D has oracle
access to @, O71, p and p~'. Assume that D makes mg queries to O or O~ !,
and m; queries to p or p~!, where m = mqg + ms.

There are four types of queries D can make: either (+,z) which denotes
the query “what is O(z)?”, (—,y) which denotes the query “what is O~1(y)?”,
(4, X) which denotes the query “what is p(X)?”, or (—,Y) which denotes the
query “what is p~!(Y)?” For the i-th query D makes to O or O~!, define the
query-answer pair (z(?),y(®) € {0,1}?>" x {0,1}?", where either D’s query was
(+, () and the answer it got was (¥ or D’s query was (—, y*)) and the answer
it got was 2. Similarly for the i-th query D makes to p or p~*, define the query-
answer pair (X, Y®)) € {0,1}" x {0,1}", where either D’s query was (+, X))
and the answer it got was Y () or D’s query was (—, Y(i)) and the answer it got
was X (). Define view v and V of D as v = (2, yM), ..., (x(m0) y(m0))) and
Vo= (X0 yWy (X 0m) ym))) Without loss of generality, we assume
that {2V }1<i<m, are all distinct, {y}1<;j<m, are all distinct, {X®}<jcpm,
are all distinct and {Y};<,<,,, are all distinct.

Then similarly to the proof of Theorem Bl denote by Cp(v,V) the final
output of D.

def def

Let (v, V)one = {(v,V) | Cp(v,V) =1} and Nope = #(v, V)one-
Evaluation of pr. From the definition of pg, we have
pr = Pr(DRE e (120) — 1)
R.p

Adv(D) <2¢-m(m—1)+

#{(R,p) | DRI pr (1% = 1}
(227)!(2")!
For each (v, V) € (v, V)one, the number of (R, p) such that
R(zW) = 4@ for 1 <Vi <mg and p(XD)=Y® for 1 <Vi<m; (6

is exactly (22" — mg)!(2" — my)!. Therefore, we have

#{(R,p) | (R, p) satisfying (G) }
Z (227)1(27)!

Pr =
(vvv)e(vvv)one

(22" - mo)' ) (2" - ml)'
(22n)] (22n)]

Evaluation of p,. From the definition of p,, we have
py= Pr (Dw»w‘l,p,p‘l(l%) =1)

h1,p,hs
(1**) =1}

= None .

1

_ #{(th’ h/5) | Dwﬂl’_l,p,p_
- (#H1)2(27)!

Similarly to pgr, we have
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| (h1,p, hs) satisfying (IE)}
(#Hy)?(27)!

Py = Z #{(hlap7h5)

(v,V)E(V,V)one

Then from Lemma we obtain that

(2 — 2mo — ma)! (1= 26 mo(mo — 1) — g — 223

2n 2n
(2m)!

Py = Z

(v,V)E(V,V)one

2™ — 2mg — myq)!

( (ZH‘))! V) <1—26-m0(m0—1)—

_ (22M)1(2™ — 2mg — my)!
PRY 20— o)i(2n —my)!

2n 2n

N dmomy 2m(2)>

2n 2n

4 2m2
(1—26-m0(m0—1)— Mot m0>

. (22™)1(2" —2mp—m)!
Sln(;le (22" —mo) (2" —my)! >1
we nave

(This can be shown easily by an induction on my),

4 2m?
Py > pr <12€'m0(m01) Mo m0>

2n AL
dmom 2m2
> pr — 2€-mo(mo — 1) — 20n1* 2n0
6m?
>pr—2c-mim—1)— om (7)

Applying the same argument to 1 — py, and 1 — ppr yields that

1—py>1—pr—2¢-mm—1)—

. . 6m?2
Finally, (@) and 8 give |py — pr| < 2¢-m(m — 1) + 5.

4 Negative Result

Let g be a fixed and publicly known XOR-distinct permutation. In Theorem
B2, we showed that ¥ (hi,g,p,p "}, hgl) is super-pseudorandom even if the dis-
tinguisher has oracle access to p and p~!, where h; and hs are uniform e-XOR
universal permutations, and p is a random permutation.

One might think that ¢(h1,g,p,p, h5_1) is super-pseudorandom even if the
distinguisher has oracle access to p and p~!. In this section, however, we show
that this is not true. We can distinguish ¢ (h1, g, p, p, hgl) from a random per-
mutation with advantage very close to 1.

More generally, let pi,p2,p,ps € P, be random permutations and ¢ =
¥(p1,p2,p, 0, p5). We prove that ¢ is not pseudorandom if the distinguisher
has oracle access to ps, py 1 and p. This proof implies that for any fixed and
public g, ¥(p1, g,p, p,ps) is not super-pseudorandom nor pseudorandom if the
distinguisher has oracle access to p.
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Define the advantage of D as follows.

def
Adv(D) = |py — prl

where
def —1 R
py = Pr(D¥P2P2 P(127) = 1| p1,p2,p,p5 ¢ Pn,th = ¥ (p1,p2,0, D, p5))
pr & Pr(DR#2#: 2 (120) = 1| R & Popyp,p & P)

Theorem 4.1. There exists a pseudorandom distinguisher D that has oracle
access to po, pgl and p and makes 6 queries in total,
2
Adv(D)>1— — .
2n
Proof. Let O = R or . Our distinguisher D has oracle access to O, pg,pgl and
p. Consider the following D:

. Ask (0,...,0) € {0,1}" to p; ' and obtain A.

. Pick X, A’ € {0,1}"™ such that A # A’ arbitrarily.

. Ask (X, A) to O and obtain (Y, B).

Ask A® A’ to ps and obtain C.

Ask A’ ® B to p and obtain D.

. Ask A’ ® B® C to p and obtain F.

. Ask (X, A® A’) to O and obtain (Z, F).

. Output “1” ifand only if F= A @ B®Ca®» DG E.

0~ DU W N

If O = v, then B is the input to p in both third round and fourth round
at step 3 since p2(A) = (0,...,0). Therefore we have p;(X) ® A = B. Now the
input to p in the third round at step 7 is p; (X) & A @ A’ which is equivalent to
A’ @ B. Next the input to p in the fourth round at step 7 is A’ @ B @ C since
p2(A@ A’) = C. Then we always have F = A'@B®C® D@ E at step 8. Hence
we have py = 1.

If O = R, we have pp = 22%"_1 < 2%

Corollary 4.1. For any fized and public g, ¥(p1,9,p, p, ps) is not super-pseudo-
random if the distinguisher has oracle access to p.

Proof. From the proof of Theorem [£.1]

5 Conclusion

In this paper, we proposed more efficient constructions of super-pseudorandom
permutations based on the five round MISTY type permutation than those given
in [3] .

In particular, we showed that the second round permutation g need not be
cryptographic at all, i.e., no randomness nor secrecy is required.

More precisely, let p and p; be random permutations, then we proved that
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¥(hi,g,p,p7 %, hgl) is super-pseudorandom, where h is an e-XOR universal
permutation, g is a (publicly known and fixed) XOR-distinct permutation,
and hjy is a uniform e-XOR universal permutation (Theorem [3.0]),
¥(hi,g,p, 07}, hgl) is super-pseudorandom, even if the adversary has oracle
access to p and p~!, where h; and hs are uniform e-XOR universal permu-
tations, and g is a (publicly known and fixed) XOR-~distinct permutation
(Theorem B.2),

but ¥(p1, p2, p,p,ps) is not pseudorandom nor super-pseudorandom, if the
adversary has oracle access to pa, p; - and p (Theorem EI).
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Appendix A. Proof of Lemma [3.7]

In v, we denote by Iz,()i) € {0,1}™ the input to p in the third round, and denote
by O:(,f) € {0,1}"™ the output of it. Similarly, If),OZ(f) € {0,1}™ are the input



160 T. Iwata, T. Yoshino, and K. Kurosawa

and output of p in the fourth round, respectively. That is, p( ) = O and
p(1y”) = 0.
Number of hy. First, for any fixed ¢ and j such that 1 <i < j <m:

— if x(L) = ng), then there exists no h; such that

h(wp)) © ) = (@) 2 )
smce :U(L) = a:%) implies J:R =+ x(])

— if mL #* a:L , then the number of h; which satisfies (J) is at most e#H?
since h; is an e-XOR universal permutation.

Therefore, the number of hy such that
hl(a:g)) @33%) = hl(ajg ) ® (J) for1<di<3j<m (10)

is at most €("y)#HY.
Next, for any fixed ¢ and j such that 1 <i < j < m:

— if x(L) = x(L), then there exists no hy such that

m(ef)) © g(ay) @m;? = (7)) @ g(r}) @ o (1)
since :L'(Li) = x(Lj) implies x ;é x , and our XOR-distinct g guarantees

(l‘%)) ® xR) £ g(x (J)) (J)
—if xL # ij), then the number of hy which satisfies ([I) is at most e#H?
since h; is an e-XOR universal permutation.

Therefore, the number of hy such that
hi () @ g @ 21 = h(29) @ g(@) @ 2 for 1 <Fi < Fj<m (12)

is at most €(y)#HY.
Then, from (I0) and (I2)), the number of h; such that

hy (x%))@m( D £y (x (J))GBLUU) for 1 <Vi<Vj<m, and
h1 (z(LZ)) g(ry @ )@IR) # hy(z (])) @g(xg%)) @IR) forI<Vi<Vj<m
(13)
is at least #HQ —2¢("y)#HY. Fix hy which satisfies ([3) arbitrarily. This implies
that I8V, ... I§™ and 0", ...,0{™ are fixed in such a way that:

I?()i) #* I?()j) for 1 <Vi <Vj<m,and
— 0 20 for 1 <Vi<Vj<m.
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Number of hs. Similarly, the number of hs such that

hs )@yg) ;éh (y(j) (]))EBy(J) for 1 <Vi<Vj<m,
hs(y" @ oY) @O" £ hs(y? @ y?) @ 0V for 1 < Vi< Vj<m

(y )@

( (i) <>) (i) () (14)
hs(y; @yé )® 0y # 0y for 1 <Vi,Vj <m, and

(v )

@y £ 19 for 1 <Vi,Vj <m,

is at least #H} — 2¢("y)#H} — 2m” #H" . Fix hs which satisfies (I4)) arbitrarily.
This implies that Oél), ceey Ogm and 141), ceny Lim) are fixed in such a way that:

— I £ 1) for 1 < Vi< Vj<m,

— 0 £ 0¥ for 1 <Vi<Vj<m,

— O:(),i) #* Oflj) for 1 < Vi,Vj < m, and
1§ £ 19 for 1 < Vi, ¥j < m.

Number of p. Now h; and hjy are fixed in such a way that

Mmoo
(which are inputs to p) are all distinct and
oM,....,o5m oM, ... o™

(which are corresponding outputs of p) are all distinct. In other words, for p, the
above 2m input-output pairs are determined. The other 2™ — 2m input-output
pairs are undetermined. Therefore we have (2" — 2m)! possible choice of p for
any such fixed h; and hs.

To summarize, we have:

— at least #H? — 26(7;)#H2 choice of hq,

— at least #H} — 2¢("y)#H, — L#H" choice of hs when h; is fixed, and
— (2™ — 2m)! choice of p when h; and hs are fixed.

Then the number of ¥ € MISTYS: which satisfy () is at least

e - o (127 ) ) (1-2¢() - )

> (#H,) (#H,) (2" = 2m))! (1 —2¢-m(m—1) — 2;’5)

This concludes the proof of the lemma.
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Appendix B. Proof of Lemma [3.2]

We use the same definition of I?(,i), Oéi), Iii) and Oy) as in the proof of Lemma
BI

Number of h;. First, similarly to the proof of Lemma [B-I] the number of h;
such that

(i)

hi(zy, )@x(l # hy (xL))@xR for 1 <Vi < Vj <my,
hl(x%)@x()%X”for1<Vz<m0and1<V]<m1,

hi (2 @ g(@) @ 21 £ by (29) @ g(2D) @ 29 for 1 < Vi < Vj < my,
hl(x(Ll))EBg( ())Gaxl);éY(J) for 1 <Vi<mgand1l<Vj<m

(15)
is at least #H} —2¢ (";0) #H! — ngi#H’ll Fix hy which satisfies ({5) arbitrarily.
This implies that I:,El), ceey I?Em“) and Ofll), ey Oflmo) are fixed in such a way that:

— 1) £ 1Y for 1 < Vi < Vj < m,

- I:gi) #X(j) for 1 <Vi<mgand1<Vj<my,
- Off) # Oflj) for 1 < Vi <Vj < myg, and

— Off) #Y(j) for 1 <Vi<mgand1l<Vj<mg.

Number of hs. Similarly, the number of hs such that

h5(y D@ yD) @yl £ by @ y) @y for 1 < Vi < Vj < ma,

hs(? @ y) @yl £ X0 for 1 < Vi <mg and 1 < Vj < my,

hs(\ @y @ 0 £ sy @ yD) @ 0 for 1 < Vi < Vj < mo, 6
hs(y (L @yg)@oguwn for 1 < Vi < mg and 1 < Vj < my, (16)
hs(y @ o'y @ 05 % 0 for 1 < Vi, Vj < myg, and

h5((L ® ;myguzgﬂ for 1 < Vi,¥j < mo,

1 2 1
is at least #H} — 2¢("°)#H, — 2m°"2’,§#Hn — 27"021%[{". Fix hs which satisfies

(I8) arbitrarily. This implies that O(l) OémO) and Lil), - Jim‘)) are fixed
in such a way that:

— 1" £ 1) for 1 < Vi < Vj < my,

— LY) #X(j) for 1 <Vi<mgand1l<Vj<my,
— Oi()f) #+ O:gj) for 1 < Vi <Vj < my,

— Oéi) #* Y for 1 < Vi < mg and 1 <Vj<my,
— Og) #+ Oflj) for 1 < Vi,Vj < mg, and

— I £ 19 for 1 < Vi, Vj < m.

Number of p. Now h; and hjs are fixed in such a way that
1 m 1 m 1
0 o D) x @ xom)

(which are inputs to p) are all distinct and
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05(31)7---,O;(gmo),Oil),...,Oé(lmo)7Y(1)’_..7y(m1)

(which are corresponding outputs of p) are all distinct. Then we have (2" —
2mgo — mq)! possible choice of p for any such fixed hy and hs.

To summarize, we have:

— at least #H} — 2¢ (WQLO)#H}L _ Zmomi#Hy i oice of h1,

2'71
1 2 1
— at least #H} — 26("50>#H711 — Zmorg}l#H” — Qm‘);fH" choice of hs when h; is
fixed, and

— (2™ — 2mgy — my)! choice of p when h; and hs are fixed.

Then the number of ¢ € MISTY3., which satisfy (B) is at least

(#H!N?(2™ — 2mo — mq)!

(192 mo\ 2moma _y mo\ 2moma _ Zm%
2 2n 2 2n AL

dmomy  2m3 )

2n 2n

> (#HMH2(2" — 2my —my)! (1 —2¢-mg(mo — 1) —

This concludes the proof of the lemma.
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BeepBeep: Embedded Real-Time Encryption
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Abstract. The BeepBeep algorithm is designed to supply secrecy and
integrity for embedded real-time systems. These systems must achieve
their required timing performance under all conditions, while operating
in a multi-tasking environment with tightly constrained CPU, memory,
and bandwidth resources. BeepBeep was designed to be implemented
as software on the processors most commonly used for embedded con-
trollers. It uses little program memory, no data memory (its state fits
into most processors’ register sets), and no inherent message padding
(ciphertext is a 1:1 replacement for plaintext). It is significantly faster
than existing algorithms (e.g. AES) in this environment and includes
mechanisms to support integrity as part of its basic secrecy operation.

Mbotivation and Requirements

Examples of embedded real-time applications requiring security include wireless
communications (cell phones, pagers, aircraft, Bluetooth, IEEE 802.11), remote
management of control systems for chemical and power plants, distributed man-
agement of distribution networks (pipelines and electrical grids, remote meter
readers), access and control of remote sites (physical security management, elec-
trical load shedding, medical equipment). Typical real-time cryptography re-
quirements differ significantly from conventional cryptography in a number of
ways.

1:1 message size: Varying-length byte streams must be encrypted with min-
imal message expansion, particularly in retrofit applications.

varying integrity requirements: Detection of message corruption is essential,
particularly for actions with serious consequences.

key agility: Each message can have a different key for each unicast/multicast
address, requiring rapid key change after a message header is processed.
low latency: Input to output delay is more important than throughput.

low jitter: Processing time for each message packet should be the same.
(There is little or no time for per message key scheduling.)

small memory footprint: Many high-volume cost-sensitive applications use
single-chip microcomputers with a total RAM of 128 or 256 bytes.

security time horizon: “tactical” rather than a “strategic”

compatibility: Embedded systems tend to be closed communities, with little
need to be compatible with the rest of the world

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 164-[I78 2002.
© Springer-Verlag Berlin Heidelberg 2002
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A search of existing cryptographic algorithms failed to find any that met
these requirements. The algorithms’ problems include large latency and slow
speed (particularly for the small messages typical of real-time systems), large
data structures, expansion of messages, and significant cost to switch keys in
RAM-constrained implementations.

1.1 Deadlines

Real-time cryptography must live within deadlines, typically that repeat with
fixed periodicity. Overstepping the deadline frequently is not possible. Only
worst-case execution times factor are important; average performance better
than worst-case has limited utility. Missed deadlines can cause catastrophic fail-
ures in safety critical systems. Most real-time systems are heavily multi-tasked
and the time slices allocated to a cryptographic task may be very small.

1.2 Context Switching and State Size

The heavily multi-tasked and interrupt-driven nature of real-time systems, cou-
pled with their tight latency requirements, means that such systems do a lot
of context switching. Frequent switching reduces the utility of modern proces-
sor cache technology, and can even lead to counter-productive cache thrashing.
Indeed, partly for this reason, microprocessors used in real-time systems often
have no data cache.

A real-time cryptographic algorithm should be designed to minimize memory
access penalties. Ideally, the crypto state of the algorithm should fit within the
register set of the target CPUs. But, small 8-bit and 16-bit microcomputers often
do not have enough register space to hold the minimum crypto state needed to
be secure.

Given the general trend of real-time controllers increasing their word size to
32 bits and with most 32-bit controllers’ register sets having sufficient size, it
makes sense to size an encryption algorithm’s state to fit into as many of the
32-bit microcomputers’ register sets as possible and be resigned to the fact that
smaller processors will have store part of its state in RAM.

A survey of 32-bit CPUs found that most have at least seven 32-bit registers
available to hold crypto state data, when leaving enough other registers to hold
the rest of algorithm’s state and temporary values. The non-ignorable exception
is the Intel x86 family. For the x86 family, use of MMX registers, or of a single
on-chip cache line, can provide the same storage. Overall, then, an algorithm’s
crypto state should not exceed the magical number sevenl] 32-bit words.

1.3 Message Size

Most real-time communication products are designed to minimize energy use,
size, weight and cost, while providing an acceptable bit error or message loss

! With apologies to Miller|[8].
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rate. When cryptographically-based communications security is included in these
products, either as a new design or a retrofit, there is seldom an available budget
for cryptographic overhead. Instead, every increase in message size leads to a
decrease in the functionality for which the product was purchased.

In some retrofit applications, where correctness of system communications
behavior has previously been certified, changes in system timing due to crypto-
graphic expansion of messages is not tolerable. In other networks, where users
pay by the byte (e.g., with aircraft or LEO satellites), cryptographic expansion
impacts profitability.

All of these situations create a need to minimize message growth due to
cryptography. This need is amplified by the very short message sizes of many
real-time systems, frequently on the order of 10 bytes, where even small per-
message overhead due to cryptography can be a large burden.

For all of the just-stated reasons, a major goal of a real-time cryptographic al-
gorithm design is to minimize or eliminate message expansion. This requirement
eliminates the use of block cipher modes such as ECB, which round messages
up to the next block size; the chosen cipher must either be a stream cipher, or a
block cipher used in a stream cipher mode. The former is typically more efficient.

Stream ciphers also have communications overhead, in the form of an initial-
ization vector (IV). Luckily, most real time communication messages are indi-
vidually identified through extrinsic or intrinsic means which can be used as the
IV without creating any additional overhead.

1.4 Security

Secrecy. Most real-time communications have a need for short-term secrecy,
to deny an attacker knowledge of current control system state. The need for
long-term secrecy in such systems is infrequent, but it does exist. Information
of major economic value, such as trade secret process parameters or inventory
levels of arbitrage-able commodities, requires long-term secrecy. Such secrecy can
always be provided by super-encryption of the information at risk, though this is
undesirable. Ideally, a single cipher should meet both short-term and long-term
secrecy needs.

Authentication and Integrity. Real-time systems usually need to prevent
message forgeries and unauthorized message modification. Corrupt control mes-
sages can cause disasters directly. Corrupt reports of current state can lead to
disasters indirectly. Authentication and integrity can be supported by including
predictable values in the (extended) plaintext message. The classical way of do-
ing this is by appending a cryptographic hash of the plaintext to the message.
A less computationally costly alternative is possible when the cipher provides
suitable feedback of the plaintext (or a derivative text) into subsequent cipher-
text, eventually affecting an expected value at the end of the message. In many
real-time systems, particularly those involving retrofit or rollover, existing frame
check data can be included in the encryption as the predictable postfix integrity
value. This can reduce or eliminate message size expansion.
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Existing real-time systems often can add cryptography only as new “lump in
the cable” hardware. Coupled with latency restrictions, this requires on-the-fly
cryptography — secrecy and integrity have to be done in one pass.

Where on-the-fly cryptography isn’t needed, a second encryption pass over
the message with a different starting point and/or direction, can distribute an
integrity check over the entire message. This permits all predictable values within
the plaintext to be used for integrity without regard to their location, including
data that can do double duty as an IV as well integrity checking.

Real-time systems typically are autonomous and do not accept for encryption
and transmission messages from untrusted sources. This precludes many “oracle”
and related types of attack.

1.5 Asset Exploitation

Embedded real-time cryptography is a struggle of economics, in which the goal
is to make an adversary incur more cost than the effort is worth while not im-
posing prohibitive cost on authorized users. A design should attempt to include
assets which are already available to authorized users in a way that prevents
an adversary from exploiting alternate technologies to gain an advantage. The
greatest perceived threat is the conversion of a weakness in an algorithm into a
workable break by using custom integrated circuit (ICs) or field programmable
gate arrays (FPGAs) to greatly speed up trial decodes.[|[I] This suggests a
design goal for the algorithm to include elements which are cheap or free when
implemented in software on real-time controllers but are expensive to implement
in ICs or FPGAs. The latter expense is primarily “silicon area” in terms of gates
and routing. This goal can be accomplished by incorporating in the algorithm
the use of hardware elements which exist in most real-time control CPUs and
require a large number of gates and/or routing. The most obvious big consumer
of “silicon” in a CPU is memory (including caches). For reasons given above,
memory assets for data storage cannot be cheaply exploited. The next largest
silicon element is a fast multiplier. CPUs in real-time controllers have 32-bit
arithmetic units, including a multiplier. The multiply speed has been getting
faster in each generation of CPUs. This trend is expected to continue.

2 BeepBeep Description

BeepBeep is a new algorithm designed specifically to meet the above require-
ments. Its main elements (described in detail below) are a 127-bit primitive
Linear Feedback Shift Register (LFSR), clock control, non-linear filter, and two
stage combiner. The LFSR provides a stream of pseudo-random values. The clock
control and non-linear filter protect against known LFSR attacks. The two stage
combiner mixes the algorithm’s “text” input with the nonlinear filter output and
a word from the LFSR to produce the algorithm’s final output. A block diagram
of BeepBeep’s main loop is shown in Fig. [l and pseudo C-code for BeepBeep is
shown in Fig.[2. For simplicity, this pseudo C-code assumes the output buffer is
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Fig. 1. Encryption Block Diagram

a multiple of 8 bytes and BeepBeep’s execution will change bytes in this buffer
following the last byte of the message for messages sizes not a multiple of 8.

The symbol +° in the block diagram and the +‘ routine in the pseudo-C
code means unsigned ones complement addition. Most CPUs today use twos
complement addition. Conversion to ones complement is done by wrapping the
carry out of the most significant bit of a twos complement sum back into its least
significant bit. The carry wrap is done using a “with carry” variant of add (which



BeepBeep: Embedded Real-Time Encryption

#define +‘(a, b) // unsigned ones complement sum

((a+b)<a?a+b+1:a+b)

#define step0_32(ctl) // if ctl = 1, advance LFSR by 32 bits
i = 1fsr[3] ~ 1fsr[1]; // 32 new LFSR bits
1fsr[3] = 1fsr[3 - ctll; // shift LFSR by O or 32 bits

1fsr[2] = 1fsr[2 - ctl];

// n

1fsr[1] = ctl ? 1fsr[0] | i >> 31 : 1fsr[1]; // "

1fsr[0]

ctl ? i<< 1 : 1fsr[0]; // "

#define crypt(src, ctl) // process one word, update variables

sum = +‘(sum, 1lfsr[src]l);

step0_32(ctl); step0_32(ctl); // if ctl, advance LFSR by 64 bits
m.f = sum * state; // entwine and nonlinearize LFSR output bits
i = (m.h.u - m.h.1) ~ clock; // " and whiten

if (encrypt) { *c++ = (j = (xp++
else { *pH+ = (J (kc++ + 1))
state = +‘(j, state);

= 1fsr[3 - srcl])) - i; }
~ 1fsr[3 - srcl; }

clock -= j + (src == 2 7 1fsr[0] : 1lfsr[2]);

void BeepBeep(lfsr, clock, sum, state, bytes, p, c, encrypt)
uint32 1fsr[4]; // left-justified 127-bit LFSR; 128 key bits
uint32 clock; // LFSR clocking control; 5th word of key

uint32 sum; // running sum of LFSR ouput; 6th word of key
uint32 state; // filter state feedback; 7th word of key
sint32 bytes; // number of bytes in message

uint32 *p, *c; // plaintext and ciphertext word pointers

char  encrypt;

uint32 i, j; // short term temporaries

union { struct {uint32 u, 1;} h; // (wpper and (1l)ower (h)alves

uint64 £; } m; // of (£)ull 64-bit (m)ultiply

// Optional initialization goes here

if (big_endian)

(encrypt 7 *p : *c)[(bytes+3)/4] >>>= (4 - bytes % 4) * 8;

for (; bytes > 4; bytes -= 8) { crypt(2, 1);

crypt (1, clock >> 31); }

if (bytes > 0) crypt(2, 1);

if (big_endian)

(encrypt 7 #p : *c)[-1] <<<= (4 - bytes % 4) * 8;

Fig. 2. BeepBeep Pseudo-C Code

// 8 bytes per loop

// 1 to 4 bytes left

169

exists on all twos complement CPUs) on the immediately following add to the
sum. If the next operation isn’t an add to the sum, a instruction must be inserted
which adds a (twos complement) zero to the sum. Thus, the +‘ subroutine uses
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only one or two machine instructions. Ones complement format has two zeros
(40 and -0). As used here, +0 is not possible if either input is non-zero. A ones
complement -0 is a -1 when used in twos complement operations.

2.1 Crypto State

BeepBeep uses seven 32-bit words as its crypto state, which is held in three 32-
bit variables (clock, sum, and state) and one array of four 32-bit elements (Ifsr).
BeepBeep’s key is simply its entire initial crypto state. The size of the key is be
larger than the security of the algorithm. The “excess” key size is used to speed
up the initialization of the key generator when key changes are made.

IV methods are discussed in the Initialization section following the descrip-
tion of BeepBeep’s main processing loop. In the following description, the term
“processed” means that all operations required to produce an output (ciphertext
for encryption and plaintext for description) have been performed.

2.2 Clock Controlled Linear Feedback Shift Register

The polynomial for BeepBeep’s LFSR is 2'27 4+ 253 +1. The LFSR is left-justified
in four 32-bit words (Ifsr/3] down to Ifsr/0]) and is left shifted. It operates in
Tausworthe (full words) fashion, producing three 32-bit output words (the right-
most three words). The right-most bit of the right-most word contains one bit
of key before the first LFSR shift and is zero thereafter. The LFSR advances 64
bits iff the most significant bit (MSb) of the clock variable is a one or an even
number of text words have been processed.

LFSR outputs are used for inputs to three functions: non-linear filter, clock-
ing, and two stage combiner. Which outputs are used for which function were
chosen to avoid the reuse of any output value for the same function when clock
control does not advance the LFSR, to avoid the use of LFSR[0] where knowledge
of it LSb being zero would be a weakness, and to allow efficient implementation
on 64 bit CPUs.

After each text word is processed, the autokey feedback (ciphertext + 7) is
subtracted from clock. If an even number of words have been processed, Ifsr/0]
is subtracted from clock, else Ifsr[2] is subtracted from clock. This provides an
autokey influence on LFSR clocking.

2.3 Nonlinear Filter with State and Diffusion Function

Before each text word is processed, one of the LFSR outputs is added to sum us-
ing ones complement addition. If an even number of words have been processed,
Ifsr[2] is added, else ifsr[1]is added. Then sum and state are multiplied together.
After the multiplication, the lower half of the product is subtracted from the
upper half. This multiply and subtract function provides most of BeepBeep’s
diffusion. The diffusion function output is then XORed with clock to create i.

After each text word is processed, the autokey feedback (ciphertext + i) is
added to state using ones complement addition.
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2.4 Two Stage Combiner

The output of the filter (i) goes to the final section of this algorithm, which is a
two stage combiner.

For encryption, the plaintext is first combined with an LFSR word using
XOR and then the result is combined with the nonlinear filter’s output (7) using
twos complement subtraction. The result of this operation is the ciphertext. If
an even number of words have been processed, Ifsr/1] is used, else Ifsr/2] is used
for the XOR.

For decryption, the order of the combiner’s two operations is reversed and
addition is used instead of subtraction.

2.5 Initialization

BeepBeep currently has five options for performing the IV function, depending on
on system requirements and available resources. The first option is the traditional
explicit IV value prepended to each message. The second option uses an implicit
value available in most real-time systems, such as frame sequence number or
system time. For these two options, the state variable is initialized with the IV
value instead of key. (Such systems use only 192 bits of key.) Fig. Bl shows the
method for incorporating this IV into the key.

if (bytes < 1) { // used only for new key or IV
bytes = - bytes;
m.f = (state + 1fsr[3]) * (2 * (state + 1fsr[3]) + 1);
clock +=m.h.1; // mix in IV changes
1fsr[2] -=m.h.1; // mix in IV changes
m.h.1l <<<= 16; // circularly left shift by 16 bits
state = +‘(m.h.1, bytes); // +¢ ensures state is not +0
1fsr[1] = +¢(1fsr[1], state); // ensure LFSR is not +0, vary with IV
sum |= state; } // ensure sum is not +0, vary with IV

Fig. 3. Initialization example

The IV (held in state) is added with sum to form a value x, which is trans-
formed via the bijective polynomial 222 4+ x. The lower 32 bits of the resulting
value (m.f) is then added into clock and subtracted from Ifsr/2] both using twos
complement arithmetic. The m.f value is then circularly rotated left by 16 bits.
The result is added with the message size (in bytes) to create a new state value.
This state value is added to Ifsr[1] using ones complement addition and ORed
into sum.

Initialization or key distribution must ensure a non-zero starting value for at
least one word of the LFSR and preferably for sum and state. At the beginning
of the algorithm, the only variable that is known to not be zero is bytes (the
count of bytes remaining to be processed). This fact is exploited in the last
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three lines of this initialization option to create the desired non-zero values. The
OR function is used for sum because it is a single instruction where the ones
complement addition requires two instructions. The downside of the OR function
is that its result is too rich in one bits. This bias is not a problem because the
next operation on the variable sum will always be a ones complement addition
with one of the LFSR words. The IV is added into Ifsr/1] because its change
diffuses the fastest into the other LFSR words.

The third IV option is to just prepend truly random data to the plaintext
before encryption and discarded it after decryption. Because BeepBeep uses an
autokey, this data performs the role of an IV (without revealing its actual value).
This option creates only a small variation in the LFSR’s state, which could lead
to related key attacks. Thus, this option should only be used where code space
is extremely tight on a device that does decryption only and the random data
can be made large relative the actual message data.

The fourth IV option is to derive an IV from the message itself. For appli-
cations that can’t use either of the above IV options, a “hash IV” can be used.
To use this, a one-way hash of the message’s tail is done. The resulting hash is
added to the message’s head just for encryption (discarded before the message
is transmitted). The combination of hashing and BeepBeep’s forward diffusion
causes all bits of the message’s tail to be diffused throughout the whole message.
The “tail” could be the whole message, if the operation starts at the middle of
the message and wraps around, ending back at the middle. Because BeepBeep
is faster than known hash algorithms, it can be used to create the hash and
pre-encrypt the message at the same time. This effectively converts BeepBeep
into a variable sized block cipher (no padding). This is similar to the old idea of
using an autokeyed cipher to make two passes over a message (one pass in each
direction), which also could be used. Of course, using an IV derived from the
message body means that a repetition of a message is detectable by an adversary.

The fifth IV option is to use crypto-state carry over between messages. This
can be used when BeepBeep is implemented on a reliable message delivery ser-
vice, which guarantees in-order and error-free reception (as is the case in many
real-time systems). This option can be viewed as all messages being just packets
of one large virtual message. The initial key is never reused; so, no IV is needed.

3 Design Rational for Performance

3.1 Linear Feedback Shift Register

An LFSR may seem like an odd choice because LFSRs are notoriously slow
in software. This problem is solved by using a trinomial with the taps spaced
exactly a multiple of a word-width apart. Using word-wide operations creates
a variant of a Tausworthe generator that can produce a word of new bits with
fewer instructions than is used to produce one bit in typical software LFSRs.
This trick increases the LESR’s speed by over 60 times.
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BeepBeep’s loop encrypts two text words per iteration, each word using dif-
ferent LFSR outputs. The selection can be virtual, with no software execution
cost, by the loop being a 2x unroll of basic 32-bit encryption.

3.2 Clock Control

The minimum possible clock control scheme is self-decimation using one bit from
the LFSR as the clock control. But, this scheme has been successfully attacked
for even bit-wise clocking. BeepBeep’s 64-bit step size would be even weaker.
By adding just one instruction, a stronger clocking mechanism can be built.
BeepBeep subtracts one of the LFSR’s words from a running difference (clock).
On top of this, BeepBeep includes an autokey feedback into the clock control
using just one more instruction.

The most significant bit of clock is used as the clocking control to allow ef-
ficient implementation on most CPU types. Implementing clock control using
branching instructions is very slow on most modern high performance CPUs.
This is because the direction taken at each branch will be unpredictable. Unpre-
dicted branches usually cause pipeline flushes and refills. Many CPU types (such
as ARM, MIPS, and Pentium) have conditional instructions. For these CPUs,
the new value of an LFSR word can be conditionally moved into the register
that holds the old value, based on the sign of clock. Of all the bits in a register,
the sign bit is the one that is universally the easiest to test. For CPUs without
conditional instructions, the following trick can be used. First, convert the sign
bit to a full boolean word by doing an arithmetic right shift by 31 bits. Then,
replace the conditional expression “ctl ? new : old” with the logic expression
“(ctl & (new XOR o0ld)) XOR old” for each LFSR word.

To further reduce the performance cost of clock control and to increase the
“decimation rate” (if that concept is even applicable to a Tausworthe generator
where three of the four LFSR words are used for something in the remainder of
the algorithm), the clock control is applied only to the second text word of each
loop; the LFSR is always advanced for the first word.

The LFSR words used for the clock subtrahend are Ifsr/0] and [fsr[2]. Because
the least significant bit (LSb) of ifsr/0] is always 0 (required by the fast LFSR
trick), it cannot be used as the LFSR value used for the ciphertext XOR. To
balance LFSR word usage, Ifsr[0] is used here where knowledge that the LSb is
0 does not create a possible weakness. The other subtrahend variant is Ifsr/2]
because it is easy to access on a hybrid 32/64 bit CPU.

4 Design Rationale for Security

The best known attacks against BeepBeep currently take on the order of 2%
work. However, this is the result of limited analysis. The remainder of this section
describes some of BeepBeep’s security considerations.
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4.1 Clock Controlled Linear Feedback Shift Register

This LFSR was chosen to get a keystream sequence which is long enough to
effectively never repeat and has known good statistics while using a minimum
of storage resources. But, the Tausworthe speed-up trick’s use of a trinomial
exacerbates the LFSR’s vulnerability to well known attacks. BeepBeep’s defense
against these attacks include clock control and a nonlinear filter with state. Other
defenses (such as those using multiple LFSRs) were found to be too expensive
to implement in real-time software. The LFSR’s clock control is anemic. It adds
only 1/2 bit of uncertainty for each 32 bits of text. This could lead to an attack
by exhaustive enumeration. But, this mechanism is designed only to cover any
weaknesses that may be found in the nonlinear filter which require large amounts
of text to be successful. If an attack against the nonlinear filter gains less than
1/2 bit of information per word encrypted, this clocking mechanism may defeat
that attack.

The clock control is of the stop-and-go type, which has known attacks. The
LFSR output selection covers this by not reusing the same value for the same
function whenever the LFSR is stopped.

Both clock and the sum variables act as integrators of the LFSR outputs. This
stops the majority of attacks against clock controlled LFSRs, which assume the
current crypto state is a function just of the number of deletions that have
occurred. With the integrators, the current crypto state is dependent not only
on the number of deletions, but on their specific history as well.

The author is unaware of any attacks against an LFSR of this size and has
both clock control and a nonlinear filter with state.

4.2 Nonlinear Filter with State

One of desired characteristics of a nonlinear filter is a high nonlinear order.
The nonlinearity (in GF») of this filter begins with the carry chain in the ones
complement additions. Each bit of each sum is 33rd order (as opposed to a
twos complement sum which would be 32nd order in its most significant bit
and decreasing one order for each lesser significant bit). Each bit of each partial
product in the multiply is 66th order. The carry chain for the multiply partial
product additions and the borrow chain in the subtraction of the full product
halves, complete the 128th order of the filter. This high nonlinear order makes
higher order differential analysis infeasible (viewing the filter with feedback as
a round in a 32-bit block cipher, ignoring the fact that the “key” changes for
every block).[7]

The nonlinear filter with state has three design goals beyond those normally
seen in a filter generator. The first is to exploit the use of the 32-bit multiplier
that exists on almost all real-time controller CPUs. The second is to maintain
real-time performance by working on full 32-bit words. The third is to provide
forward text diffusion as part of the autokey mechanism.

The autokey feedback to the filter is first added into state. Because of the
wrap-around carry, any bit change in the feedback can affect any bit in the result,
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although with decreasing probably along the carry propagation chains. Each bit
of state is paired with each bit of sum in the multiply’s partial products. Given
that sum is nearly uniform (except that it can’t be zero), each bit you flip in
the ciphertext has about a 50% chance of affecting any bit in the filter output,
and thus also any succeeding bit in the remainder of the message. This is one of
BeepBeep’s mechanisms for providing integrity.

Because the multiply filter is nonlinear and one-way, including its output
makes recovery of the previous states difficult.

The use of full words means each LFSR input to the filter is decimated
by a factor of 32, even if there weren’t the additional decimation from clock
controlled LFSR stepping. That is, without clock control, each bit position of
an LFSR output word would “see” an LFSR sequence decimated by 32. This
means that current nonlinear filter analyses (such as [8]) don’t hold here.

As with any LFSR filter, the output should be uniformly distributed. With-
out the ones complement addition on the inputs to the multiply, a zero output
would be much more frequent than the mean output frequency. To solve this
problem, the ones complement running sums are used. These sums are never
zero if initialized to a non-zero value. Even with this “correction”, there is still
some bias. This “multiplication followed by subtracting the product halves” has
a distribution which is closely related to the factorization of 232 + 1 (641 and
6700417). That is, values which are multiples of these factors will occur more
often than the average. The XOR of clock into the feedback path around the
multiplier “whitens” the output and prevents any possible short cycles in the
multiply’s feedback path.

DIEHARD (http://stat.fsu.edu/~geo/diehard.html) showed no problems,
even when parts of BeepBeep disabled (e.g. keying the LFSR to zero, forcing
state to zero).

Ignoring carry and borrow, each of the filter’'s 32 output bits is a perfect
nonlinear function of all its 64 input bits. The effect of carry and borrow on
nonlinearity and correlation has not been analyzed.

4.3 Two Stage Combiner

This two stage combiner is used for the following reasons: (1) Addition and
subtraction provide some lateral plaintext diffusion. (2) Using non-associative
operations provides some integrity protection. With a simple XOR combiner
(or any linear combiner), an adversary knowing a plaintext can manipulate the
ciphertext bits to make the plaintext resulting from decryption be anything the
adversary wants. But, not with a two stage combiner having non-associative
functions; the most significant bit of each word is the only bit vulnerable. This
is the lessor of BeepBeep’s mechanisms for providing integrity protection.

4.4 Keying and IV

BeepBeep uses seven words (224 bits) for keying, or 192 bits if state is used
as an IV. Some of these keys are so weak as to be illegal to use. These are
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the keys which make the LFSR all zero. The IV initialization described above
prevents this. Therefore, any bit pattern can be used for keying BeepBeep with
this initialization.

An autokey function is included to compensate for the very small amount
of crypto state that can be held and to provide forward diffusion as part of the
integrity protection. As with any autokey, adaptive chosen plaintext attacks are
a concern. Such attacks are not possible for most applications in the intended
domain. For those applications where such attacks are possible, the implemen-
tation should not allow messages to be sent such that they are associated with
an IV that has known properties.

While BeepBeep has several IV options, ignoring the requirement for an IV
is not one of them. Without an IV, BeepBeep can be the subject of “walking
one” chosen plaintext attack. With just 32 one-word messages, the lower 31 bits
of ¢ and Ifsr(1] and be found. The attack can proceed to find all of the LFSR
and some bits of clock. An adaptive chosen attack needs only 32 messages minus
the Hamming weight of the lower 30 bits of 3.

4.5 Integrity

During both encryption and decryption, the middle value of the two-stage com-
biner (ciphertext + ) is fed back into state and clock. This autokey mechanism
propagates errors forward to provide integrity. The state and clock variables pro-
vide only 64 bits of change propagation through the message. But, the most
significant bit of clock controls the state of the LFSR and sum, which adds an-
other 127 4+ 32 bits to the error propagation state. Information is accumulated
into these latter 159 bits at a rate of 0.5 bits per word encrypted.

Integrity loss is detected by checking a known value (check data) at the end
of a message after decryption. For most real-time communication, check data
is already used in messages to detect naturally occurring errors. For messages
without existing check data or if the size of the check data is too small for
integrity checking, additional check data has to be appended to a message prior
to encryption. Given the high diffusion in the feedback loop, any change in the
ciphertext will have a 50% change of affecting each bit of the check data.

The two-stage combiner is another integrity mechanism. Because the opera-
tions are not associative, this is not equivalent to a simple additive combiner and
the typical integrity attacks do not work. The “lateral diffusion” of the 32-bit
twos complement addition is hidden by the 32-bit XOR super-encipherment. This
leaves only the most significant bit vulnerable to attack. Given complete knowl-
edge of a message’s plaintext and ciphertext, an attacker still cannot manipulate
the other decrypted plaintext bits in a word to be a value of his choosing, even
if the autokey mechanism weren’t used. Thus, BeepBeep has double integrity
coverage for most of a message’s bits.

Via the autokey feedbacks to state and clock, any change in a message will
eventually affects the entire crypto state. Because most modern communications
systems and virtually all communications in real-time control have error detec-
tion or correction schemes, which accept messages only if they are error free,
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the historic concern of plain-fed autokey propagating errors is rarely applicable
today.

The autokey eventually has the enciphered text affecting all bits of the crypto
state, which includes the LFSR’s 127 bits, the filter’s state of 64 bits and the
clock control’s 32 bits. All of these are interconnected with multiple paths to
prevent divide and conquer attacks.

5 Applications and Performance

BeepBeep is being included in several product developments. One is to encrypt
radio communications with commercial aircraft. Another is the remote control
of buildings’ safety, security and other automation functions, including meter
reading, load shedding, and other gas and electric network management func-
tions.

BeepBeep was first implemented on a Pentium II in assembly. Encryption
took about 6.5 clocks per byte. A hand analysis of the assembly code showed it
should have taken about 4.4 clocks. The reason for the difference is not known,
but the most likely suspect is costly cache misses while reading in the plaintext
on Windows NT. Start up time was under 100 clock cycles. The code space was
460 bytes each for encryption and decryption (they were coded separately), with
the main loop being 184 bytes. The algorithm’s entire data state was held in the
Pentium’s registers (including MMX).

One of the remote control application is interesting because its CPU is only an
8/16-bit hybrid. But, it is a typical heavily multi-tasked embedded control sys-
tem. The requirements were that in the residual approximately 50 bytes of RAM
and 1,638 bytes of ROM, the “security layer” of the protocol stack had to provide
secrecy, integrity, authentication, and key management while consuming min-
imal communication bandwidth (including idle/turnaround time). Rijndael[2)
exceeded the memory limits just trying to do secrecy;[6] XTEA (tean)[I0] ex-
ceeded the limits when simple integrity was added; Skipjack[d] was better than
XTEA for RAM but not ROM. Surprisingly, a BeepBeep based solution fit into
28 bytes of RAM and 1,628 bytes of ROM (954 of it for BeepBeep) even though
BeepBeep’s 32 bit operations had to be synthesized out of 8 and 16 bit instruc-
tions. This application also had the constraints of minimizing bandwidth and
execution time because the communication rate can be slow (2400 baud) and
some customers are charged for communication time.

6 Conclusion

The need for an encryption algorithm designed specifically embedded real-time
systems has been identified. An algorithm to meet the unique requirements for
these systems has been designed and is being fielded. This algorithm exceeds
the performance of other algorithms in several areas including memory, time
(particularly latency and jitter), and message size.
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Abstract. We present a new keystream generator (KSG) MUGI, which
is a variant of PANAMA proposed at FSE '98. MUGI has a 128-bit
secret key and a 128-bit initial vector as parameters and generates a
64-bit string per round. The design is particularly suited for efficient
hardware implementations, but the software performance of MUGI
is excellent as well. A speed optimized implementation in hardware
achieves about 3 Gbps with 26 Kgates, which is several times faster
than AES. On the other hand the security was evaluated according
to re-synchronization attack, related-key attack, and linear correlation
of an output sequence. Our analysis confirms that MUGI is a secure KSG.

Keywords. Keystream generator, Block cipher, PANAMA, Re-synchro-
nization attack, Related-key attack.

1 Introduction

This paper presents a new keystream generator MUGI that is designed for use
as a stream cipher. MUGI has a 256-bit input (consisting of a 128-bit secret key
and a 128-bit public parameter IV) and outputs a 64-bit random data block for
each round.

Several approaches are known in the literature to the design of KSGs. One
particularly popular approach is based on Linear Feedback Shift Registers (LF-
SRs). They are suitable for very compact hardware implementations and provide
good randomness. However, due to their linearity and predictability, they cannot
be used in their pure forms. Several techniques have been developed to improve
their security, such as the combination generator, non-linear filtering, and clock
control. A substantial amount of research has been spent on the security of these
schemes. But LFSRs are not suited for efficient software implementations.

On the other hand software-oriented stream ciphers seem to be designed in an
ad hoc way, and we do not seem to have the appropriate tools to evaluate them.
The most important criterion is to verify deviations from randomness. Examples
in this class include (Alleged) RC4 [Sc96] (security analysis in [FS01]), SEAL 3.0
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[RCI8]| (security analysis in [F101]), LEVIATHAN [McF00] (security analysis in
[CLO1]), and LILI-128 [CGMPSO00Q] (security analysis in [MFIOI]).

In this paper we focus on PANAMA, designed by J. Daemen and C. Clapp
[DCIY]. PANAMA is based on generic design principles, comparable to those of
block ciphers. PANAMA can be used both as a KSG and as a hash function.
However, recently Rijmen et al. [RRPV01] have exposed security weaknesses
in the security of PANAMA as a hash function. But these weaknesses have no
impact at all on the security of PANAMA as a KSG.

MUGI is a variant of PANAMA which is only suitable as a KSG. The de-
sign goal is to make MUGI suitable for many platforms. As a result, MUGI
achieves a performance that is equal to or even better than AES [DR99], es-
pecially the hardware performance is excellent. MUGI can be implemented in
hardware with 18 Kgates. In terms of security, we evaluate the security against
re-synchronization attacks [DGV94| and related-key attacks. Furthermore we
calculate the linear correlation of the output sequence. As the result, we con-
clude that MUGI is a reliable and efficient cryptographic primitive that can be
used to provide encryption and message authentication.

This article is organized as follows: in Sect. Zlwe describe the generalization of
a PANAMA-like structure and discuss the security of this type of KSG. The speci-
fication of MUGI is given in Sect. 3 In Sect. [ we present some results about the
security of MUGI. In Sect. Blwe discuss the implementation of MUGI both in soft-
ware and hardware. In Appendix, we give test vectors of MUGI. You can find the
perfect version of this paper at http://www.sdl.hitachi.co.jp/crypto/mugi/
index-e.html.

2 Design Policy

2.1 Panama-Like Keystream Generator

The principal part of a KSG is a set (S,7, f) which consists of an internal state
S, its update function 7', and the output filter f which abstracts the output
sequence from the internal state S. We call the set (S,7) the internal-state
machine. In addition we call a single application of the state update function a
round. S refers to the internal state at round t.

For PANAMA, the internal state is divided into two parts, state a and buffer
b. The update function of PANAMA depends in a different way on different parts
of the internal state. Note that each update function uses another internal state
as a parameter. We denote the update functions of state a and buffer b with p
and )\, respectively.

The noteworthy characteristic of PANAMA’s p-function is its use of an SPN
structure. Such a KSG design must be motivated by the following simple ques-
tion: how can a secure cryptographic function be constructed from insecure cryp-
tographic components? For block ciphers (or pseudorandom permutations) there
is a de facto standard construction, which uses a Feistel network or an SPN as
a component (called a round function) and iterates it for mixing. PANAMA is an
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answer for a KSG. It uses a core mixing function p similar to the round function
of a block cipher and a large buffer instead of fixed extended keys and iterations
of a round function.

On the other hand the function A is a simple linear transformation. The
output filter f drops about half of the bits of state a for each round. We call
a KSG which satisfies such characteristics PANAMA-like keystream generator
(PKSG). This can be formalized in the definition of a PKSG as follows.

Definition 1 Consider an internal-state machine consisting of two internal
states, namely the state a, the buffer b, and their update functions p, \. The
keystream generator which consists of an internal-state machine ((a,b), (p, X))
and an output filter f is called a PANAMA-like keystream generator if it
satisfies the following conditions:

(1) p includes an SPN transformation that uses parts of buffer b as a parameter.
at D = p(a®,p®).

(2) X is a linear transformation that uses a part of state a as a parameter.
b = X6 M),

(3) [ outputs a part of state a, which is typically no more than 1/2 of the bits
of a.

The first condition characterizes a PKSG, but the other conditions are also
necessary. For example, not updating the buffer or outputting all of the state
significantly decrease the security [E'WT00].

2.2 Selection of Components

MUGI is a KSG and has a PKSG structure. In order to select the components
for MUGI, we want to build on other strong cryptographic primitives in the
literature. As a result we use some components of AES [DR99], which are well
evaluated. For example the substitution table S-box and the linear transforma-
tion are the same as for AES. Although currently the design of a PKSG is not
as straight forward as that of block ciphers, this selection should make MUGI
more secure.

2.3 The Difference between PANAMA and MUGI
The MUGI design aims to achieve the following two points:

1. Efficiency in hardware implementations. Particularly a gate-efficient imple-
mentation must be possible.
2. To make evaluation easier than PANAMA.

To achieve these properties, the basic data size is decreased from 256-bit to
64-bit. And an 8-bit substitution table is adopted to improve the security of
p. In addition, an extended Feistel network is adopted in p instead of a simple
SPN-structure, in order to simplify the evaluation.



182 D. Watanabe et al.

3 Specification of MUGI

In this section we give a description of MUGI. MUGI is a KSG with a 128-
bit secret key K (a secret parameter) and a 128-bit initial vector I (a public
parameter). It generates a 64-bit length random bit string Out[t] for each round.

As we mention in Sect. 21 any KSG can be described as the combination of
an internal-state machine and an output filter.

First we describe the internal state of MUGI in Sect. and the update
function in Sect. B33l Then we discuss the initialization in Sect. B4 and the
random number generation in Sect.

3.1 Input

The basic data size of MUGI is 64 bits, called a unit in this paper. MUGI has
two inputs as a parameter. One is a 128-bit secret key K and the other one is
a 128-bit initial vector I. The left and right units of K are denoted by Ky and
K1, respectively. Iy and I; are used in a similar way.

3.2 Internal State

MUGI has two internal states, state a and buffer b. The state a consists of 3
units denoted by ag,a1,as from left to right. On the other hand, the buffer b
consists of 16 units. Each of them is denoted by by, ..., b15 in the same manner
as state a.

3.3 Update Function

The update function of PKSG consists of p and A, the update functions of state
a and buffer b, each of which uses the other internal state as a parameter. In
other words the update function 7" of the complete internal state is described as
follows:

(a(t+1), b(t+1)) = T(a(t), b(t)) — (p(a(t)7 b(t))7 )\(a(t)’ b(t))),

In the following we explain p and A of MUGI.

Core mixing function p. p is the update function of state a. It is a kind of
target-heavy Feistel structure [SK96] with two identical F-functions (Fig. [I), it
uses buffer b as a parameter. The function p can be described as follows:

) =l
a§t+1) _ agt) ® F(agt), bff)) & Cq
W = o) S F(a, 4l <<< 118 Cy

(1, Cy in the equations above are constants.
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Fig. 1. p-function of MUGI

F-function. The F-function consists of a key addition (the data addition from
the buffer), a non-linear transformation using the S-box, a linear transformation
using the MDS matrix M and a byte shuffling (Fig.[2). The S-box and the MDS
matrix are the same as for AES.

F-function
1

Fig. 2. F-function of MUGI

Buffer update function A. The function A is the update function of buffer b,
it uses a part of state a as a parameter. A is the linear transformation of b and
can be described as follows:

B =0, (5 #0,4,10)
10 0
B — D) g 30
B\t = b @ (bY) <<< 32)
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3.4 Initialization

The initialization of MUGI is divided into three steps. The first step initializes
the buffer b with a secret key K. The second initializes state a with an initial
vector I. Finally the whole internal state is mixed.

In the first step the secret key K is extended to 192 bits and it is put into
state a as follows:

ay®) = Ko,
al" = K,
all?) = (Ko <<<7) & (K >>>7) & Cy,

Here time ¢y denotes the start of the initialization. The value Cj in the above
equation is a constant (see Sect. B.6). Then follow, a mixing step with only a p

iteration and the left side unit of each a®, a((f) is put into the buffer b as follows:

bis—i = (p" (a0, 0))o

In the above equations p’ denotes the i-th iteration of p and p(a,0) means that
the data stored into buffer b is not used for this step.

In the second step the mixed state a(K) := p'%(al*),0) and the initial vector
I are required. I is added to state a as follows:

a(K7I)0 = G(K)o @IQ,
a(K,I)l = G(K)l @117
a(K,I)g=a(K)y® (In <<< 7)® (I; >>>T7) @ Cy,

Then state a is mixed again with 16 rounds of the iteration p. So the mixed state
a can be represented as p'%(a(K,I),0).

The last step consists of 16 rounds of the whole update function 7', so a(%),
the initialized state with K, I, can be written as follows:

a) = 1'(p'(a(K, 1),0),b(K)),

where b(K) denotes the buffer b initialized by the secret key K.

3.5 Random Number Generation

After the initialization, MUGI generates 64-bit random numbers and transforms
the internal state in every iteration. Denote the output of round ¢ as Out|t], then
the output is given as follows:

Out[t] = agt)

In other words MUGI outputs 64 bits of the right side of state a at the beginning
of the round process.

The processes from the initialization to the random number generation are
summarized in Table [l
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Table 1. Schedule of MUGI

[Round t [Process [Input[Output‘

—49 Inputting Key| K -

—48,...,—33|Mixing (by p) | — -

Initialization|—32 Inputting IV 1 -

—31,...,—16|Mixing (by p) | — -

—15,...,0 |Mixing (by 7)| - -
Generating |1, ... Mixing and — | Out[t]
bit strings Outputting

3.6 Constants

The MUGI algorithm uses three constants: Cy in the initialization, and C7,Cy
in p. They have the following values:

Cy = 0x6A09E667F3BCCI08,
C1 = 0xBB67AE8584CAAT3B,
C5 = 0x3C6EF372FE94F82B.

These are hexadecimal values of v/2, v/3, and v/5 multiplied by 26%. These con-
stants aim to prevent the invariance of byte-wise equality, and are chosen to
ensure that there is no trap-door.

4 Security

The security of KSG is reduced to the relationship between input and output
bits (or relationship between output bits). All attacks to KSG that improve over
exhaustive key search and over exhaustive search over the internal state use some
of these relationships and guess the internal state. We consider the possibility
that the attacker can observe any kind of relationship, i.e. the condition that the
attacker can observe some deviation between input and output bits (or between
only output bits) is identified with the success of the attack, even if the attacker
cannot get any information about the internal state. This identification comes
from the philosophy that the output sequence of the secure KSG should be
unpredictable. The relationship mentioned above is divided into three cases as
follows:

Randomness. An attacker fixes a secret key and an initial vector, and then he
observes the relation in the output sequence.

Re-synchronization attack. An attacker fixes a secret key, and then he ob-
serves the relation between initial vectors and output sequences.

Related-key. An attacker fixes an initial vector, and then he observes the re-
lation between keys and output sequences. The related-key attack includes
observing the relation between keys and initial vectors.

On the other hand exhaustive key searching require 2'27 computations on average
to find correct key. So we say an attack is efficient when it costs less than 2'27
encryptions on average to find the correct key.
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4.1 Randomness of an Output Sequence

The linearity should be one of the most important characteristics in the known
evaluation methods. Here ‘linearity’ does not imply linear complexity, but max-
imum probability of linear combinations of output bits. We note that searching
this linear combination is analogous to search for the best approximation for
a block cipher, and apply the evaluation method used in linear cryptanalysis
[Ma94]. More specifically, this corresponds to counting active S-boxes in linear
approximations for evaluating the linearity of a MUGI output sequence. At the
same time applying this technique to PKSGs is more difficult than applying it
to block ciphers because the buffer is updated dinamically. Therefore, we give
up constructing actual linear approximations and calculate the lower bound of
the number of active S-boxes required for any linear approximation.

We denoted the number of active S-boxes of a linear approximation with AS.
The maximum linear probability of the MUGI S-box is 279, so it can be assumed
that the linear characteristic of the output sequence of MUGI is sufficiently small
if there is no linear approximation with AS < 22. Applying this method to MUGI
results in the following theorem:

Theorem 1 For all linear approximations of MUGI, AS > 22.

Here, we present the proof of this theorem. Constructing a linear approximation
which consists of output units can be separated into two steps as follows:

1. Construct a linear approximation of p.
2. Search a path including the buffer.

We illustrate each step below.

The linear approximation of p. Before starting the evaluation, we give an
equivalent transformation of p for easier analysis. Figure [3] shows the digest of
the transformation. In Fig. Blthe left side F-function is denoted by G; we use this
notation just for convinience. First, F' can be moved to the left side in the next
round. Next, the mask corresponding to an output unit can assume all values, so
we separate this part into two masks, an output mask and an input mask. This
transformation is not ‘equivalent’ in the common sense, but it is equivalent in the
sense that mask patterns are not changed by the transformation. After that, we
remove unnecessary branches. The right side of Fig. [3l shows the transformed p.
Hereafter, “p” represents the transformed p. Note that the number of branches
drops off to two, and the output masks of the F- and G-functions come directly
from the ‘input’ and ‘output’ masks, which the attacker can choose.

Figure M shows some important paths of p. Only the five paths shown there
assure that the number of active S-boxes is greater than five. The branch num-
ber of the matrix M is defined by min,o(wg(x) + wg(Mz)), where wg(z)
denotes the byte-wise Hamming weight of = [Da95]. The branch number of the
linear transformation is an important characteristic for the diffusion properties
of a block cipher. But for PKSGs, the branch number of the matrix M does
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Fig. 3. Equivalent transformation of p

not guarantee a lower bound on the number of active S-boxes for a linear ap-
proximation, even if it includes several active F-functions. This property is quite
different from that of block ciphers.

Type 3: AC>=5

Type 4: AC>=5 Type 5: AC>=5

Fig. 4. Linear approximation of p

Linear path trail of MUGI. Next, we search for a path including the buffer
that gives a linear approximation consisting of only output bits. For PKSGs,
the attacker can observe any number of rounds. So it is possible to construct
the linear approximation with the outputs of any rounds. Furthermore, some
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linear approximations may skip intermediate p-functions, it implies that there is
a possibility that to observe more rounds increases the deviation. This feature
makes it difficult to search all paths.

Before the starting discussion we define some notation. We denote the first
and last round of the path as t; and t.. The mask that is applied to the data
XOR-ed from state a to buffer b is denoted as I'(D)®). In addition we denote an
active F-function as 1, and a zero approximated F-function as 0. For example,
when an F-function is active and a G-function is not active in round ¢, we denote
this as I'(a)® = (1,0).

First, we pay special attention to the first round and the last round of the
path. The value of the input mask for all units of the buffer and their state is
zero in the first round, and only the mask for an output unit Out[ts] is active.
Only two paths, Type 1 and 3 in Figure B satisfy this condition. The last round
is the same as the first round, so the possible paths in round ¢, are only those
shown as Type 1 and 2.

Next we consider the influence of the buffer to p. The I'(D)®) is 0 from round
ts to ts + 4 because all input masks for the first round are 0. In addition, the
input mask from the buffer to the G-function must be active, so I'(D)*+5) is
active. In a similar manner, I'(D)® is 0 at round ¢, — 5 < t < t, and is active
at round . — 6.

The path search (or the calculation of the lower bound for AS) is divided into
several cases according to the mask before or after the round ¢ and t.. But we
show the proof only for the case that both masks at round ¢4 and ¢, are of Type
1. Other cases can be proved in similar manner. In this case AS > 20 because
both the first round and the last round are Type 1. In addition, F(D)(tE*G) is
active.

If there is a round i (1 < i < 4) such that (I'(a)9) ['(a)t++1)) =
((0,0),(1,1)), the path includes more active F-functions of Type 1 or 3, so
AS > 25 is derived. Hence we consider only the case that I'(a)(***") = 0 for
all rounds ¢ from 1 to 4. Similarly the mask condition before the last round
must be I'(a)*<=" = 0 for all rounds i from 1 to 6. Under this condition,
I'(a)®+5) £ (0,0). Additionally, I'(D)*-*6) and I'(D)(*<~%) are active and
I(D)*=7 is equal to 0. So the number of rounds t. — t; must be greater
than 14. These results and the fact that I'(D)(*~%) is active demonstrate that
I(a)t=%) #£ (0,0) or I'(a)*=7 # (0,0). Therefore AS > 22 is shown in this

case.

4.2 Re-synchronization Attack and Related-Key Attack

The re-synchronization attack [DGV94] should be the most effective attack
against PKSGs, hence we try to apply it to MUGI. Before starting the dis-
cussion we give a brief explanation of this type of attack. A re-synchronization
attack can be used against keystream generators, which have not only a secret
key, but also a public parameter. It is an effective attack if the initialization of the
algorithm is too simple. Under the assumption that the secret key is fixed, the
attacker first searches for some relationship between the public parameters and
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the corresponding outputs. If some relationship has a high probability, one can
guess information about the secret key from it. For example, linear cryptanalysis
on the counter mode of a block cipher is a kind of re-synchronization attack. Esti-
mating the security against related-key attack is the same as re-synchronization,
by interchanging initial vectors with secret keys.

We chose differential and linear characteristics, and SQUARE attack [DKR97]
variants for evaluating the relationship between inputs and outputs of MUGI.
The attacks against block ciphers using these characteristics are well known as
differential cryptanalysis [BS93] and linear cryptanalysis [Ma94]. The design of
a PKSG, especially its p function, is quite similar to a block cipher design. This
suggests that the above two statistical properties are well suited for evaluating
the relationship between the initial vector I and a corresponding internal state.

Maximum differential and linear characteristics of iterations of p. Now
we ignore the XOR to the buffer and output generation, i.e., we consider only
the iteration of p and evaluate its differential and linear characteristics. We can
apply these evaluation methods in the same way as they are applied to block
ciphers.

Table Blshows the minimum number of active F-functions in all units of state
a for each attack.

Table 2. Number of active F-functions in the differential and linear paths of p

[Number of rounds][- - -[11][12[13[14[15]16]17[18]19]20[21]22]23]
Differential  [[--[10]12[12[12]14[16[16]16]18[20[20]20[22
Linear ---[10[12]12]13[14[16]16]17[18]20]20[21[22

Resistance against a re-synchronization attack: Table [2] shows the relationship
between the initial vector I and corresponding state a(*) transformed by ¢ iter-
ations of p. It implies that more than 23 iterations of p have no differential and
linear characteristics with a probability higher than 27128,

In the initialization of MUGI, 16 rounds transformed only by p are applied
after setting the initial vector I. Afterwards, 16 rounds transformed by 7" are
applied. However, the buffer b influences the differential and linear characteristics
of state a only after round —9, i.e., 22 rounds after setting I. Therefore, we
conclude that to observe the deviation due to these characteristics is difficult
after round ¢ > 0.

On the other hand Table 2 suggests that there are some correlation between
initial vector I and some units of corresponding buffer b at round 0. However, the
differential characteristic consists of an output sequence and the buffer has more
than two buffer-units. The correlation between one of them and I is too small
to observe. Therefore, no attacker can exploit that correlation. The conditions
for linear cryptanalysis are similar.
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Related-key attacks: To observe the correlation between keys and the correspond-
ing outputs is more difficult than the correlation between initial vectors and the
corresponding outputs because of the first mixing step. So no security flaw can
be found by using differential and linear cryptanalysis.

Square-attack variants. Because of the highly byte-oriented structure, some
of the SQUARE attack [DKR97] variants can be considered. The SQUARE attack is
currently the most successful attack against block ciphers with an SPN-structure,
e.g., Rijndael, the AES. We examine the applicability of the attack and inves-
tigate the possible relations. Consequently we conclude that no variants of the
SQUARE attack can reduce the security of MUGI PKSG.

The SQUARE attack against a block cipher is a chosen-plaintext attack where
an attacker chooses a number of related plaintext blocks each of which is typically
different only in a byte or a word. We call these chosen plaintext set A-set
if the word has all values, and we say that the word is saturated. Because of
the saturation at the input of a non-linear function, the attacker can expect
to control the intermediate values to some extent. From the ciphertext side,
the attacker partially decrypts the intermediate value which is still controlled
because of the saturated plaintext blocks. If the attacker guesses the key for the
partial decryption, then the attacker can distinguish the correct and incorrect
round keys.

In a stream cipher, an attacker must try to select different value of either key
or initial vector values to mount this attack. Therefore the possible applications
of the SQUARE attack must be either a related-key cryptanalysis or a chosen
initial vector attack.

Related-key attacks: At first, we define the model of the attack. We assume that
the attacker does not know the key value. To obtain the saturation property, the
attacker can run a number of key initializations, the keys of which differ only in
a part of the key value; in this discussion we will concentrate on key-dependent
runs where the keys differ in one word. The attacker cannot observe anything
until the pseudorandom number sequence comes out. We check if the attacker
may find any properties at the output sequences amongst a number of runs.
The saturated key set will inject the saturation property during the buffer
initialization. At first, we investigate how buffers are initialized with the proper-
ties. For simplicity, we ignore the key padding rule so that we give the attacker
the maximum flexibility for setting the initial state values. Let A denote the
property of an intermediate word such that in each run the concerning word has
a different value, i.e., the word is saturated. Let O denote the property that for
all runs the value is constant. Also we introduce the weakest property “balanced”
denoted by @ that means that the XOR-summation over all runs is zero. If the
word is neither of them, namely uncontrollable, then we use the notation *. If
the word triple (A, B,C) has the properties of A, O, and @ for the word A, B,

C, then we write (A, B,C) % (4,0,8),or ASB A, B 0, and C 2 &.
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Obviously the most effective word in which to inject the saturation is the word
that affects other words the last. We analyze the case of (ag, a1, as) RN (4,0,0).

Remember the output of the ¢-th round is denoted by (

trace the property and show the results in Table Bl.

a(()t)7 agt)7 agt)

Table 3. The word properties in each intermediate values

). We simply

Intermediate value|Word property
(@y”,a”,a”’) | (4,0,0)
(ay”,al",a) | (0,0,4)
(ay”,a?,al?) | (0,4,0)
(ay”,a®,al?) | (A,4,4)
(a? 0l al?) (A, 9, 9)
(a§”,ai”,a$?) (@, %, %)

(aéﬁ+)7 a’§6+)7 §6+)) (*7 *7 *)

Hence, the initial values of the buffer b; have the following properties de-
pending on the index i:

0:i=1514,
p | Ari=13,12,
b @i=11 (1)
*:1=10,9,...,0

Note that this does not mean that the attacker is able to control the interme-
diate value up to by1. In fact, b;; can be expressed by other buffer values and
a single F-function evaluation (see the discussion above concerning non-linear
buffer relation). However, thanks to the subsequent randomization after initial
vector injection, this property must be destroyed before the output sequence is
generated. Therefore we believe the related-key attack based on the SQUARE
attack does not pose any threat.

Re-synchronization attacks: This attack may be more practical than the above
related-key cryptanalysis. However, the initial vector does not inject any value
to the buffer until the 16-round mixing completes. Taking the number of control-
lable rounds shown above into account, 16-round mixing is sufficient to destroy
the saturation property due to initial vector.

5 Implementation

MUGTI is designed to be suitable both in software and hardware implementa-
tions. In both cases, the implementation achieves a high performance and a low
implementation cost. Table @] and Bl summarize the software and hardware per-
formance respectively. Table @l shows that the performance in C is a little bit
faster than AES.
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Table 4. Software performance

Processor Frequency oS Compiler Performance
(cycle/byte)

Alpha 21164 600MHz |Digital UNIX V4.0B DEC cc 9.8
Intel Pentium III| 500MHz | Windows NT 4.0 |Visual C++ 6.0 17.7

Table 5. Hardware performance (Hitachi 0.35 ym CMOS ASIC library)

Optimization Gate size|Clock cycle| Throughput|Initialization

(K gate) (MHz) (Mbps) (ns)
speed opt. 26.1 45.7 2922 1095
gate cnt. opt. 18.0 42.3 676 4590
(3 layers pipelining)|| (> 19.0) (126.6) (2025) (1531)

The hardware implementation of MUGI achieves excellent performance, sev-
eral time faster than AES.

6 Conclusion

We have proposed a new keystream generator MUGI built on the idea of
PANAMA. MUGI is efficient in both hardware and software. Our security
analysis indicates that MUGI is resistant against related-key attacks and re-
synchronization attacks. But the security of MUGI should be evaluated more.
We invite the reader to explore the security of MUGI.
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A Test Vector

key[16] =
{0x00 0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 0x09 0x0Oa 0xOb 0xOc 0x0d OxOe O0xO0f}
iv[16] =
{0xf0 Oxe0 0xd0O 0xcO OxbO Oxa0 0x90 0x80 0x70 0x60 0x50 0x40 0x30 0x20 0x10 0x00}

after key input:

state a = 0001020304050607 08090a0b0c0d0e0f 7498£5f1e727d094

buffer b =

0000000000000000  0000000000000000 0000000000000000 0000000000000000
0000000000000000  0000000000000000 0000000000000000 0000000000000000
0000000000000000  0000000000000000  0000000000000000  0000000000000000
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0000000000000000  0000000000000000  0000000000000000  0000000000000000

after the first 16 rounds mixing:

state
buffer b =

7dea261cb61d4fea
5cc4835080bc5321
2d13c00221057d8d
9c0c2097edb20067

after iv input:
state
buffer b =

T7dea261cb61ld4fea
5cc4835080bc5321
2d13c00221057d8d
9c0c2097edb20067

after the second
state
buffer b =

7dea261cb6ld4fea
5cc4835080bc5321
2d13c00221057d8d
9c0c2097edb20067

a = 7dea261cb6ld4fea eafb528479bb687d

bfe2485ac2696cc7
dfbbb88c02c9c80a
b36b4d944£5d04cb
09671cfbcfaad5fb

bfe2485ac2696cc7
dfbbb88c02c9c80a
b36b4d944£5d04cb
09671cfbcfaad95fb

16 rounds mixing:

bfe2485ac2696cc7
dfbbb88c02c9c80a
b36b4d944£f5d04cb
09671cfbcfaa95fb

after the whole initialization:

state
buffer b =

d25c6643a9dabd67
5eda7c5b0dbf 1554
3dc6c6bc876beb72
£5e9e609dd8e3cc3

output =
bc62430614b79b71
4930b5d033157£46

e893c5b5abb2ff2b
d3e8a809b214218a
39d84df58£8840e2
9cf94157c£512603

71266681c35542de
b96ed8499a282645

c905d08£50fa71db
591a6857e3112cee
738177859£3210£f6
9724d9144c5d8926

c905d08f50fa71db
591a6857e3112cee
738177859£3210£f6
9724d9144c5d8926

c905d08£f50fa71db
591a6857e3112cee
738177859£3210£f6
9724d9144c5d8926

ce840d£556562dc6
d42bcb0bb4811480
cd7£e2794367deb¢c
871323e1d70caa2b

Tababb4fb80e82d7
dbeblef16d329b15

eb8189612089ff0b

£d5755df9ccOceb?9
20ead0479e63cdc3
c08ee4dcb2d08591
08090a0b0c0d0e0f

a = 8d0af6dcO6bddf6a 9a9b02c4499b787d £100cffe031d365b

£d5755df9ccOceb9
20ead0479e63cdc3
c08ee4dcb2d08591
08090a0b0c0d0e0f

a = 4e466dffcb92db48 f5eb67b928359d8b 5d3c31a0af9cd78f

£d5755df9ccOceb9
20ead0479e63cdc3
c08ee4dcb2d08591
08090a0b0c0d0e0f

a = Oceba4dlalcbcOf7 316993816117e50f bc62430614b79b71

4210def4ccf1bl45
76d9c281d£20192d
680920245819a4£5
0b6bb4c0466c7aba

0b96982890b6e143
34a9192c4ddcf34e
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Abstract. We report on the design of Scream, a new software-efficient
stream cipher, which was designed to be a “more secure SEAL”.
Following SEAL, the design of Scream resembles in many ways a
block-cipher design. The new cipher is roughly as fast as SEAL, but
we believe that it offers a significantly higher security level. In the
process of designing this cipher, we re-visit the SEAL design paradigm,
exhibiting some tradeoffs and limitations.
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1 Introduction

A stream cipher (or pseudorandom generator) is an algorithm that takes a short
random string, and expands it into a much longer string, that still “looks ran-
dom” to adversaries with limited resources. The short input string is called the
seed (or key) of the cipher, and the long output string is called the output stream
(or key-stream). Stream ciphers can be used for shared-key encryption, by using
the output stream as a one-time-pad. In this work we aim to design a secure
stream cipher that has very fast implementations in software.

1.1 A More Secure SEAL

The starting point of our work was the SEAL cipher. SEAL was designed in
1992 by Rogaway and Coppersmith [5], specifically for the purpose of obtaining
a software efficient stream cipher. Nearly ten years after it was designed, SEAL
is still the fastest steam cipher for software implementations on contemporary
PC’s, with “C” implementations running at 5 cycle/byte on common PC’s (and
3.5 cycle/byte on some RISC workstations).

The design of SEAL shares many similarities with the design of common
block ciphers. It is built around a repeating round function, which provides the
“cryptographic strength” of the cipher. Roughly speaking, the main body of
SEAL keeps a state which is made of three parts: an evolving state, some round
keys, and a mask table. The output stream is generated in steps (or rounds). In
each step, the round function is applied to the evolving state, using the round
keys. The new evolving state is then masked by some of the entries in the mask

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 195-209] 2002.
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table and this value is output as a part of the stream. The mask table is fixed,
and some of the round keys are be changed every so often (but not every step)

In terms of security, SEAL is somewhat of a mixed story. SEAL is designed
to generate up to 2% bytes of output per seed. In 1997, Handschuh and Gilbert
showed, however, that the output stream can be distinguished from random
after seeing roughly 234 bytes of output [4]. SEAL was slightly modified after
that attack, and the resulting algorithm is known as SEAL 3.0. Recently, Fluhrer
described an attack on SEAL 3.0, that can distinguish the output stream from
random after about 244 output bytes [3]. Hence, it seems prudent to avoid using
the same seed for more than about 2%° bytes of output.

The goal of the current work was to come up with a “more secure SEAL”. As
part of that, we studied the advantages, drawbacks, and tradeoffs of this style
of design. More specifically, we tried to understand what makes a “good round
function” for a stream cipher, and to what extent a “good round function” for
a block cipher is also good as the basis for a stream cipher. We also studied the
interaction between the properties of the round function and other parts of the
cipher. Our design goals for the cipher were as follows:

— Higher security than SEAL: It should be possible to use the same seed for 264
bytes of output. More precisely, an attacker that sees a total of 264 bytes of
output (possibly, using several IV’s of its choice), would be forced to spend
an infeasible amount of time (or space) in order to distinguish the cipher
from a truly random function. A reasonable measure of “infeasibility” is,
say, 289 space and 2°® time, so we tried to get the security of the cipher
comfortably above these values i

— Comparable speed to SEAL, i.e., about 5 cycles per byte on common PC’s.

— We want to allow a full 128-bit input nonces (vs. 32-bit nonce in SEAL).

— Other, secondary, goals were to use smaller tables (SEAL uses 4KB of se-
cret tables), get faster initialization (SEAL needs about 200 applications of
SHA to initialize the tables), and maybe make the cipher more amenable to
implementation in other environments (e.g., hardware, smartcard, etc.) We
also tried to make the cipher fast on both 32-bit and 64-bit architectures.

1.2 The End Result(s)

In this report we describe three variants of our cipher. The first variant, which
we call Scream-0, should perhaps be viewed as a “toy cipher”. Although it may
be secure enough for some applications, it does not live up to our security goals.
In the full version of this report we describe a “low-diffusion attack” that works
in time 279 and space 2°°, and distinguishes Scream-0 from random after seeing
about 2% bytes of the output stream.

! In SEAL, the evolving state is the words A, B, C, D, the round keys consists of the
table T" and the n;’s, and the mask table is S.

2 This security level is arguably lower than, say, AES. This seems to be the price that
one has to pay for the increased speed. We note that the “obvious solution” of using
Rijndael with less rounds, fails to achieve the desired security/speed tradeoff.
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We then describe Scream, which is the same as Scream-0, except that it
replaces the fixed S-boxes of Scream-0 by key-dependent S-boxes. Scream has
very fast software implementations, but to get this speed one has to use secret
tables roughly as large as those of SEAL (mainly, in order to store the S-boxes).
On our Pentium-III machine, an optimized “C” implementation of Scream runs
at 4.9 cycle/byte, slightly faster than SEAL. On a 32-bit PowerPC, the same
implementation runs at 3.4 cycle/byte, again slightly faster than SEAL. This
optimized implementation of Scream uses about 2.5 KB of secret tables. Scream
also offers some space/time tradeoffs. (In principle, one could implement Scream
with less than 400 bytes of memory, but using so little space would imply a
slowdown of at least two orders of magnitude, compared to the speed-optimized
implementation.) In terms of security, if the attacker is limited to only 264 bytes
of text, we do not know of any attack that is faster than exhaustively searching
for the 128-bit key. On the other hand, we believe that it it possible to devise a
linear attack to distinguish Scream from random, with maybe 289 bytes of text.

At the end of this report we describe another variant, called Scream-F (for
Fixed S-box), that does not use secret S-boxes, but is slower than Scream (and
also somewhat “less elegant”). An optimized “C” implementation of Scream-F
runs at 5.6 cycle/byte on our Pentium-III, which is 12% slower than SEAL.
On our PowerPC, this implementation runs at 3.8 cycle/byte, 10% slower than
SEAL. This implementation of Scream-F uses 560 bytes of secret state. We
believe that the security of Scream-F is roughly equivalent to that of Scream.

1.3 Organization

In Section [2 below we first describe Scream-0 and then Scream. In Section Bl
we discuss implementation issues and provide some performance measurements.
In Section B we briefly discuss the cryptanalysis of Scream-0. (A more detailed
analysis can be found in the full version.) Finally, in Section B, we describe the
cipher Scream-F. In the appendix we give the constants that are used in Scream,
and also provide some “test vectors”.

2 The Design of Scream

We begin with the description of Scream-0. As with SEAL, this cipher too is
built around a “round function” that provides the cryptographic strength. Early
in our design, we tried to use an “off the shelf” round function as the basis for
the new cipher. Specifically, we considered using the Rijndael round function
[2], which forms the basis of the new AES. However, as we discuss in the full
paper, the “wide trail strategy” that underlies the design of the Rijndael round
function is not a very good match for this type of design. We therefore designed
our own round function.

At the heart of our round function is a scaled-down version of the Rijndael
function, that operates on 64-bit blocks. The input block is viewed as a 2 x 4
matrix of bytes. First, each byte is sent through an S-box, S[], then the second
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row in the matrix is shifted cyclically by one byte to the right, and finally
each column is multiplied by a fixed 2 x 2 invertible matrix M. Below we call
this function the “half round function”, and denote it by Gg a(x). A pictorial
description of Gg ps can be found in Figure[1

a ¢ e g
<bdfh>

| byte substitution

replace each byte

\1, z by S[z]
SM SM SM SM
Sp]  S[d]
TOW Shlft shift 2nd row by
one bytc to right
Cl C
S[h] S[b]

eplace each column ¢
by Mec, for some fixed
X 2 matrix M

column mix

b/ d/ f/ h/

Fig. 1. The “half round” function Gs,ar

Our round function, denoted F'(x), uses two different instances of the “half-
round” function, Gs, ar, and Gg, ur,, where Sy, So are two different S-boxes, and
My, M5 are two different matrices. The S-boxes Si, S5 in Scream-0 are derived
from the Rijndael S-box, by setting S1[z] = S[z], and S2[z] = S[z & 00010101],
where S[] is the Rijndael S-box. The constant 00010101 (decimal 21) was chosen
so that So will not have a fixed-point or an inverse fixed- pomtﬁ The matrices
M7, My were chosen so that they are invertible, and so that neither of M7, M,
and My LMy contains any zeros. Specifically, we use

_(1l=z . 1 z+1
Ml(xl) M2<x—|—1 1 )

where 1,7,2 + 1 are elements of the field GF(2%), which is represented as
Zolx]/(2® + 2" + 28 + 2 +1).

The function F' is a mix of a Feistel ladder and an SP-network. A pseudocode
of F is provided below, and a pictorial description can be found in Figure 2l

3 An inverse fixed-point is some z such that S[z] = Z.
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To T4 Tg T12 T2 Te T10 X1
1 Ts T9 T13 xr3 T7 Ti1 T1

Gsy | |Gsy 0y

4

Cyclic shift by
K two columns

I
\
I

GShMl Gsz,M2

/ / / /
Lo Ty Tg Tyg

/ /
L1 Ty Tg9 Ty3

/ / ! /
Loy Tg Tyg L7

/ / / /
T3 T7 T11
Fig. 2. The round function, F'

Function F(x):
1. Partition x into two 2 x 4 matrices

o Ly rg L o Tg Fo &
A:=(04512) B:=(2610 14)

Iy &5 Tg L1y &3 Iy F11 T1s

2. B:=Bd G pmlA) /] use A to modify 4, B

3. A:=Gsy a, (A)

4. B := (g‘:: g‘:j g’i'z gcl' I) /[ rotate B by two columns
5. 8wap A < B

6. B:=B®Gs, a.(A) [/ use A to modify 4,8

7.

A:=Gg o (A)

o

Collect the 16 bytes in A, B back into
z' = (Ao Ao Boo Big Aog Ay Bog Big Aos Avp Boga Bra Apa A Bog Big)

The main loop of Scream-0. As with SEAL, the cipher Scream-0 maintains a
state that consists of the “evolving state” x, some round keys vy, z, and a “mask
table” W. In Scream-0, =,y and z are 16-byte blocks, and the table W consists of
16 blocks, each of 16 bytes. In step i of Scream-0, the evolving state is modified
by setting z := F(x @ y) @ z, and we then output z & Wi mod 16].

In Scream-0, both the mask table and the round keys are modified, albeit
slowly, throughout the computation. Specifically, after every pass through the
mask table (i.e., every 16 steps), we modify y, z and one entry in W, by passing



200 S. Halevi, D. Coppersmith, and C. Jutla

them through the F' function. The entries of W are modified in order: after
the j’th pass through the table we modify the entry W[j mod 16]. Moreover,
instead of keeping both y, z completely fixed for 16 rounds, we rotate y by a
few bytes after each use. The rotation amounts were chosen so that the rotation
would be “almost for free” on 32-bit and 64-bit machines. This simple measure
provides some protection against “low-diffusion attacks” and linear analysis. A
pseudocode of the body of Scream-0 is described in Figure [3

The main loop of Scream:
State: z, y, z — three 16-byte blocks

w — a table of 16 16-byte blocks
tw — an index into W (initially ., = 0)
1. repeat (until you get enough output bytes)
2 for ¢ =0 to 15 // generate the next 16 output blocks
3 z:=Fz®y) // modify the “evolving state” x
4. z:=x b z
5. output z @ Wi mod 16]
6 ifi=0or 2mod4 // rotate y
7 rotate y by 8 bytes, y := ys..15,0..7
8 else if ¢ =1 mod 4
9. rotate each half of y by 4 bytes, y := y4..7,0..3,12..15,8..11
10. else if i < 15 // no point in rotating when ¢ = 15
11. rotate each half of y by three bytes to the right, ¥ := ys..7,0..4,13..15,8..12
12. end-if
13. end-for
14. y:=Fy®=2) // modify y, z, and Wliy]

15. z:=F(z®y)

16. W iw] := F(W{iw])
17. T 1= iy + 1 mod 16
18. end-repeat

Fig. 3. The main body of Scream and Scream-0

Key- and nonce-setup. The key- and nonce-setup procedures of Scream-0 are
quite straightforward: We just use the round function F' to derive all the quan-
tities that we need. The key-setup routine fills the table W with some initial
values. These values are later modified during the nonce-setup routine, and they
also double as the equivalent of a “key schedule” for the nonce-setup routine. A
pseudocode for these two routines is provided in Figures d and [3l.

2.1 The Ciphers Scream

The cipher Scream is the same as Scream-0, except that we derive the S-boxes
S1[-], So[] from the Rijndael S-box S[-] in a key-dependent fashion. We replace
line Oa in Figure @ by the following

Oa. set Si[z] := S[...S[S[z + seedo] + seed1] ... + seed;s] for all ©
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Key-setup:

Input: seed — a 16-byte block

State: a,b — temporary variables, each a 16-byte block

Output: W0 — a table of sixteen 16-byte blocks

Oa. set Si[z] := S[z] for all z // S[] is the Rijndael S-box
Ob. set Sz[z] := S1[z @ 00010101] for all =

1. a:=seed

2. b:=F(a®pi) // pi is a constants: the first 16 bytes in the binary expansion of 7
3. fori=0to 15

4. a:=F*a)®b /[ four applications of the function F

5 WO[i] :==a

6. end-for

Fig. 4. The key-setup of Scream-0

Nonce-setup:

Input: nonce — a 16-byte block
State: WO — a table of sixteen 16-byte blocks
a,b — temporary variables, each a 16-byte block
Output: z,y,z  — three 16-byte blocks
%4 — a table of sixteen 16-byte blocks
1. z := F?(nonce @ WO[1]) // two applications of the function F
2. y:=F*(z®WO[3])
3. a:= F*(y® Wo[5])
4. z:= F(a® WO[T]) // only one application of F
5. b=z
6. fori=0to 7 // set W as a modification of W0
7. b:= F(b® WO0[2i])
8. W[2i] =W0[2]®a
9. W[2i+1]:=WO0[2i+1] b
10. end-for

Fig. 5. The nonce-setup of Scream and Scream-0

(Notice that 4+ denotes integer addition mod 256, rather then exclusive-or.) In
terms of speed (in software), Scream-S is just as fast as Scream-0, except for the
key-setup. However, it has a much larger secret state (a speed-optimized software
implementation of Scream-S uses additional 2Kbyte of secret tables). We note
that we still have Sa[z] = Si[z @ 00010101], so a space-efficient implementation
need only store Sj.

3 Implementation and Performance

Software implementation of the F' function. A fast software implementation of
the F' function uses tricks similar to Rijndael: Namely, we can implement the
two “half round” functions Gs, a,,Gs, M, together, using just eight lookup



202 S. Halevi, D. Coppersmith, and C. Jutla

operations into two tables, each consisting of 256 four-byte words. Let the eight-
byte input to Gs, am,,Gs, M, be denoted (zo,x1, x4,T5, Ts,%9, T12,T13), the
output of Gg, a, be denoted (ug,u1, u4,us, us,ug, Uiz, u13), and the output
of Gs,,m, be denoted (ug,us, us,uz, uio,U11, U14,U15). Then we can write:

Ug = Ml(0,0) . Sl[l’o] D Ml(O, 1) . Sl[:l?lg]
Uy = Ml(].,O) . S].[il’()] D Ml(l, ].) . Sl[mlg]
Uy = M2(070) . 52[.%'0] D .2\42(07 1) . 52[{,613]
us = Mz(l,O) . 52[.’1}0] &) Mg(l, 1) . 52[$13]

(where M (i, j) is the entry in row 4, column j of matrix M, indexing starts from
zero). Similar expressions can be written for the other bytes of u. Therefore, if
we set the tables Ty, T} as

To(z) = { M1(0,0)- S ‘ Mi(1,0) - Sl[z ‘ M5(0,0) - 52z] ( Ms(1,0) - 52[z]
Ti(z) = { Mi(0,1)- S ’ Mi(1,1) - Sz ‘ M»(0,1) - 52z] ( Ms(1,1) - S2[z]
Then we can compute ug. 3 = Tolxg] ® Ti[x13], wa 7 = To[zs] & Th[z1],
ug. 11 = To[zs] @ Ti[zs], and wis 15 := Tolxi2] ® Ti[xg]. A “reasonably op-

timized” implementation of the round function F' (on a 32-bit machine) may
work as follows:

Function F(xg,x1,x2,x3): // each z; is a four-byte word
Temporary storage: ug, u1, s, u3, each a four-byte word

1. ug := Tp[byteO(xo)] ® T [bytel(zs)] // first “half round”

2. uy := Ty[byteO(x1)] & T1[bytel(zo)]

3. Ug 1= To[byteO(xg)] @D T1 [bytel(wl)]

4. uz := Ty[byteO(z3)] ® Th [bytel(z2)]

5. [byte2(ug) | byte3(ug)] := [byte2(ug) | byted(ug)] & [byte2(zo) | byted(zo)]
6. [byte2(uy1) | byte3(uq)] := [byte2(u1) | byte3(u1)] @ [byte2(z1) | byte3(z1)]
7. [byte2(us) | byte3(uz)] := [byte2(uz) | byte3(uz)] & [byte2(zs) | byte3(zs)]
8. [byte2(us) | byte3(us)] := [byte2(us) | byte3(us)] & [byte2(zs) | byte3(x3)]
9. up == up K 2 bytes // swap the two halves

10. uy := u; K 2 bytes
11. ug := us K 2 bytes
12. uz := uz K 2 bytes

13. Xo = TO byteO us

[ (u2)] & T1[bytel
14. z1 := Ty[byteO(us
{ (

)] (u2)] // second “half round”
)] @ Ty [bytel(us)]
15. x4 := Ty[byte0(uo)] (uo)]
16. T3 (= TO byteO(ul)] D T1 [b tel(u1 ]
17. [byte2(xo) | byte3(xg)] := [byte2(zo) | byte3(zo)] & [byte2(ug) | byte3(ug)]
18. [byte2(x1) | byte3(x1)] := [byte2(z1) | byte3(z1)] @& [byte2(uy) | byte3(uy)]
19. [byte2(w2) | byte3(x2)] := [byte2(x2) | byte3(z2)] @ [byte2(uz) | byte3(uz)]
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20. [byte2(z3) | byted(z3)] := [byte2(x3) | byted(z3)] @ [byte2(us) | byte3(us)]

21. output (zg, z1, T2, x3)

We note the need for explicit swapping of the two halves above (lines 9-
12). The reason for that is that the tables Ty, 77 are arranged so that the part
corresponding to Gg, a, is in the first two bytes of each entry, and the part
of Gg, nm, is in the last two bytes. The code above can be optimized further,
combining the rotation in these lines with the masking, which is implicit in lines
5-8, 17-20. Hence, the rotation becomes essentially “for free”.

This structure provides a space/time tradeoff similar to Rijndael: Since the
matrices My, My are symmetric, one can obtain Th(z) from T (z) using a few
shift operations. Hence, it is possible to store only one table, at the expense
of some slowdown in performance. This tradeoff is particularly important for
Scream, where the tables Ty, T1 are key-dependent.

The nonce-setup routine. The nonce-setup routine was designed so that the first
output block can be computed as soon as possible. Although all the entries of the
table W have to be modified during the nonce-setup, an application that does not
use all of them can modify only as many as it needs. Hence an application that
only outputs a few blocks per input nonce, does not have to complete the entire
nonce-setup. Alternatively, an application can execute the nonce-setup together
with the first “chunk” of 16 steps, modifying each mask of W just before this
mask is needed.

Performance in software. We tested the software performance of Scream and
Scream-F on two platforms, both with word-length of 32 bits: One platform is
an IBM PC 300PL, with a 550MHz Pentium-IIT processor, running Linux and
using the gee compiler, version 3.0.3. The other platform is an RS/6000 43P-150
workstation, with a 375MHz 304e PowerPC processor, running AIX 4.3.3 and
using the IBM C compiler (xlc) version 3.6.6. On both platforms, we measured
peak throughput, and also timed the key-setup and nonce-setup routines. To
measure peak throughput, we timed a procedure that produces 256 MB of output
(all with the same key and nonce). Specifically, the procedure makes one million
calls to a function that outputs the next 256 bytes of the cipher. To eliminate
the effect of cache misses, we used the same output buffer in all the calls. We
list our test results in the table below.

Platform Operation Scream-F Scream SEAL
Pentium-IIT  |throughput |5.6 cycle/byte|4.9 cycle/byte| 5.0 cycle/byte
550 MHz key-setup 3190 cycles | 27500 cycles
Linux, gcc nonce-setup| 1276 cycles | 1276 cycles
604e PowerPC|throughput |3.8 cycle/byte|3.4 cycle/byte|3.45 cycle/byte
375 MHz key-setup 1950 cycles | 16875 cycles
AIX, xlc nonce-setup| 670 cycles 670 cycles
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Implementation in different environments. Being based on a Rijndael-like round
function, Scream is amenable for implementations in many different environ-
ments. In particular, it should be quite easy to implement it in hardware, and
the area/speed tradeoff in such implementation may be similar to Rijndael (ex-
cept that Scream needs more memory for the mask table). Also, it should be
quite straightforward to implement it for 8- and 16-bit processors (again, as long
as the architecture has enough memory to store the internal state). Scream is
clearly not suited for environments with extremely small memory, but it can be
implemented with less than 400 bytes of memory (although such implementation
would be quite slow).

4 Security Analysis

Below we examine some possible attacks on Scream-0 and Scream. The discussion
below deals mostly with Scream-0. At the end we briefly discuss the effect of
Scream’s key-dependent S-boxes on these attacks. We examine two types of
attacks, one based on linear approximations of the F' function, and the other
exploits the low diffusion provided by a single application of F. In both attacks,
the goal of the attacker is to distinguish the output of the cipher from a truly
random streamf

4.1 Linear Attacks

It is not hard to see that the F' function has linear approximations that approx-
imate only three of the 8-by-8 S-boxes. Since the S-boxes in Scream-0 are based
on the Rijndael S-box, the best approximation of them has bias 273, so we can
probably get a linear approximation of the F function with bias 27°. Namely,
there exists a linear function L such that Pr.[L(z, F(z)) = 0] = 1/2 £ 279,
(In the full version of this report we show that bias of 27 is indeed the best
possible.)

To use this approximation, we need to eliminate the linear masking, intro-
duced by the y, z and the W{[i]’s. Here we use the fact that each one of these
masks is used sixteen times before it is modified. For each step of the cipher,
the attacker sees a pair (x @y ® Wi], F(z) ®z® Wi+ 1]), where z is random.
Applying the function L to this pair, we get the bit

o = L(z,F(z)) ® L(y, 2) ® LW[i], W[i + 1])

For simplicity, we ignore for the moment the rotation of the y block after each
step. If we add two such ¢’s that use the same y and z blocks, we get 7 = c®o’ =
L(z,F(x)) @ L(a', F(z")) ® L(W[i], W[i + 1]) @ L(W[j], W[j + 1]). The last bit
does not depend on ¥, z anymore. We can repeat this process, adding two such
7’s that use the same masks, we end up with a bit

u=17®7 =Lz, F(z))® L(z', F(2')) ® L(z", F(z")) ® L(z", F(z"))

4 In a separate paper [1], we show that these two types of attacks can be viewed as
two special cases of a generalized distinguishing attack.
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Since L(x, F(x)) has bias of 279, the bit p has bias of 273, so after seeing about
272 such bits, we can distinguish the cipher from random.
Since each of the masks is used sixteen times before it is modified, we have

about (126) choices for the pairs of o’s to add (still ignoring the rotation of y),

and about (126) choices for the pairs of 7’s to add. Hence, 256 steps of the cipher
gives us about (126)2 ~ 24 bits p. After seeing roughly 256 - 2°8 = 266 steps of
the cipher (i.e., 270 bytes of output), we can to collect the needed 272 samples
of u’s to distinguish the cipher from random.

The rotation of y. The rotation of y makes it harder to devise attacks as above.
To cancel both the y and the z blocks, one would have to use two different ap-
proximations with the same output bit pattern, but where the input bit patterns
are rotated accordingly. We do not know if it possible to devise such approxima-
tion with bias of 279,

The secret S-bozres. The introduction of key-dependent S-boxes in Scream does
not significantly alter the analysis from above. Since the S-boxes are key-
dependent, an attacker cannot pick “the best approximations” for them, but
on the other hand these S-boxes have better approximations than the Rijndael
S-box. Thus, the attacker can use a random approximation, and it will likely to
be roughly as good as the best approximation for the fixed S-boxes.

4.2 Low-Diffusion Attacks

A low-diffusion attack exploits the fact that not every byte of F(z) is influenced
by every byte of x (and vise versa). For example, there are output bytes that
only depend on six input bytes. In fact, in the full version of this report we show
that knowing two bytes of 2 and one byte of (linear combination of bytes in)
F(x), we can compute another byte of (linear combination of bytes in) F(z).
Namely, we have a (non-degenerate) linear function L with output length of
four bytes, so that we can write L(X, F(x))s = g(L(X, F(x))o..2), where g is an
known deterministic function (with three bytes of input and one byte of output).

As for the linear attacks, here too we need to eliminate the linear masking,
introduced by the y,z and the WTi]’s. This is done in very much the same
way. Again, we ignore for now the rotation of the block y. For each step of the
cipher the attacker sees the four bytes L(x @ y & W{i], F(z) ® z & Wi + 1]).
We eliminate the dependence on y,z by adding two such quantities that use
the same vy, z blocks. This gives a four-byte quantity L(z, F(z)) ® L(z’, F(z')) ®
L(WI[i|,W[i +1]) ® L(W[j], W[j + 1]). Adding two of those with the same i, j,
we then obtain the four byte quantity

L(z,F(x)) ® L(2', F(2")) ® L(z", F(2")) & L(z"', F(2""))

We can write this last quantity in terms of the function g, as a pair (1, ® ro ®
rs D1y, g(r1) © g(ra) ® g(rs) @ g(rs) ), where the r;’s are three-byte long, and
the g(r;)’s are one-byte long. In a separate paper [I], we analyze the statistical
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properties of such expressions, and calculate the number of samples that needs
to be seen to distinguish them from random.

The rotation of y. Again, the rotation of y makes it harder to devise attacks as
above. In the full paper we show, however, that we can still use a low-diffusion
attack on the F' function, in which guessing six bytes of (z, F'(x)) yields the value
of four other bytes. Applying tools from our paper [I] to this relation, we can
compute that the amount of output text that is needed to distinguish the cipher
from random along the lines above, is merely 2** bytes. However, the procedure
for distinguishing is quite expensive. The most efficient way that we know how
to use these 2%* bytes would require roughly 2°° space and 2% time.

The secret S-boxes. At present, we do not know how to extend low-diffusion
attacks such as above to deal with secret S-boxes. Although we can still write the
same expression L(X, F(x)); = g(L(X, F(x))o..2), the function g now depends
on the key, so it is not known to the attacker. Although it is likely that some
variant of these attacks can be devised for this case too, we strongly believe that
such variants would require significantly more text than the 26 bytes that we
“allow” the attacker to see.

5 The Cipher Scream-F

In Scream, we used key-dependent S-boxes to defend against “low-diffusion at-
tacks”. A different approach is to keep the S-box fixed, but to add to the main
body of the cipher some “key dependent operation” before outputting each block.
This approach was taken in Scream-F, where we added one round of Feistel lad-
der after the round function, using a key-dependent table. However, since the
only key-dependent table that we have is the mask table W, we let W double
also as an “S-box”. Specifically, we add the following lines 3a-3e between lines 3
and 4 in the main-loop routine from Figure [3.

3a. view the table W as an array of 64 4-byte words W[O..63]
3b. zo.3 = To.3 @ WL+ (24 A00111110)]

3c. Ta7 = xa7 ©Wlzs A00111110)]

3d. zs.11 =axs.11 ® W[l + (212 A 00111110)]

3e. T12.15 1= T12..15 D W[xo A 00111110]

We note that the operation z; A 00111110 in these lines returns an even
number between 0 and 62, so we only use odd entries of W to modify zq. 3 and
Zs..11, and even entries to modify z4. 7 and x12. 15. The reason is that to form the
output block, the words zg. 3,5 11 Will be masked with even entries of W, and
the words x4._7, 12,15 will be masked by odd entries. The odd/even indexing is
meant to avoid the possibility that these masks cancel with the entries that were
used in the Feistel operationﬁ

5 It is still possible that two words, say xo..3 and z4.7, are masked with the same
mask, but it seems less harmful.
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5.1 Conclusions

We presented Scream, a new stream cipher with the same design style as SEAL.
The new cipher is roughly as fast as SEAL, but we believe that it is more secure.
It has some practical advantages over SEAL, in flexibility of implementation,
and also in the fact that it can take a full 128-bit nonce (vs. 32 bits in SEAL).
In the process of designing Scream, we studied the advantages and pitfalls of
the SEAL design style. We hope that the experience from this work would be
beneficial also for future ciphers that uses this style of design.

Acknowledgments. This design grew out of a study group in IBM, T.J. Wat-
son during the summer and fall of 2000. Other than the authors, the study group
also included Ran Canetti, Rosario Gennaro, Nick Howgrave-Graham, Tal Rabin
and J.R. Rao. The motivation for this work was partly due to the NESSIE “call
for cryptographic primitives” (although we missed their deadline by more than
one year).
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A Constants and Test Vectors

The Rijndael S-box, S[0..255] = [

63 7c 77 7b £2 6b 6f c5 30 01 67 2b fe d7 ab 76 ca 82 c9 7d fa 59 47 O
ad d4 a2 af 9c a4 72 cO b7 fd 93 26 36 3f f7 cc 34 ab e5 f1 71 d8 31 15
04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75 09 83 2c la 1b 6e 5a a0
52 3b d6 b3 29 e3 2f 84 53 d1 00 ed 20 fc bl 5b 6a cb be 39 4a 4c 58 cf
d0 ef aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8 51 a3 40 8f 92 9d 38 £f5
bc b6 da 21 10 ff £3 d2 cd Oc 13 ec 5f 97 44 17 c4 a7 7e 3d 64 54 19 73
60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e Ob db e0 32 3a 0Oa 49 06 24 5c¢c
c2 d3 ac 62 91 95 e4 79 e7 c8 37 6d 8d d5 4e a9 6¢c 56 f4 ea 65 7a ae 08
ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a 70 3e b5 66 48 03 £f6 Oe
61 35 57 b9 86 c1 1d 9e el £8 98 11 69 d9 8e 94 9b le 87 e9 ce 55 28 df
8c al 89 0d bf e6 42 68 41 99 2d Of b0 54 bb 16 ]
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The constant pi (for key-setup)
pi = [24 3f 6a 88 85 a3 08

Test vectors for Scream-S
*** key-setup test vectors *x¥x
00 00 00 00 00 00
ab Ob bf £3 9b 9e
32 53 22 db 10 00

key = [o00
wo[o] = [b6
WO[15] = [83

**x* nonce-setup

key = [00
nonce = [00
X = [b4
Y = [ed
Z = [87
w[o] = [66
W[15] = [a8

*x** stream test

key = [01
nonce = [00
out [0] = [74
out [1] = [bd
out [4] = [15
out [16] = [cb
out [1023] = [97
nonce = [01
out [0] = [47
out[1] = [7b
out [4] = [98
out [16] = [b3
out[1023] = [a5

test vectors **x

00
00
b7
f4
de
d4
Oe

00
00
Te
1d
72
35
b6

00
00
35
3b
cd
4d
56

00
00
6a
fd
96
2c
be

vectors *x**
23 45 67 89

00
8c
3b
21
32
ec

01
68
d3
aa
33
41

00
59
39
8a
f4
87

01
06
Ob
20
a4
b3

Test vectors for Scream-F
*** key-setup test vectors **x
00 00 00 00 00
a0 cd 9a 5d f6
2e ab 45 26 ee

key = [00
WO [0] = [be
WO[15] = [eb

**%*x nonce-setup

key = [00
nonce = [00
X = [d4
Y = [b1
Z = [563

w[o] [cb

00
£2
cd
46
deé
f0

01
37
el
75
8e
37

00
0d
12
fb
£7
a0

01
83
Ta
73
17
c6

00
00
24
07
ba
90
aa

ab

00
76
18
ee
ce
6c

01
85
a6
c7
50
bd

00
00
Oc
d4
96
5f
5d

cd

00
9e
43
26
57
e7

01
99
3b
fa
8e
8a

00
85
49

test vectors **x

00
00
10
a6
50
ad

00
00
chb
T
b7
ds

00
00
bf
38
a6
c2

00
00
bd
3d
87
b0

00
00
7o
od
3d
85

00
00
fd
95
df
af

d3

00
99
31

00
00
c8
3c
24
Oe
d2

ef

00
a8
of
54
69
Ob

01
af
5f
fc
ab
4b

00
59
el

00
00
81
26
8c
77

13

00
28
49

00
00
a7
cb
b4
7f
8d

fe

00
Ta
80
98
e2
75

01
d2
4f
1c
b2
41

00
cO
34

00
00
37
bf
7
6¢c

19

00
b0
3a

00
00
41
df
eb
cc
ca

dc

00
6d
fa
8d
a3
eb

01
8f
5f
4c
68
al

00
3f
db

00
00
4e
b5
9b
ds8

8a

00
35
ad

00
00
b8
a9
79
25
fe

ba

00
cl
el
2b
ac
12

01
fb
05
27
fb
40

00
a9
97

00
00
e3
b0
10
ef

2e

00
18
80

00
00
c7
bb
66
59
07

98

00
87
1b
80
ds
25

01
2e
06
61
60
5f

00
cb
87

00
00
b0
e8
Tc
ce

03

00
7b
3a

00
00
d7
25
57
43
1b

76

00
46
2e
8a
37
50

01
dd
66
46
67
ea

00
53
62

00
00
cl
26
el
7o

70

00
7d
41

00
00
29
df
26
ba
9

54

00
eb
60
87
el
1f

01
fc
17
14
56
chb

00
fd
d1

00
00
bf
b5
92
36

73

00
9c
8c

00
00
68
65
fd
d2
9c

32

00
4a
f1
4
37
82

01
9d
d5
3c
46
a3

00
ad
3b

00
00
8b
ed
do
65

44]

00]
7]
b3]

00]
00]
82]
6c]
£9]
22]
Ta]

10]

00]
c0]
74]
5e]
82]
e3]

01]
2e]
a2]
1d]
le]
£5]

00]
el]
25]

00]
00]
ab]
93]
02]
3a]
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W[15] = [19 14 5e 0Oa 4d 23 1c d5 f9 6f 85 8a 39 38 81 all

*** stream test vectors *x*x*

key = [01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 10]
nonce = [00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00]
out [0] = [39 ec 4a 06 45 4d c3 cd 96 dd ef Oc fO c2 67 40]
out [1] = [a0 ea 56 e7 e3 c8 f5 df 34 ea 35 ee 77 ed da 66]
out [4] = [8a c8 93 af 83 ed Oa 53 6b e9 f4 7c b6 6d 21 67]
out [16] = [e0 8c fe 31 34 a7 48 ca 14 10 f9 58 50 71 49 20]

out[1023] = [ad4 e2 fc be 0a 47 53 9a 23 e0 79 25 5c be ea e7]
nonce = [01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01]
out [0] = [2e 70 fb 8c d5 d8 50 a8 94 38 0Oe 85 46 94 33 fc]
out[1] = [33 39 da 86 9c al f7 1b 3a d0 16 16 ea 42 24 1a]
out [4] = [1a 79 cf 13 01 67 2¢c 52 25 13 8c c8 89 fb 50 72]
out [16] = [c8 f2 3f ca 4e Oc 47 46 1la b3 7b 34 1b 57 c7 96]

out [1023] [6e 63 21 c1 9b 49 08 57 84 87 14 ea 4f 08 4b 7d]
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Abstract. Two ways of mounting distinguishing attacks on two similar
stream ciphers, SOBER-t16 and SOBER-t32, are proposed. It results in
distinguishing attacks faster than exhaustive key search on full SOBER-
t16 and on SOBER-t32 without stuttering.

1 Introduction

In the design of symmetric ciphers, security and performance are of outmost
importance. For example, in the recent AES process we have seen a number of
block ciphers competing in security and performance.

When choosing a symmetric encryption algorithm, the first choice is whether
to choose a block cipher or a stream cipher. Most known block ciphers offer a
sufficient security and a reasonably good performance. But a block cipher must
usually be used in a “stream cipher” mode, which suggests that using a pure
stream cipher primitive might be beneficial.

Modern stream ciphers will indeed offer an improved performance compared
with block ciphers (typically a factor 4-5 if measured in speed). However, the
security of stream ciphers is not as well understood as for block ciphers. Most
proposed stream ciphers such as (alleged) RC4, A5/1, have security weaknesses
o).

In the recent call for primitives in the NESSIE project, two similar stream
ciphers were submitted from Qualcomm Australia, called SOBER-t16 and
SOBER-t32, respectively. These are two shift register based stream ciphers de-
veloped from previous versions of stream ciphers under the name of SOBER.
There has been no known attacks better than exhaustive key search on these
two stream ciphers, which means that they have offered full security. By full se-
curity we roughly mean that there is no attack that is better than an exhaustive
key search attack. It should be noted that not many proposed stream ciphers
offer full security.

A stream cipher consists of a keyed generator, producing a pseudo-random
sequence that is added to the plaintext. In cryptanalysis, we consider the pseudo-
random sequence to be known (known plaintext attack) and try to either recover
the key, called a key recovery attack, or we try to distinguish the pseudo-random
sequence from a truly random sequence, called a distinguishing attack.

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 210-224] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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The SOBER-t16 and SOBER-t32 generators can roughly be described as
being nonlinear filter generators with an additional “stuttering” step before pro-
ducing the output. Because of the stuttering step, the output will be irregularly
produced. It is known that because of this irregularity, one can use a power
analysis attack or a timing attack to recover the input to the stuttering step
[0]. However, the authors claim that the generator is secure even without the
stuttering step [9].

In this paper we consider several new ways of mounting distinguishing attacks
on SOBER-t16 and SOBER-t32. The attacks are based on combining linear
approximations of the nonlinear filter with the linear recurrence, defined through
the feedback polynomial. Linear approximations have previously been used in
e.g. the BAA attack on stream ciphers [3] and in linear cryptanalysis on block
ciphers [§]. In our case we mainly derive the distribution of the noise introduced
through the linear approximations by simulations. We consider attacks on the
ciphers both including and excluding the stuttering step.

The final results are as follows. For SOBER-t16 without stuttering, which
uses a 128 bit key, the output can be distinguished from a random sequence
using at most 2°2 output words and the same complexity. For the full SOBER-
t16 with stuttering, we need at most 2! output words and the same complexity.
For SOBER-t32, without stuttering, which uses a 256 bit key, the output can be
distinguished from a random sequence using at most 237 output words and the
same complexity. For the full SOBER-t32 with stuttering we could not find an
exact complexity expression, but the proposed methods indicate a strong attack
also here.

We should also mention that the proposed methods are applicable to the
stream cipher SNOW [4], another candidate in the NESSIE project. The strength
of such an attack on SNOW is considered in a subsequent paper.

The paper is organized as follows. In Section[2 we shortly describe the stream
ciphers SOBER-t16 and SOBER-t32. Then we start by explaining the attack on
SOBER-t16 without stuttering in Section [Bl This is generalized to an attack
on the full SOBER-t16 in Section Hl In Section B we describe a simple attack
on SOBER-t32 without stuttering. In Section [6 we then elaborate on different
possibilities for mounting an attack on the full SOBER-t32. Finally, we give
some concluding remarks.

2 A Brief Description of SOBER-t16 and t32

Both SOBER-t16 and SOBER-t32 are word oriented stream ciphers. The word
size is 16 bits for t16 and 32 bits for t32. The structure of t16 and t32 are very
similar and we will here describe them as one cipher. The specific parameters
for both t16 and t32 will be given alongside. To simplify the description of the
common parts of t16 and t32, we will use the notation W to denote the word
size. Thus, W is either 16 or 32 bits, depending on which cipher we are looking
at. The operations in the ciphers include both addition in an extension field Fow
and addition modulo 2", and we will denote the field addition by @ (also called
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XOR) and the ring addition by H. In case there is no risk of confusion we will
simply use the addition symbol +.

There are three main building blocks for the SOBER stream ciphers. The first
is a word oriented linear feedback shift register (LFSR) which produces a LFSR
sequence denoted {s;,t > 0}. Secondly, a non-linear filter (NLF) takes some of
these symbols as inputs and produces a new sequence {v¢,t > 0}. Finally, there
is a so called stuttering unit. The stuttering unit takes {v:,t > 0} as input and
produces an irregular output {z,,n > 0}. The overall structure is pictured in
Figure[dl

Non-Linear Filter |
Sir16[— |
Siis } !
St+13 : 3

| f @

i : gL
Sue [ H H— &

| ! :5

| | N

| |
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Fig. 1. Overall structure of SOBER-t16 and SOBER-t32.
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2.1 The LFSR

The LFSR is a length 17 shift register, where each register element contains one
word. Each word is considered as an element in an extension field (Fow ). The
contents of the LFSR at time ¢ is called the state of the LFSR at time ¢ and will
be denoted by a vector S; = (¢, St41,--- ,5t+16)- The next state of the LFSR
is obtained by shifting the previous state one step, and calculating a new word
s¢+17- The new word is calculated as a certain linear combination of the contents

of the previous state. Thus the next state will be S;11 = (S¢11, St42,--- 5 Se417)
where
16
St+17 = ZCiStJria (1)
i=0
for some known constants ¢; € Fow,i = 0,1...,16. The arithmetics in Eq.

(@ is performed in the extension field Fow. Equation () is called the linear
recurrence equation. The specific extension fields and recurrence equations for
t16 and t32 are summarized below:

SOBER-t16
Defining polynomial for Foie: 26 + 214 + 27 + 25 4+ 2% + 22 + 2+ 1
Linear recurrence equation: s;117 @ aSgy15 D Sg4 D G5y =0
where o = 0z E382 and 8 = 0267C3.
SOBER-t32
Defining polynomial for Fgsa: 232 + (224 + 216 + 28 + 1) (2® + 2% + 22 + 1)
Linear recurrence equation: s;417 ® S¢y15 @ Si4a D as; =0
where o = 0xC2DB2AA3.
The field elements « and 3 have been given in a hexadecimal form, corre-
sponding to a polynomial basis. See [Bl] for more details.

2.2 The NLF Function

At time ¢, the NLF function takes five words from the LFSR state, (s¢, St41, St+6,
St+13, St+16) and one constant value (Konst) as input, and produces through a
nonlinear function an output word, denoted by v;. The value of Konste Fow
is determined during the initialization phase of the LFSR and is kept constant
throughout the entire session. The operations involved in the NLF function are
XOR. (denoted @), addition modulo 2"V (denoted H) and application of a sub-
stitution box (denoted SBOX).
The output of the NLF function, v, at time ¢, can be written as:

Vg = (($t+1 H St+6 H f(St H 5t+16)) D Konst) H St4+13, (2)

where f(z) is a function, different for SOBER-t16 and SOBER-t32, which in
both cases involves an SBOX application. The interior design of the function f
is pictured in Fig. 2l First the input is partitioned into a high part containing
the 8 most significant bits, and a low part containing the remaining bits. The
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‘ W bits input ‘

Partition input

[ 8 bits j[ W-8 bits j
i

SBOX

W-28 bits
8 bits

Combined W bits of output

N
N

N

Fig. 2. The structure of the f-function in SOBER-t16 and SOBER-t32.

high part addresses an SBOX with W bits of output. The 8 most significant bits
are directly taken as the f-function output, whereas the least significant part of
the SBOX output is first XORed to the low part from the input, see Fig. 2

2.3 Stuttering

Before producing the running key, the output from the NLF is passed through
a stuttering unit. The stuttering decimates the NLF output, thus making e.g. a
correlation attack harder. The first output from the NLF, vg is taken as the first
stutter control word (SCW). The SCW is divided into pairs of bits (called dibits).
Starting with the least significant dibit, the stuttering is determined from the
value of these dibits. Actions are taken according to the value of the dibit, as
listed in Table [l The constant C has value 0x6996 for t16 and 0x6996C53A for
t32, and ~ C denotes the bitwise complement of C.

When all dibits in the SCW have been used, the LFSR is clocked once and a
new SCW is read from the output of the NLF. This word determines the next 8
or 16 actions, depending on whether we are looking at SOBER-t16 or SOBER-
t32. The resulting stream from the stuttering unit, denoted z,, is the running
key.

This concludes the brief description of SOBER-t16 and SOBER-t32. For a
more detailed description, especially regarding the key initialization, we refer to
[5] and [6].
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Table 1. The possible actions taken in the stuttering unit depending on the value of
the dibit.

Dibit|| Action
00 ||1. Clock the LFSR, but do not output anything.
01 |[|1. Clock the LFSR.

. Set the value of the next key stream word to
be the XOR between C' and the NLF output.

. Clock the LFSR again, but do not output anything.

. Clock the LFSR, but do not output anything.

. Clock the LFSR.

. Set the value of the next key stream word to
be the value of the NLF output.

11 ||1. Clock the LFSR.

2. Set the value of the next key stream word to

be the XOR between ~ C' and the NLF output.

[\

10

W N =W

3 A Distinguishing Attack on SOBER-t16 without
Stuttering

We start by analyzing a version of SOBER-t16 where the stuttering unit has
been removed. In this scenario each NLF output word is taken as a running key
word. Thus we have z; = v; for all ¢ > 0. We also assume that we are given IV
words of the output key stream, so we have access to zg, z1,... ,2N_1-

The first step in our attack is to approximate the NLF-function with a lin-
ear function and then argue that the noise introduced by the approximation
possesses a nonuniform distribution. Recall the expression for the NLF output:

vy = ((St41 B st46 B f(s¢ B s¢416)) © Konst) H spq13. (3)

We now approximate this function with a linear function by replacing B with
@, and f by the identity map. When we do this approximation we introduce a
noise (an error), which we denoted by w;. We also move the value of Konst into
the noise w;. L.e., we write

VUt = St41 D St16 D St D St116 D St+13 D Wy, (4)

where wy,t > 0 denotes random variables that represent the error we get in
the approximation at each time ¢. The distribution of w; will be dependent on
the value Konst. Also, wy; will have the same distribution for all ¢, and this
distribution is denoted F'.

Introduce the notation 2y = sy @ S¢r1 D Str6 D St+13 B St+16 for the XOR
of the words from the LFSR that are inputs to the NLF function. Then we can
write the output word v; as

V¢ = Qt @ Wt. (5)
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By looking at the running key at time ¢, +4,¢ 4+ 15 and ¢ + 17 in combination
with Eq. (@) we can express z;417 B azii15 D 2e44 D B2 in the following way,

24417 D 0215 D Zeya D Pz =
Vir17 D Q15 O Veya O Bur = (ip17 © wig17) © a(2e415 © weprs) @ (6)
(2444 © wiga) © B(2 © wy).

Rearranging the terms of the right hand side of (@) we get

24417 D @2t 415 D 2044 © B2y = 24117 D af2y 115 D 2444 O B2 D (7)

Wi17 D aWiy15 D Wipa © Pwy.

Recalling the linear recurrence relation for SOBER-t16,
St417 D aSt415 D St44 D sy = 0, (8)
we see that 2117 ® af2115 D 2414 ® 42, = 0 and we can reduce (B) to
24417 D Q2415 B 2o D B2 = W17 © 0Wip15 D Wipa O Pwy, 9)

where the multiplications with o and 3 are in the extension field Fow .

3.1 Estimating the Distribution of w,

The noise wy,t > 0 are random variables taken from Fyi1s with a nonuniform but
unknown distribution F'. Let us write the distribution F' in the form

fo
h
F=.

f216—1

where P(wy = x) = f,. We can not hope to find a closed expression for the
distribution F', since it is computationally too complex to derive. However, we
can run the cipher and estimate the distribution F'.

In the simulations, we measure the frequency of different values for the noise wy,
calculated as

Wy = (((St+1 H St+6 H f(St H st+16)) D KOTLSt) H St+13) ) Qt. (10)

Assume that we sample 2¥ values of w; according to (I0), and denote the mea-
sured frequencies by the vector F' = (fo7 fi,.. ., A216_1). F is an estimation of
F and we can write F = F + E, where E is a vector representing the error in
the estimation. Focusing on one single component of E, it will be approximately
Gaussian distributed with zero mean and a standard deviation of 2~(*/2+8)
Simulations show that F' is quite nonuniform. For example, in simulation with
Konst = 0 and v = 38, the maximum value is 2716 4+ 27176, The error in this
estimation is of order 2728, The distribution F has been tabulated for a number
of different values of Konst.
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3.2 Calculating the Full Noise Distribution
Let us define

Wi = w17 © awiy1s D wipa @ Bwy,

i.e, Wy, t > 0 are the random variables corresponding to the full noise that we can
sample from the running key. Looking at Eq. (@) we see that we must combine
four F' distributions (as above) to get the overall noise distribution, denoted
P(W). Since the samples are taken at different positions in time, we assume
wy,t > 0 to be independent variables.

The distribution H = [h;] of the XOR of two random variables with distri-
bution F' = [f;] and G = [g;] respectively, is obtained by

hy = Z figj- (11)
i®j=I
The distribution of aw; is simply a permutation of the distribution F'.

It can be shown that when combining distributions as done in (Il), we sustain
significance in the resulting distribution. So by estimating the F' distribution
by simulation and then combining the probabilities according to (), we can
estimate the distribution P(W), of the right hand side of (@) for different values
of Konst.

To be able to distinguish the full noise distribution, P(W), from the uniform
distribution we need have some N different keystream symbols. The theory of
hypothesis testing [2] gives us a bound on N.

Let Z; = zi417 @ azip15 D 2444 © Bz For short, the optimal test for dis-
tinguishing between the two possible distributions (P(W) and uniform distribu-
tion) is according to the Neyman-Pearson lemma to check if the likelihood ratio
Zivzo log[P(W; = Z;)/2716] is smaller or larger than 0.

The probability that we make an incorrect decision, denoted P,, when trying
to distinguish between two distributions P; and P, given N samples from one
of the distributions is bounded by

Pe S 2—N~C(P1,P2)’ (12)

where C'(Py, P3) is the Chernoff information between the two distributions. The
Chernoff information is defined as

C(P1, Py = = i log,(3" PM@)P (@) (13)

We get a lower bound on C(Py, P;) by using e.g. A = 1/2. We fix a probability
of error of P, = 2732, Then we need to choose N > 32C(P;, P»)~*.

3.3 Summarizing the Results

The distribution P(W) has been determined through simulation as previously
described. The analysis in this section summarizes to the following attack:
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Fort=1...N do

1. Calculate Z; = 2417 © azi415 D 2e44 B Bzt
2. Let fz, = fz, + 1.

end for.

Calculate I = Ew€F216 fa: 1Og2 |:P(2V£/1:6$)j| .

If I > 0 then output SOBER otherwise output random

We have calculated the combined P(W) distribution using 238 (v = 38)
outputs to generate the F' distribution. Note that since F' (and thus P(W)) is
dependent on the unknown value of Konst, we actually need to determine the
P(W) distribution for all 216 possible values of Konst.

The resulting Chernoff information between P(W) and the uniform distri-
bution, have been derived for 50 random values of Konst. They were all be-
tween 278 and 2787, We assume that calculating the Chernoff information for
other values of Konst will give similar results. In the worst case, we need at
least N = 32 - 287 = 292 words from the running key to be able to distinguish
a SOBER-t16 output sequence without stuttering from a uniform distribution
with a probability of error P, = 2732, The computational complexity of the
attack is roughly 2°2.

Finally, the Neyman-Pearson test must be performed for each of the
possible values of Konst. Still, the probability of error is smaller than 2716, which
is small enough. Note that this step does not change the overall complexity.

216

4 A Distinguishing Attack on SOBER-t16 with
Stuttering

When the stuttering unit is present, not every NLF output, v, is used to pro-
duce a keystream symbol. Recalling the functionality of the stuttering unit, we
see that each v; can be either discarded, used as a new SCW, or used (pos-
sible XORed with a constant) as a keystream symbol z,. To be able to use
the results from Section Bl we must have access to the NLF output quadruple
(Ut7Ut+47'Ut+157Ut+17)-

Assume that we look at one output symbol 2z, = Cy & v;, where
Co € {0,C,~ C} is the constant that is XORed to v; in the stuttering
unit to form z,. Simulations show that the most probable position in the key
stream for vy4 to appear in is z,42. Similar simulations to determine the most
probable position for v;415 and vi417 give the following results

P(C1 ® viqa — 2ny2|Co D vy — 2,) = 0.31,
P(Co @ viq15 — 2n+7|C1 B Vpga — 2nyo) = 0.19,
P(Cg @D viy17 — Zn+g|02 D viy15 — Zn+7) = 0.40.



Distinguishing Attacks on SOBER-t16 and t32 219

Having established the most probable positions in the keystream for (vi14,
Via15, Vtt17), given an output z, = Co ® vy, we are still faced with the problem
of which constants C;,7 = 0,1,2,3 each NLF output is XORed with.

Denote by £ the event that, given Cy @ vy — 2, we have C; @ V414 — Znio,
Co ® viy15 = Zna7, C3 @ Vip17 — znts. The probability of event £, denoted py,
is pg = 2755,

By looking at Table [I] we note that certain combinations of (Cy,C1,C2,Cs3)
can not occur under the assumption £. In general, the distribution is nonuniform
and, for example, the five combinations, (Cy,C1,C2,C3) =

(N C? 0’ 07 O)

are more likely to occur than others.
From Eq. (@) and (@) in Section Bl we know that

V417 © aVi15 D Viga B Bup = Wip17 © awig1s O Wipsa D Bwy. (14)
Given event &£, we can write
Zn+8 B AZpy7 B 2y D Pz = W @ Cs & als & C1 @ BCo, (15)

where Wi = wiy17 @ awiy15 ® wipq @ fwy and has known distribution P(W).

Again, we derive the distribution of the right hand side of (IH) and denote
this distribution by P(W’), assuming W/ = W; @& C3 @ aCy & C; & Cy. The
Chernoff information between P(W') and the uniform distribution, is calculated
to be C(P(W'), Py) ~ 279, where Py is the uniform distribution.

Sampling the keystream output sequence at (zp, 2n12, Zni7, 2nts) Will give us
a sample of the noise from the distribution P(W’) with probability py = 275-5.
With probability 1 —pg the assumption was wrong and it is reasonable to assume
that we then get a uniform distribution. Write the distribution P(W’) as a vector

2710 1+ &
2-16 &

P(W) = , (16)

2710 4 £516_4

where each element 2716 + ¢, represents P(W' =) = 2716 + ¢,
Let Y = zp48 ® aznir D 2ny2 ® Bz, The distribution of Y, denoted P(Y),
can then be calculated to be

2716 + &opo

2710 + &po
P(Y)= )

2716 + &ue_1po
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The resulting Chernoff information between Y and the uniform distribution,
is finally calculated to be C(P(Y), Py) ~ p3C(P(W'), Py), where Py is the
uniform distribution.

From the discussion in Section B3, we conclude that we need at most
N = 32 p62295 ~ 21! keystream symbols to be able to distinguish the
output of SOBER-t16 with stuttering from a uniform source. The complexity is
of the same size. We summarize the results in this section in the following attack.

Fort=1...N do

1. Calct}late ZIL = Zn+8 B QZpt7 D Znt2 B Bzn.
2. Let on = on + 1.

end for.

Calculate I = erJF216 fulogy [P(;iix)]

If I > 0, then output SOBER otherwise output random

Again, we should note that P(Y') is dependent on Konst, and a full attack
includes testing against 216 different distributions.

5 A Distinguishing Attack on SOBER-t32 without
Stuttering

The attack on SOBER-t16 was possible because we could compute the noise
distribution F' by simulation. From F we could derive P(W).

Obtaining significance in simulation was possible because of the small word
size of 16 bits. In SOBER-t32 we cannot directly use the same method to obtain
a similar distribution F', due to our computational limitations. We note, however,
that if we could simulate and find a noise distribution, then the attack on t32
would probably be strong. This is due to the fact that the linear recurrence
relation in t32 has only one constant « different from one, whereas t16 has
two, a and (8. The multiplications by these constants tend to smooth out the
distribution.

However, in this section we present another attack, based on a bitwise linear
approximation through the NLF function. Using the same notation as before,
we denote the XOR of the input words to the NLF at time ¢, by {2, = s ®s¢41 P
St46 D Ser13 D Ser16- The output from the NLF at time ¢, is denoted v;. Since
the stuttering unit is removed, we have z; = vy for all ¢ > 0. Each word is 32
bits, and we will denote a specific bit 4, 0 < ¢ < 31, in a word z, with z[i]. Let
k denote the value of Konst.

We start by considering the linear recurrence relation of t32 given by

S¢417 D Sp415 D Sp44 @ sy = 0, (18)

and the corresponding characteristic polynomial for the recurrence
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242t o (19)

Repeated squaring of this polynomial will still yield a valid linear recurrence
equation for the considered linear recurrence of t32. Specifically, exponentiation
with 232 gives

232

x17'232 —1—1:15'232 +x4'232 + o (20)
Since a € Fas2 we have o = o and addition of ([J) and (20) gives
217 +m15 _1_1,4 _|_%,17‘232 +x15'232 +x4'232. (21)

Here we can divide with =%, and the resulting linear recurrence is given by

St4+17.232 4 D St415.232-4 D Sp44.032_4 D 4413 D S¢411 D 8¢ = 0,

which is written

Sttrs D Stpry D Sthry D Stpry D Stpry B 8¢ =0, (22)

by introducing the constants 7y = 11, 75 = 13, 73 =4-232 — 4, 7, = 15-232 — 4
and 75 = 7- 232 — 4. Note that in Eq. [22) we have derived a linear recurrence
equation that holds for each single bit position.

Consider the XOR between two adjacent bits, ¢ and ¢ — 1, ¢ > 1, in the
running key z;. As before, we use a linear approximation of the NLF function,
2zt = §24®Dwy, where the value of Konstis merged into the binary random variable
wy representing the noise. We can now write

2li] @ ze[i — 1] = 24[i] © (2[i — 1] © we[1]. (23)

where w;[i] denotes the noise in bit position ¢ introduced by the linear approx-
imation. Let F[i] be the distribution of wy[i]. We can estimate the distribution
F[i] by simulation and the result shows that the distribution is quit nonuniform
for many positions 0 < ¢ < 31. We can write the correlation between the XOR
of bit 4 and ¢ — 1 of the input and output as

Plafi] @ zli — 1] = Qi) @ Qi — 1]) =

PF] =0) = § +<i (24)
for each bit position 0 < 7 < 31.

The largest correlation we have found is for the XOR of bit 29 and bit 30
(i.e. F[30]) in the input and output words. Simulations with 23° samples for
100 random values of k, indicates that the correlation in ([24]) for ¢ = 30 is only
dependent on the two corresponding bits in k, i.e. k[30] and k[29]. We have the
following result,

—0.0086 if k[30] = 0 and k[29] = 0
—0.0052 if k[30] = 1 and k[29] = 1
+0.0086 if k[30] 0
+0.0052 if k[30] = 0 and k[29] = 1

€30 ~ (25)
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Now, given a key stream output, zg, z1,...,2ny-_1, of length N, we can use
the linear recurrence relation ([22) to calculate

z z z z zt = §2 w 0 w
Bl o o
Zttrs D 2ty D Ztyry B 2ty B 24, D 2t t+rs D Wiprs D 447, ©Wiyr, D
Qigry © Wigry O 447, © Wigr, ©
447 O Wigr, 2 Dw @

where the sum of all the {2; terms will equal zero because of Eq. (22). Thus, we
have

5
Zttrs D Ztyry O Zttrs O Ztyry D 244, B2 = EB Wty - (26)
7=0

Introduce the notation Z; = ziyr, @ Zthr, P Zt4rs D Zegry @ Ze4r, B 2 for the
left hand side of (26), and W; = @?:0 Wy, for the right hand side. We can
calculate the probability that

P(Zi[i] ® Zi[i —1] = 0) =

P(Wyi] @ Wi[i —1] = 0) = % + 2%8, (27)
where the last equality comes from combining the six independent noise distri-
butions of w;[i], each with probability 1/2 + ¢; of being zero.

Recalling the measured correlation for bits 29 XOR 30 from (25]), we see that
€30 takes four possible values. If we want to distinguish the distribution of w
from a uniform source, the worst case is the smallest value of £39. Thus, using
€30 = 0.0052 and combining the six noise distribution according to (Z1) we derive
the final correlation probability for the six independent key stream positions as

1 1
po=P(Z[i]®2Z[i -1 =0) = 5 + 25(0.0052)° ~ 3+ 27105 (28)

5.1 Summarizing the Results

To be able to distinguish this nonuniform distribution, denoted Py, from a uni-
form source, denoted Py, we again calculate the Chernoff information between
the two distributions,

s A 1-X () o 9—81.5
C(Py, Py) = = min log, ; Py () Py M) = 27515, (29)
Settling for an error probability of P, = 2732 we see that we need N = 2365 sam-

ples from the key stream. Each sample spans a distance of 75 = 17-232 — 4 ~ 236
positions, so all in all we need N 4+ 15 < 2%7 key stream output words, to
distinguish an output sequence from SOBER-t32 without stuttering unit, from
a uniform source. The attack presented in this section summarizes as follows.
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Fort=1...N do

1. Calculate Zt = Zt+715 (5 Zt474 S5 Zt+73 &) Zt+1o 5 Zt+1, D z¢.
2. Let f = f+ (1— (Zli] @ Z[i — 1])).

end for. 1_2740.5}

Calculate I = flog [#} + (2N — f)log [EW

If I > 0, then output SOBER. otherwise output random

6 Some Remarks on SOBER-t32 with Stuttering

The obvious extension of the attack in the previous section would be to guess
the most probable key stream positions for v¢4r,,... ,Vi4r , given 2z, = v;. Since
T3, T4, Ts are all in the order of 232, the probability of guessing the positions of
Vtgrgs - - - 5 Vt+ry i1 the output will be very small. However, it might be possible
to get an attack using N < 2256 words, in this way.

Another approach would be to repeat the attack on SOBER-t16 but consider
only a specific subset of the bit positions of the words. Then we can simulate
the distribution of the selected bit positions of w; as well as the same bit posi-
tions of aw;. If these distributions show a non-uniformity of similar magnitude
as SOBER-t16, we can distinguish the full SOBER-t32 using about the same
method as for t16.

7 Conclusions

We have derived a distinguishing attack, based on a linear approximation of the
NLF function, on SOBER-t16 with and without stuttering unit. We can distin-
guish the output sequence from a random source using at most 292 keystream
words and same complexity in the case of no stuttering, and using at most 21!
key stream words and same complexity for full SOBER-t16. For SOBER-t32
without the stuttering unit we can, due to a fairly strong bit correlation in the
NLF function, distinguish the output from a random source using 287 key stream
output words and same complexity.
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Loading* **
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Abstract. In the course of the evaluation of the stream cipher SOBER-
t32 submitted to NESSIE, a correlation between initial states has been
found for related keys. With high probability some sums of bits of the
initial state after key loading do not change their value when a bit of the
key is inverted. This holds also for the loading of frame keys. It is shown
that the required condition for the frame keys is met very naturally when
using counters as frame keys. The linearity properties of the SOBER-t32
key loading are caused by non-optimal diffusion of the non-linear filter
function of the cipher.

1 Introduction

SOBER-t32 is a synchronous additive stream cipher designed for key sizes up to
256 bits. SOBER-t32 was submitted to NESSIE by Philip Hawkes and Gregory
Rose at Qualcomm Australia. NESSIE (New European Schemes for Signatures,
Integrity, and Encryption) is a project within the IST program of the European
Commission. Its main purpose is to put forward a portfolio of strong crypto-
graphic primitives that has been obtained after an open call and been evaluated
using a transparent and open process.

2 Description of SOBER-t32

The stream cipher is constructed from a linear feedback shift register (LEFSR),
a non-linear filter (NLF'), and a form of irregular decimation, called stuttering.
SOBER-t32 outputs the key stream as 32-bit blocks. The LFSR is of length 17
and operates over GF (232).

The NLF consists of XOR (@), addition modulo 232 (H), and a 32-to-32 bit
transformation called f-function. The output of the non-linear filter at time ¢ is
described as

NLF(t) = ((f(s¢ B s¢y16) B stq1 B st46) © const) B i3

* The work described in this paper has been supported by the Commission of the
European Communities through the IST program under contract IST-1999-12324.
** The information in this document is provided as is, and no warranty is given or
implied that the information is fit for any particular purpose. The user thereof uses
the information at its sole risk and liability.

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 225-230} 2002.
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where s;y is the content of the k’th shift register cell at time ¢, const is a session
key dependent constant value, derived during the key loading phase.

The function f uses the 8 most significant bits of its input as an input to a
lookup table S-box with 32 bits of output. The 24 least significant bits of the
input are just XOR-ed to the output of the S-box in order to obtain the result
of the function f.

The stuttering decimates the output of the NLF in an irregular fashion. For
the stuttering of SOBER-t32 it can be shown that there is an average of % key
stream output per clock of the LEFSR.

With the size of the LFSR and the size of the key dependent parameter const,
it is obvious that the initial state size of SOBER-t32 is 21732432,

A detailed specification of SOBER-t32 can be found at the NESSIE Web site
INES].

3 SOBER-t32 Key Loading

The key loading determines the initial state of the LFSR and the value of const
from the key. It relies on the operations “Include()” and “Diffuse()”.

Include (X) adds the 32-bit word X to the LFSR cell r15. Diffuse() clocks
the register, computes the output of the NLF, and XORs this output to the
LFSR cell ry.

For key loading, the key is divided into 32-bit words. The Include() operator
is applied to each of these words, and each Include() operation is followed by
a Diffuse() operation. As an immediate consequence one observes that the key
words included last are diffused less than those included first. The Include () op-
eration is also applied to the key length in bytes. Then the Diffuse () operation
is applied 17 more times.

4 Diffusion Properties of the NLF

A closer inspection of NLF shows that its diffusion properties are not ideal.
Modifications in the most significant 8 bits of the input of f are very efficiently
diffused over the output word, whereas for modifications in the 24 least significant
bits of the input of f no diffusion by f occurs. The only way of diffusion for these
bit positions is by carry propagation. However, carry chains tend to be short.
Burks, Goldstine, and von Neumann found out in 1946 [BGvN46] that on average
the longest carry chain in adding k-bit numbers is of length log, (k). Hence carry
badly propagates bit modifications to bit positions far away from the bit position
of the modification.

Nevertheless long carry chains occur from time to time. This explains why the
linearity properties of the SOBER-t32 key loading described in the next section
do not hold always, but only with a very high probability. The low probability
long carry chains provide enough diffusion to disturb the linear relationships
occasionally.
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A lot of diffusion occurs by the clocking of the LFSR. However, this linear
operation in GF(23?) is also linear in GF(2).

The linear recurrence over GF(23?) of the SOBER-t32 LFSR can be shown,
see [Her85), to be equivalent to implementing 32 parallel bit-wise LFSRs, each
of length 17-32 = 544. These linear recurrences are identical, represented by the
primitive polynomial pss(z) over GF(2):

p3a(z) =1+ 217 + 219 + 221 n 223 n 225 + 227 n 229 n 230 + 231 n 233 34 + 235 n 237 + 238
+w39 + 241 + 242 +w46 + 247 + 249 +‘,L,50 + 251 + 253 +‘,L,54 55 + 256 +(L‘57 + 258
+ 259 n 261 + 262 + 263 n 264 + 265 + 266 n 267 + 268 + 270 74 + 276 + 277 n 278
+ 179 + 234 + 235 + 287 + :1:89 + 190 + 291 + 292 + 295 + 297 8 + 2100 + 2101 + 2102
s + 111+ 113+ + +1118+ 1+:c125+1130+1131+1132+m133
s + + + + + + . 146 taz 147 +az 8 +x149 +z151 +w153
+z + + + + + + 173+ /175_*_ +.’El77+$179+a¢180
B o185y o180 4 G190 4 G191 G198 G198 4 5200 4 G201 4 5202 4 5206 4 ;207
2208 4 g209 4 g 210 4 G214 G212 4 G218 4 219 4 o220 4 G221 4 305 | G227 4 229
i 231 ta 32 ta + + + + + 2240 +a + 1242 + 1244 + 2245
+ £24() ta + 1249 +a + 255 ta 258 ta + 2263 + 22 + 5265 + 2266 + 1277
+”;279 +w +w +$ 85 +w +:1; +w‘290 +w291 +$292 +,J:25)4 +w296 +:L.300
+ 2301 + 2302 + 2304 + 2306 + 2307 + 2309 + 2310 n 2316 + 2321 + 2323 + 2324 + 2325
+ 2327 + 2334 + 2335 + 2336 + 2337 + 2340 + 2341 + 2342 + 2344 + 2345 + 4346 n 2347
+ 2350 + 2352 n 2355 + 2357 + 2360 + 2361 + 2362 n 2363 + 2364 + 2365 + 4368 + 2373
+ $377 + $379 n m381 + 1‘382 + m383 + $385 n 1388 n m389 + mSQO + ngl + $392 n $394
+ T + 1403 n 3‘404 n T405 + x406 + T + 1413 n a‘416 n T420 + :c + T422 n 1425
+ 2426 + 2428 n 2430 n 2431 + 24 + 2435 n 2436 n 2437 taz + e + 441 n 2442
+ 2445 + 446 n 2447 + 2448 + 2449 + 2450 + 2453 n 2458 +a + 2463 + 2465 + 4466
+ 2469 + 2471 + 2473 + 1474 + 1477 + 2478 + 2479 + 2481 +a + 2484 + 2487 + 488
+ J:489 + I49() + 2493 + 1494 + I496 + 1499 + 2500 + 2503 + 290 + 2206 + 2508 + 2011
+ 2513 n 2514 n 2516 n 2519 + 2521 + 2524 n 2527 n 2529 + 2532 + 2536 + 2540 n 2044

5 Linearity Properties of the SOBER-t32 Key Loading

The insufficient diffusion explained in the previous section is the reason for the
existence of sums of bits from the initial state of the shift register which keep
their value if some bit of the key is inverted. We denote the bits of the initial
state of the shift register by by, ba, ... where by is the least significant bit of the
17th LFSR cell, by the most significant bit of this word, b3z the least significant
bit of the 16th LFSR cell, . We computed the sum

bs42 + bs37 +bs31 + bs30 + bs29 + bs2s + bsar + bsas +bsas +bs20 +bs19 +bs18 + 516+
bs14 +b513 +ba7g 4 barr +baza +ba7z 4 bar1 +baro +bago 4 base + baes +bagz 4 baga +
b3g1 +b3go +b379 + b377 +b371 + b3ro + b3eg + b3e3 +b3e2 + b3s1 + baso + b3se + base +
basy + basg + bagg + basg + bagr + bag1 + bazg + bazs + bazg + baza + bazy + bagg +
baog + b12s + b1a2 + b119 + b11s + bi17 + b115 + b112 + b111 + biog + bios + b1oa +
b103 + b1o2 + b1oo + bog + b7 + be2 + be1 + bsg + bs7 + bss 4 bsa + bs3 + bso + bag
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in GF(2) for 100000 keys chosen randomly. In 99957 cases the value of this
sum remained the same when the least significant bit of the last key word was
inverted.

We also found 16 other sums of this kind and 7 bit sums whose values change
with high probability when the least significant bit of the last key word is toggled.
In all cases the success probability determined from 100000 trials was at least
99.4 percent.

Of course, only linearly independent solutions were considered. By forming
linear combinations, many more sums of this kind could be found, which do not
provide additional information.

We also identified sums whose values remain invariant under the inversion of
other key bits with high probability or change their value with high probability.
In total, we found 249 such equations with a success probability of at least 98.6
percent. Again, these probabilities were determined by using 100000 random
keys.

For each of the 11 least significant bits of the last key word such sums were
found. Apparently from more significant bit positions, the carry chains reach
the 8 most significant bit positions with sufficient probability to provide enough
non-linear diffusion to destroy such linearity properties. For 8 of the 9 least
significant bit positions of the second to last key word such sums exist as well.

For earlier key words, the number of applications of the Diffuse () operation
seems to be sufficiently high in order to prevent the existence of such sums.

One way to strengthen SOBER-t32 against the linearity properties described
is to increase the number of final Diffuse() steps for key loading. Our experi-
ments showed 21 final steps instead of 17 to be sufficient.

6 Linearity Properties of the SOBER-t32 Rekeying

For some applications it is convenient to be able to generate more than one key
stream from one key. To make the streams different, SOBER-t32 can process
an initialization vector, called frame key, which can be assumed to be public.
Ideally, the streams generated with the same key but different frame keys should
be completely independent. We are not able to show correlations between the
streams generated, but between the initial states derived from different frame
keys but the same key. Since the loading of the frame key is very similar to the
key loading, it does not come as a big surprise that sums of the kind described
also exist for the frame key loading.

First the cipher key is loaded, then the frame key. The only difference is that
for key loading the value of const in the NLF is zero. For frame key loading the
const value determined in the key loading phase is used. (This values is also used
for the actual generation of the stream.)

The following sum of bits of the initial LEF'SR state almost never changed its
value when the second to least significant bit of the to last key frame word was
toggled:
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bs11 + bs0s + b507 + bsos + bs0s + bso1 + baga + baga + bagr + bags + bagz + base +
baag + baar + baas + baag + baar + baao + bazr + baze + baza + bazz + bazz + bazy +
baog + baar + baos + by + bar7 + b3s1 + b3ag + b3ae + b3as + b3ag + b3ar + b3z +
b33 + b33s + b334 + b33z + b3z1 + b3z + b3as + baog + baoa + baoy + baig + barr +
ba15 + b213 + ba11 + bagg + bags + baos + bag2 + bao1 + b1gg + b1gg + b1gs + b1g3 + bgg +
b3 +bg1 + boo + bgg + bga + bga + bg1 + bgo + brg + brg + brz + bra + br1 + bes + b3z +
b31 +bag + bag + bas + bag + by +bog + b1g + b7 + b1 + b5 +b12 +b11 +bg + bg + by

The value of the sum did not change in 99806 cases of 100000 where both key
and frame key were chosen randomly. In total, 28 sums with probabilities above
99 percent were identified.

Our experiments suggest that the non-zero values of the variable const cause
the diffusion for the key frame loading to be a little better than for the key
loading, where const is zero.

Whereas it might look quite artificial that single key bits should be inverted as
required for the linearity properties of the key loading described in the previous
section, the inversion of individual bits of key frame bits occurs in real life. Most
commonly, the key frame is just a binary counter. Counter states where the only
bit difference is at a bit position of low significance occur very frequently. We
have seen in the case of the key loading that only bit positions of low significance
can be inverted with good probabilities for the linearity properties, and this holds
also for the key frame loading. So when using the counter method for key frames,
invariant sums of initial state bits occur frequently.

7 Relation to Other Attacks

The key loading of previous versions of SOBER has been the base for earlier
attacks. In the original version of SOBER, the key loading was linear. This was
exploited by the attack of Bleichenbacher and Patel [BP99].

In the description of the NESSIE submission of SOBER-t32 [NES] a paper
by Bleichenbacher, Patel, and Meier [BPM] is quoted in which a correlation
between initial states of SOBER-II (an attempt to fix the problems of SOBER)
for different key frames but the same initial key material was found. The updated
key and frame loading used in SOBER-t32 is claimed by the authors of the cipher
to destroy this correlation. Above, we have shown another correlation that they
did not succeed to destroy.

8 Applicability of the Linearity Properties to SOBER-t16

The linearity properties we identified for SOBER-t32, do not exist in SOBER-
t16. SOBER-t16 is very similar to SOBER-t32, but based on 16-bit words. As
we pointed out above, the non-linear diffusion of SOBER-t32 relies on carry
propagation. This also holds for SOBER-t16, but shorter carry chains, which
occur with higher probability, are sufficient for the non-linear diffusion within the
16-bit words. If the key loading of SOBER-t16 is reduced to 15 final Diffuse ()
operations instead of 17, the linearity properties appear.
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9 Conclusion

We have found high probability correlations of sums of initial state bits of
SOBER-t32 for related keys and also for related key frames. Such correlations
are undesirable for a stream cipher, even when it is not clear how to exploit
them for an attack. As we have identified the non-optimal diffusion of the NLF
as the main source of the problem, we suggest not to rely on carry propagation
as a means of diffusion in the next version of SOBER.
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Abstract. In this note we discuss a novel and simple time-memory
tradeoff attack against the stream cipher LILI-128. The attack defeats
the security advantage of having an irregular stepping function. The at-
tack requires 26 bits of keystream, a lookup table of 2*° 89-bit words and
computational effort which is roughly equivalent to 248 DES operations.

1 Introduction

The LILI-128 keystream generator [3] is a LFSR-based synchronous stream ci-
pher with a 128 bit key. It was accepted as one of six candidate stream ciphers
for NESSIE, but was rejected from the second round.

In the original LILI-128 specification, the authors conjecture that the com-
plexity of divide and conquer attacks is “at least 2112 operations, requiring knowl-
edge of at least 1700 known keystream bits”.

In this paper, we use the approximate number of “equivalent DES operations”
as a measure of computational efficiency. While the number of bit operations is an
useful measure in asymptotic analysis of algorithms, we feel that our approach is
more appropriate for the purposes of this paper, since it allows easy comparison
of security level to other ciphers (esp. block ciphers).

1.1 Previous Work

After its initial release, some cryptanalytic results on LILI-128 has been pub-
lished [619]. The best known attacks are:

— In [8], Jonsson and Johansson describe an attack requiring 27! bit operations
(27 in precomputation phase), 230 keystream bits and an off-line precom-
puted table with 240 entries.

— In [I], Babbage discusses a rekeying attack and generic time-memory tradeoff
attacks.

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 231-236] 2002.
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1.2 Time/Memory/Data Tradeoffs

In 1980 Hellman introduced a technique for breaking block ciphers using time-
memory tradeoffs [7]. An analogous (but very different) technique for stream
ciphers was proposed by Babbage in 1995 [2], although the underlying idea is
not algorithmically new. More recently, Biryukov, Shamir and Wagner combined
these approaches in work related to the A5/1 cipher [BI4].

The basic idea of Time/Memory/Data tradeoff attacks against stream ciphers
is as follows. Most stream ciphers can be described in terms of a state x; (which
is characterized by N, its size) and two functions, Step and Output. The initial
state o is derived from a secret key. To generate one bit of keystream z(i),
Output is invoked, followed by an update of the internal state using Step:

z(i) = Output(x;—1)
x; = Step(w;-1)

The attack consists of two stages:

1. Off-line preprocessing stage. We pick random z; states and compute
the bit sequence z(i), z(i+1), ..., 2(i+ O(log N)). This output bit sequence
is stored in a table together with the random state z;. We sort the list in
increasing order of the output bit sequence.

2. On-line computation phase. Each O(log N)-bit window of the known
keystream is considered. For each window we perform a table lookup to
determine whether or not this state was one of the states considered in the
preprocessing stage. If the state is found, we can compute keystream bits
after or (if Step is invertible) before the known keystream segment.

It can be shown that O(v/N) bits of known keystream, O(log Nv/N) bits of
memory, and O(log Nv/N) time is sufficient to find one internal state z;. From
this internal state we can derive future bits or possibly even the original session
key. It turns out that in case of LILI-128, further improvements are possible over
this generic attack.

2 Description of LILI-128

LILI-128 uses two LFSRs, LFSR. and LFSRy. LF SR, has an internal state of
39 bits and is clocked once for each output bit. LF'SR,; has an internal state of
89 bits and is clocked 1 to 4 times, depending on two bits in LFSR.. During
key setup phase a 128 = 39 + 89 bit cryptovariable is directly loaded into these
two registers

In the following, we let tg, 1, ... ,t3s denote the individual bits of LF' SR, tg
being the most significant bit in the register and t3s being the least significant

! In [6] the authors also discuss other keying methods for LILI-128.
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! | ! |
! | * |
! | ! |
! | ! |
1 | |
| LFSR o LFSRq |
! | ! |
3 2 ! 3 10 |

.eo | .ee |
! | ! |
l L ()
! fC | ! fd |
! | ! |
| c=1.4 ' | | |
1 — |
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Fig. 1. Overview of the LILI-128 keystream generator.
bit. Similarly we use wug, u1, ... ,ugg to denote the individual bits of LF'SR4. The

primitive polynomial for LF'SR, is
P CRUIp L RN JTRp. RS L G L R E I |
while LF'SR4 uses the primitive polynomial
2 48 80 4% 4 P 4 2% a4 L
The procedure for generating keystream is as follows:

1. Ten bits from LFSRy are fed to a highly nonlinear function fg, f; : F3° — Fy
to generate one output bit z(t).

Z(t) = fd(UOa Uy, Uz, Wy, U2, U20, U30, W44, U65, U80)~

2. Two bits from LFSR, are fed to a “linear” clock control function f. : F3 —
Fy to form the clocking amount c(¢):

c(t) = fe(tra,ta0) = 2t12 +too + 1

3. The clock control register LE'SR, is clocked once and the data generation
register LF'SR is clocked c(t) times (i.e. 1, 2, 3, or 4 times).

Note that the output bit is indeed generated before the LFSRs are clocked,
hence effectively halving the key search effort in some applications.

2 The fy4 function is specified as a 1024-entry table in the original specification [5],
and is excluded from this paper since it is irrelevant to the present attack.
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Lemma 1. For each A, = 23 — 1 times LESR, is clocked, LFSRy is clocked
ezactly Ag = 5% 238 — 1 times. [

Proof. We claim that for all cryptovariables and all values ¢:

2391

> elt+i)=A4

i=1

Since the polynomial of LF'SR, is primitive, it’s period is 23° —1 = A, and thus
the internal state of the register goes through all possible values except the all
zero state tg = t; = ... = tzg = 0. During this cycle the control bits (¢12, t2g) have
value (0,0) exactly 237 — 1 times and values (0,1), (1,0), and (1,1) exactly 237
times, bringing the total sum to 1% (237 — 1)+ (2+3+4) %237 = 1374389534719 =
Ag.

Lemma 2. LFSRy can be stepped by Ay number of positions forward or back-
ward by performing a vector-matriz multiplication with a precomputed 89 x 89 bit
matriz over GF(2). The matriz can be constructed with roughly 2% bit operations
using a binary matriz exponentiation algorithm.

Proof. Trivial.

This could also be achieved using a multiplication algorithm in GF(28%),
but for a constant Ay, vector-matrix multiplication actually appears to be
slightly faster (and functionally equivalent). The Hamming weight of the ma-
trix is 3949 ~ 2114,

3 The Attack

Although many tradeoffs are possible, we will present a concrete version of the
attack where we have tried to minimize the amount of keystream required. The
amount of off-line and on-line computation are approximately the same.

3.1 Constructing the Lookup Table

A table of 245 89-bit words is set up by iterating the following procedure 246
times. A pseudorandom 89-bit value is loaded into LF SRy and 45 bits from fy
are sampled A, steps apart (see Lemma 2). This 45-bit vector is used as an
index in the table to store the original 89-bit register value.

Analysis. The expected proportion of filled slots in the table is 1—e™2 = 0.8647.
The table size is 2°78 bits. The computational effort required to construct the
table is roughly equivalent to 24 DES operations.

3 This lemma follows implicitly from Theorem 2 in [5]
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3.2 Lookup Stage

We have 240 bits of keystream z(0), z(1),...,2(2¢ — 1).

Fori =0 to 26 —44A, — 1 Do:
idx = 2(2) | z(i + Ac) | ... | 2(i +44A4,)
Load Table[idx] to LF'SR,.
Rewind LF SR, back Ay LALJ positions.
For j = 0 to 127 Do ‘
If (fa(LEFSRg) # 2(jAc + (i mod A.)) break loop.
Advance LFSRy by Ay positions.

If previous loop was not broken, return LFSR,.

Sl I A i

In line 2, a 45-bit index to the lookup table is constructed. In line 3, this
index is used to fetch a 89-bit candidate value for LFSR,. In line 4, this guess
for LF'SR, is rewinded back a multiple of Ay steps so that its output bit should
match with z(¢ mod Ay) (see Lemma 1). The loop in lines 5 to 7 compares 128
bits sampled from LFSR; Ay steps apart to keystream bits sampled A, bits
apart. If all 128 bits match, the correct value for LF'SR; has been found with
high probability and is returned on line 8. This guess can be furthermore verified
by performing an exhaustive search for the 39-bit value of LF'SR,.

Analysis. The probability of finding the correct value for LF SR, at least once
in the main loop is

46
0.8647 « 245\ T4
1-— (1 — 289> ~ 90%.
The inner loop on lines 5 to 7 breaks with high probability after only few tries.
The main loop runs for about 2%° iterations (before a correct value is found).
Therefore we claim that the computational effort is roughly equivalent to 24%
DES operations.

4 Conclusions

We have presented a novel time-memory tradeoff attack against LILI-128, which
greatly improves the time complexity required to break this cipher over previous
published results. The attack requires 246 bits (8 terabytes) of keystream, and
therefore is not usable in many applications. We conjecture that LILI-128 can be
broken using a lookup table of 245 89-bit words (251® bits) and computational
effort equivalent to 2% DES operations.

We therefore feel that the security of LILI-128 is not as high as suggested
by the designers. We do not recommend the use of this encryption algorithm
for high volumes of data, or as a general-purpose standard for high security
applications.
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Abstract. In this paper, we study the security of randomized CBC—
MACs and propose a new construction that resists birthday paradox
attacks and provably reaches full security. The size of the MAC tags
in this construction is optimal, i.e., exactly twice the size of the block
cipher. Up to a constant, the security of the proposed randomized CBC—
MAC using an n—bit block cipher is the same as the security of the
usual encrypted CBC-MAC using a 2n—bit block cipher. Moreover, this
construction adds a negligible computational overhead compared to the
cost of a plain, non-randomized CBC-MAC. We give a full standard
proof of our construction using one pass of a block-cipher with 2n-bit
keys but there also is a proof for n-bit keys block-ciphers in the random
oracle model.

1 Introduction

The message authentication code (MAC) is a well-known and widely used cryp-
tographic primitive whose goal is to authenticate messages and to check their
integrity in a secret key setting. For historical and efficiency reasons, MACs are
often based on block ciphers. Of course, other constructions are possible. A well-
known method to build MACs is for example to start from a hash function and
transform it into a secure MAC. The idea first appeared in the work of Wegman
and Carter [I5]. Other existing constructions are for example XOR-MACs [3],
HMAC [1] and UMAC [6]. However, in low end cryptographic devices, the ability
to reuse an existing primitive is an extremely nice property. In practice, a simple
construction called CBC-MAC is frequently encountered. Several variants of the
CBC-MAC are described in normative documents [9/14]. The simplest of those
works as follows: let E be a block cipher using a key K to encrypt n—bit blocks.
To compute the CBC-MAC of the message M with the key K, we split M into
a sequence of n—bit blocks M, ..., M; and compute

Co=0",

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 237-251} 2002.
© Springer-Verlag Berlin Heidelberg 2002
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After this computation, the value of the CBC-MAC is CBCg, (M) = C;. Note
that the length of the message M has to be a multiple of the block size n, however
several padding techniques have been proposed to remove this constraint [9].

This simple CBC-MAC has been proved secure in [4] for messages of fixed
(non zero) length. However, when the length is no longer fixed, forgery attacks
exist. The simplest of those uses two messages of one block each M and M/,
and queries their MACs C and C’. Then it can forge the MAC of M||(M' @ C),
namely C’.

In order to remove this limitation, it is shown in [1I] and [7] that it suffices
to encrypt the plain CBC-MAC of a message with another key. However, the
security level offered by these CBC-MACs is not optimal, since they all suffer
from a common weakness: birthday paradox based attacks. In fact, all iterated
MAGCs suffer from this kind of attacks, as has been shown in [12]. The basic idea
beyond the birthday paradox attacks is to find two different messages with the
same MAC value. Due to the birthday paradox, this search can be done in 2"/2
MAC computations, where n is the size of the MAC tag. Then one just need to
append any fixed string to these messages and the MAC values of the extended
messages are again the same. Thus forgery is easy since it suffices to query the
MAC of one of the extended messages and use it as a forged MAC of the other
extended message.

In order to protect MACs from birthday paradox attacks, it is suggested
in [9] to add to each message a unique identifier, leading to a stateful MAC, or
some kind of randomization, leading to a randomized MAC. These ideas have
been studied in deeper details by some recent papers. In [3], a stateful construc-
tion based on XOR-MAC is given. It turns out that this leads to a reasonably
simple and efficient construction. However, this approach has a major drawback,
since it forces the MAC generation device to maintain an internal state from one
generation to the next, which is extremely inconvenient when several MAC gen-
eration devices share the same key. On the other hand, randomization is much
easier to deal with in practice. However, building a randomized MAC provably
secure against birthday paradox attacks is not a simple matter. Indeed, the best
currently known solution, called MACRX [2], is not CBC-MAC based and it
expands the size of the MAC values by a factor of 3 instead of the expected 2.
Indeed since with a MAC of size kn, an adversary can always obtain collisions in
2%", in order to have a security against birthday paradox, the size of the MAC
must be at least 2n bits. So MACRX is not optimal. Moreover it proposes to use
hash functions and requires the use of a pseudorandom function family which
itself is secure beyond the birthday paradox limit. Up to now, the only known so-
lutions for designing pseudorandom functions with security beyond the birthday
limit using block-ciphers (pseudorandom permutations) are counter-based [3fg].
Moreover, it was shown in [I3] that the simple and arguably reasonable approach
of adding a random value at the beginning of a message before computing its
CBC-MAC does not give full security. Indeed, this construction suffers from
the so-called L-collision attack and forgery is possible after 2" queries, where
a=2/3.
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Our paper is organized as follows. In section [2] we recall the standard de-
terministic CBC-MAC algorithm, DMAC, and explain how we construct our
randomized CBC-MAC RMAC from DMAC. We also present our security
model and recall a few notations. The section [3] contains the theorems stating
the security of our construction as well as some sketches of proof. In section
we show how to instantiate our construction with a block-cipher. Two proofs
are given. The first one is in the standard model but make use of block-ciphers
with 2n-bit keys, the second one is in the random oracle model and uses only
block-ciphers with n-bit keys. Then section [l proposes a detailed instantiation
using the AES block-cipher and we conclude in section [Gl

2 Preliminaries

2.1 Standard Deterministic CBC-MAC

According to [11] and [7], we know that encrypted CBC-MAC has a security level
of O(2"/2). In particular, in [I1] the security of a CBC-MAC named DMAC is
analyzed. We briefly recall the definition of DMAC. Given two random permu-
tations f; and fs on n bits, DMIACy, ¢, is defined on messages whose length is
a multiple of n. Given M = (My, My, -- -, M), we compute:

Co=0",
Ci=hH(M;®C;—1) foriin1---1,
CBCy, (M) =C
DMAGCy, 1,(M) = f2(CBCy, (M)).

The first block appearing in the computation Cj is called the initial value, it can
safely be chosen as the all-zero block 0". The resulting algorithm may be seen
on figure [II

M, M2 M;

f
f

1

2

|

m

Fig. 1. The DMAC algorithm.
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In order to deal with messages of arbitrary size, it suffices to define a padding
process Pad such that for any pair of distinct messages M and M’, we have
Pad(M) # Pad(M’). Such a padding can be obtained by simply adding a ’1’
bit at the end of the message followed by enough ’0’ bits to turn the length
of the padded message into a multiple of n. Note that in order to ensure that
Pad(M) # Pad(Pad(M)), we need to pad messages whose length is already a
multiple of n. In that case one full block is added.

Another approach for dealing with messages of arbitrary length was proposed
in [7]. This approach nicely avoids the padding of messages which already contain
an integral number of blocks. This is achieved by taking one permutation fy for
messages that need to be padded and a different permutation f4 for others. In
fact, this is a first step towards randomizing the function f; and it neatly fits
into the construction we propose in this paper. However, to avoid cumbersome
details, we ignore this variation in the proofs.

An advantage of [7] is that the security proof it gives for DMAC is much
simpler than the proof from [II]. However, the result stated in [7] is slightly
weaker. Indeed, in [I1] the probability for an adversary of attacking DMAC is
bounded by a function of the form O(L?/2"), where L is the sum of the length
(in blocks) of the messages whose MAC are computed during the attack. In [7],
the result is expressed in terms of the number of messages ¢ and of the length [ of
the longer message as a function of the form O(I?q?/2"). When all the messages
are roughly of the same length, the two are equivalent. However, if the adversary
queries 2"/ — 1 messages of one block and a single message of 2"/4 blocks, then
L =2V _1 ¢g=2"*and | = 2"/*, we see that the result from [1I] bounds
the advantage of the adversary as O(27"/2) while the bound from [7] is O(1).
In truth, it seems that the authors of [7] chose to present a weaker result for
the sake of clarity. In the security proof we present in this paper, we closely
mimic the proof from [7], however we bound the advantage of the adversary as
a function of L instead of using ¢ and .

2.2 Randomizing CBC-MACs

The above definition can easily be turned into a randomized CBC-MAC. Let f;
be a random permutation on n bits and F5 be a set of random permutations or
functions fQ(R) on n bits, indexed by R a r—bit number. A randomized CBC-MAC
is built on the following function:

RMAC;, 5, (M, R) = (DMAC g (M), R) .

To compute the MAC of a message, we proceed as follows: we choose a random
r—bit value R and returns RMACy, g, (M, R). To verify a given MAC (m, R) of
a message M, we check whether RMACy, g, (M, R) = (m,R). The algorithm
may be seen on figure 2.

When dealing with messages of arbitrary length, we can pad all messages as
n [II]. Alternatively, we can also follow the approach from [7] (see section 2]
to avoid padding messages whose length is already a multiple of n. This is simply
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random
generator

S e R

-—— R

j l

R

Fig. 2. The RMAC algorithm.

done by adding one bit to R, thus turning it into a (r+1)-bit number. The added
bit is set to 0’ when computing or verifying the MAC tag of a padded message
and is set to '1’ for an unpadded message. This ensures that a padded and a
non-padded message never share the same R. In the boundary (non-randomized)
case r = 0, we are clearly back to the proposal from [7], i.e. using f5 in one case
and f4 in the other.

2.3 Security Model

The main goal of the paper is to prove that RMAC achieves full security. In
order to make this statement precise, we need to define a new security model.

Perfect MACs. A perfect (ordinary) MAC is usually seen as a random function
f from the set of messages {0,1}" to the set of possible MAC tags {0,1}".
Thus to each message the function associates a random MAC tag. Similarly, a
perfect randomized MAC is a family of independent random functions f(%)
indexed by R, a r—bit number. Each function in the family goes from {0,1}" to
{0,1}" and is randomly and independently chosen for each R € {0,1}" among
all possible such functions. This family of functions can be accessed through
two oracles, a MAC generation oracle Gy and a MAC verification oracle V.
The generation oracle takes a message M, chooses a random r—bit value R and
returns (f(®)(M), R). The verification oracle takes a message M and a MAC
tag (m, R), checks whether f(*)(M) = m and accordingly returns valid MAC or
invalid MAC.

When there is no randomness, i.e. when r = 0, we get a perfect MAC as
special case. In that case, the verification oracle becomes redundant since veri-
fication can be achieved by generating a MAC for M and testing equality with
m.

Information theoretic model. The classical approach in proving the secu-
rity of DMAC is to show the security of an information theoretic version of
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the construction and then come to the computational result (see [LI] or [7]).
Recall that DMAC uses two functions f; and f;. For a padded message
M = (My, Ms, -+, M;), we compute:

DMACy, f,(M) = f2(CBCy, (M)).

In the information theoretic version of the construction, it is first assumed that
the functions f; and fy are randomly chosen among all possible functions and
the security of the resulting construction is shown. Then f; and f5 are replaced
by block ciphers and it is proved that such an instantiation still offers a good

security.
Now if we look at RMAC, we see that

RMAC;, 5, (M, R) = (DMAC g0 (M), R) .

Here we assume that f; is a random permutation and that F5 is a family of
independent random permutations indexed by R and we are going to prove the
security of RMLAC under these assumptions. But before proceeding further, we
need to define a few notations.

Notations. Let Rand(A, B) be the set of all functions from A to B. When A
or B is replaced by a positive number n, then the corresponding set is {0,1}".
Let Perm(n) be the set of all permutations on {0,1}". By z £ A we denote
the choice of an element x uniformly at random in A.

A function family F' is a set of functions from A to B where A and B are
subsets of {0,1}". Each element in F is indexed by a key K. A block cipher is a
function family from A to A that contains permutations only.

Adversaries against ordinary M ACs. When dealing with ordinary MACs,
an adversary is an algorithm given access to an oracle that computes some
function. Adversaries are assumed to never ask queries outside the domain of
the oracle and to never repeat the same query.

Let F be a function family from A to B, f be a function randomly chosen in
F and A be an adversary. We say that A/ forges, if A outputs (z, f(x)) and A
never queried its oracle f at . We denote:

AdvPa(A) = Pr[f & F|AS forges],
AdvB () = [Pr(f & FLAS = 1] - Pr(f & Rand(4, B) AT = 1]|,

and when A = B = {0,1}":

AQVE™(4) = [Pr(f & FIAT = 1] - Pr{f & Perm(n)| 4" = 1]|.
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Adv®€(A) represents the probability for the adversary A of forging a valid
MAC knowing that the MAC function f is not a true random function but is

randomly chosen among the family F'. Advgrf(A) represents the advantage for
adversary A of distinguishing a function f randomly chosen from one chosen in
the family F. Advgrp(A) is the same as above but with permutations instead
of functions.

We also write Adv™2¢(¢, 1) for the maximal value of Adv™?°(A) among
adversaries that are bounded as follows: the running time should be less than ¢,
and the sum of the bit length of all the oracle queries should be less than . We
likewise define Advprf(t, p) and AdvP™P (¢, ). In the case of Adv™2C(t, i), p
also counts the length of an additional query to verify if the adversary’s output
is a valid forgery.

Adversaries against randomized MACs. When dealing with randomized
MACs, an adversary is an algorithm given access to the generation and to the
verification oracles for some randomized MAC. Adversaries are assumed to never
ask queries outside the domain of the oracle, however, they may repeat the same
query. Indeed, it might be useful to obtain several different MAC tags for the
same message. Without loss of generality, since the adversary can always get rid
of duplicates, we may assume that when MAC generation is queried several times
with the same message, the generation oracle always chooses a different random
value (among a total of 2" possibilities). In that case, the adversary should not
be allowed to query a given message more than 2" times from the generation
oracle. Moreover, we may assume that the adversary never repeats verifications,
and never verifies previously generated MAC tags or obviously false tags. This
means that when a tag (m, R) was generated for a message M, the adversary
never verifies (M, (m’, R)). Indeed, the answer is obviously valid when m = m/
and invalid otherwise.

Let P be the family of all perfect randomized MAC from a set A to a set B, let
F be a given family of randomized MAC from A to B and let f be a randomized
MAC randomly chosen in F. We say that A®7Vs forges, if A obtains the answer
valid MAC from the oracle V; for a tag (z, (f#)(z), R)) where A never got this
MAC tag from its generation oracle Gy. We let:

Adv}}mac(A) = Pr[f £ f|AGf’Vf forges],
Adv?prf(A) Pr[f E _7_"|_AGfan =1] — Pr[f il 'P|./4Gf’vf =1]|.

Adv}z—”mac(A) represents the probability for an adversary A of forging a

valid MAC knowing that the family f is not a perfect randomized MAC but is
randomly chosen among the set F. Advf;prf(A) represents the advantage for
an adversary A of distinguishing a family f randomly chosen among all possible

perfect randomized MACs from one chosen in the set F.

Rmac(t’ ,u) Rmac(A)

As before, we write Adv for the maximal value of Adv
among adversaries that are bounded as follows: the running time should be less
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than ¢, and the sum of the bit length of all the oracle queries should be less
than . We likewise define AdvRP™ (¢, 41). Tn the case of AdvE™2C(¢ 1), no
additional queries are necessary, since the adversary has access to a verification
oracle and can test its forgery by itself. This differs from Adv™®C(¢, ) in the
case of non randomized MAC.

3 Security of RMAC

We are now going to state the security reached by RMAC in the information-
theoretic model. We evaluate this security in terms of AdngmaC(A) when G is
the family described in23] i.e. G is the family of all couples (f1, F») where f; is a
random permutation and Fj is a family of independent random permutations
indexed by R.

Theorem [I states that the advantage of a forging adversary against
RMACy, r, with f; and F, as above increases as a linear function of L, the
total length of messages.

Theorem 1. [Forging RMAC is hard] Fixn > 2,7 =n and let N = 2™. Let
G denotes the family of randomized MAC RMACY, r, built from the couple
(f1, F») where f1 is a random permutation and Fy a family of random permuta-

tions fQ(R). Let A be an adversary which asks queries of total length at most L
n—bit blocks. Assume L < N/4, then:

R AnL + 4L + 2
Advg ™ (A) < == m

Proof of theorem [ If an adversary A is able to forge, then he is able to dis-
tinguish between RMAC and a Rprf. Indeed recall that A forges when he has
verified his forgery through the verification oracle, thus forgery leads directly to
distinction. We have:

R Rprf 1
A@meKAwf(m+ﬁ

We just need to prove an indistinguishability theorem in the information-
theoretic model. Theorem [2 states that the advantage for distinguishing

RMACy, r, from a perfect randomized MAC increases as a linear function
of L.

Theorem 2. [RMAC =~ Rand] Fixn > 1,7 = n and let N = 2". Let G denotes
the family of randomized MAC RMACY, r, built from the couple (f1, F2) where
f1 is a random permutation and Fy a family of random permutations. Let A be
an adversary which asks queries of total length at most L n—bit blocks. Assume
L < N/4, then:

< 4nL +4L +1

R
AduPPT () =
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In order to prove this theorem, we are first going to prove a lemma where
the family F5 of random permutations has been replaced by a family of random
functions.

Lemma 1. Fizxn > 1,r =n and let N = 2". Let F denotes the family of ran-
domized MAC RMACY, g, built from the couple (f1,F>) where fi1 is a random
permutation and Fy a family of random functions. Let A be an adversary which
asks queries of total length at most L n—bit blocks. Assume L < N/4, then:

AdefS(g) < B AL

Sketch of proof of Lemma . Il Here f; is a random permutation and Fs a
family of random functions. The proof of the theorem is close to the proof given
in [7] but there are some fundamental differences. The adversary A has access
to the two oracles described in section 23], the generation and the verification
oracles. The total length of the queries it may ask is bounded by L. An adaptive
adversary can always be replaced by a non-adaptative adversary that performs
as well, so we are going to separately bound the advantage Advg(A) gained by
A by means of the generation queries and the advantage Advy (A) gained by
means of the verification queries, those two advantages being independent from
each other.

In order to bound Advg(A), we observe that only a small number of mes-
sages will be processed with the same RA. Moreover since all the functions f2(R)
for different Rs are independent, the adversary only learns information from
MACs generated with the same R (else he only sees outputs of independent
functions). Within such a group, the adversary only learns information when
the CBC output of two messages is the same (else he only sees the outputs of a
random function on different inputs). So we need to evaluate the probability of
collision within a group of messages at the end of the CBC computation. The
collision probability is defined as follows:

Vo (M, M) = Pr[r & Perm(n)|CBC, (M) = CBC,(M')).

We improve a lemma from [7 and obtain that the probability of collision
among qr messages M; of size m; blocks is

3QR 2321 m;

Pr(r & Perm(n)|3i # j such that CBC,(M;) = CBC,(M;)] < o ,

with Y77, m; < N/4.

So the advantage Advg(A) is bounded by the sum of the probability of
collision within the different groups plus the probability of existence of a group
larger than n:

! The full proof is given in [10].

2 Less than n messages with probability 1 — 1/2", see in the full paper [10].
3 See in the full paper [10].
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3qRZ 3qrY % mi 1 _ 3n I 1 3nL 1
Ad — <= i — <22y
va(A Z + 5 2;;m+2n_2n+2n

In order to bound Advy (A), we observe that the adversary learns informa-
tion only when he checks a previously received MAC with a new message (else
he just guesses at random). The adversary succeeds if the new message collides
with the reference message at the end of the CBC computation. We thus need
to evaluate the probability of collision of messages with a reference messag
We find that

R 32(?:0 m;
Pr{r & Perm(n)|3i € [1, ¢] such that CBC,(M;)=CBC,(M;)] < —=2="—.

Summing over all reference messages of total length L we get:

Advy(A) < %{j

Finally, adding Advg(A) and Advy (A), we conclude the proof of lemma [Tl

L L+1
Adv Rprf(A) < %

Sketch of proof of Theorem [4 In theorem [ we replace the family F5 of ran-
dom functions by a family of random permutations. We evaluate the advantages
Advg)(A) and Adv%,2 ) (A) obtained by A respectively with generation and ver-
ification queries when we do this modification.

We use the well-known PRF/PRP switching lemma [4] on each permutation
fz(R). Indeed the adversary tries to separately distinguish the different permuta-
tions from functions. If gr denotes the number of calls made to fQ(R), we recall
from the proof of theorem [2 that with probability 1/2™ we have gr < n. So we
obtain

@4 qR nL
Adv'(A) < Z ST S GurT S it
R

During the verification phase, the adversary wins when he distinguishes the
random permutations fZ(R) from random functions. This happens when the veri-
fication oracle answers valid MAC for either a guessed MAC or a MAC obtained
for another message. We find that:

Adv?(A) < ST

Finally, adding Advg)(.A) and Advg)(A) with Advarf(A), we conclude
the proof of theorem 21

* See in the full paper [10].
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4 Instantiation of the RMAC Construction with a Block
Cipher

4.1 The Computational Model

Proof in the standard model. When proving the security of a MAC con-
struction, it is customary to first show that their information-theoretic versions
approximate random functions. Then, we need to transport the result from the
information-theoretic model to the computational complexity model. This im-
proves the advantage of the adversary since he can now try to distinguish the
pseudo-random functions or permutations from truly random ones. It is a general
principle that the advantage in the computational-complexity model is the sum
of the advantage in the information-theoretic model and of the advantages to dis-
tinguish each component of the construction from its idealized version with the
number of calls made in the construction. An example of this principle appears
in section 4 of [4].

To go from the information theoretic model to the computational model,
we replace the random permutation f; with a block-cipher B. The adversary

gains that way an advantage Advgrf of distinguishing the block-cipher B from
a random function.

The random family of permutations F5 indexed by a n-bit key can be viewed
as a function fo(R, X) = Q(R) (X) of 2n-bit to n-bit where fQ(R) is a permutation.
We want to replace the family F5 by a construction based on a block-cipher B
with keys of 2n bits. We propose to choose a random 2n-bit key K and to let

Z(R)(X) = Bkgr(X), where R has been padded with n zeroes for the XOR.
When such a construction is used, the adversary gains some new advantage. This
advantage comes either from a weakness in the block cipher or from a weakness
in the construction itself. In order to separate the two kinds of weaknesses, we
would like to assume that the block cipher is “perfect”. In order to do this, we
use the following model. Assume that the block cipher is replaced by a family Fj
containing 22" random permutations together with a numbering. Given access
to F3, can an adversary distinguish the case where F3 is built from F3 as above
from the case where F5 itself is a family of random permutations ? Clearly, the
adversary gains no advantage unless in the former case he manages to query
the same function once through F5 and once through F3. In order to bound the
probability that this event occurs and since the adversary is computationally
bounded, we assume that he makes less than 2™ calls to F3. Thus he queries at
mots 2" permutations among a total of 22". On the other hand, with ¢ queries,
at most ¢ permutations can be seen on the F5 side. Unless the two sets collide,
the adversary sees nothing. Thus, thg probability for an adversary to detect that
F5 is a subfamily of F3 is at most % = 2%

Now, when using a real block-cipher, some new weaknesses may arise. In
that case, this leads to a correlated key attack against the block-cipher. Indeed,
the MAC construction allows us to distinguish B from F3, when given access to
Bigr (and the corresponding decryption oracle).
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The advantage gained by the adversary from the information-theoretic model

2% + Adv?7 where
Advg3 is the advantage for an adversary of distinguishing the block-cipher B
from a “perfect” block-cipher.

Now that no attack other than exhaustive search is possible against B, we
can express the advantage of an adversary is the standard model. We can bound

q by L, the total number of queries done by the adversary.

to the computational complexity model is thus equal to

dnL + 5L + 2 t
EMAC 4 AV <=2 25 - ton

AdvRMmAC, < Advg

Going further with the random oracle model. Instead of a 2n-bit key
block cipher, it would be more satisfying to use a standard n-bit key. We see in
this section that this can be done if we accept a weaker security proof. Indeed
with n-bit keys, we only prove security in the random oracle model. As above,
we define fo(R, X) = ?EREBK)(X). However, F3 is now a smaller family made of
2™ permutations “only”. The adversary trying to forge the MAC in this model
has still access to the two oracles Gy and Vy and to F3 through two other oracles
Cy and Cf_l. These computation oracles work as follows. In C, the adversary

queries a chosen function fés) of the family F3, indexed by some n-bit integer 5,

with some input X and the oracle returns f3(s) (X). In C’f_l, the adversary also

queries a chosen instance of the block-cipher F3, indexed by S and asks for the
-1

value of X corresponding to the output U; the oracle returns ( fés)) ).

Let H be the family of all triplets (f1, F», F5) as described above. We want
to bound the probability of forging for the adversary A:

AdvBmac 4y _ py [f & H|AGfanvcf7C;1f0rgeS} :

Theorem 3. [Forging RMAC with idealized block-cipher] Fizn > 2,7 =n and
let N =2". Let H denotes the family of randomized MAC RMACY, r, r, built
from the triplet (f1, Fa, F3) where F3 is a random family of 2™ permutations, fi
18 a random permutation and Fy is a permuted copy of the family F3 determined
by a key K. Let A be an adversary which asks queries of total length at most L
n—bit blocks. Assume L < N/4, then:

Advﬁmac(A) < Mﬁ

Sketch of proof of theorem[3. || Let A be an adversary trying to forge. A has
access to the four oracles G, V¢, C¢ and CJ?I. Against A, we play a simulator
S that works as follows. When A queries G¢ or V; on a value of a permutation
of the family F5, S chooses this value randomly under the condition that the

® The full formal proof is given in the full paper [10].
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underlying function fQ(R) is a permutation. Of course this implies that when
asked twice the value of some permutation it answers twice the same result.
When A queries C or Cf_1 on a value of a permutation of the family Fj, S also
chooses this value randomly under the same conditions as above. The important
fact here is that the simulator answers questions about F3 independently from
questions about F». When the attacker A terminates, the simulator chooses an
n-bit key K uniformly at random. Then he tries to redefine F5 using the formula

féR) = f?EK@R). Unless two incompatible answers were given while the attacker

asks questions, this can be done easily. Indeed, all the answers define some fés)
and thus féS@K) or some Q(R) and thus féR@K). The rest of F5 (and F3) can

be chosen randomly (under the condition that all fés) are permutations). When
two incompatible answers were given, we assume that the simulator has lost, i.e.
that the adversary wins.

We want to evaluate the probability Pr[F» and F3 incompatible]. The an-
swers to F5 and F3 match if the tables of the answers for F5 and those for F3 are
compatible for the chosen key K. The probability that F5 and F3 are not com-
patible is less than the probability that fQ(R) and f?ER@K) have been evaluated on
one common point or that féR) and féReaK) have one common output. Since the
simulator independently answers questions on permutations of F3 and F3, the
adversary cannot adapt its queries to one family from the answers to the queries
of the other family. Moreover, when K is chosen, A has already terminated and
it is too late for him to be adaptative. Since A cannot be adaptative on K, we
can compute an upper bound on the probability that F» and F3 mismatch. We
find:

2L
Pr [F, and F3 incompatible] < o

2L
Since Advgmac(A) < Advgmac(A) + S We have Adv%mac(A)
inL6L+2
2n ’
This concludes the sketch of proof of theorem [3

IN

5 Detailed Instantiations with the AES

Up to now, the only known attack against the AES is exhaustive search. We
propose two different instantiations of RMAC with the AES. The first one
assumes that all messages are padded. The second instantiation takes advantage
of the technique from [7] that allows not to pad messages which are formed from
an integral number of blocks (see section[2:2)). We describe here the instantiations
with the AES using n-bit keys and 2n-bit keys. In these instantiations, the
longest key size for Ko gives security in the standard model, while the shortest
key size restricts us to security in the random oracle model.
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First instantiation. Let K7 be a 128-bit key and K3 a 128 or 256-bit key. Let f1 =
AESk, and fQ(R) = AESk,qor. Here R is a 128-bit integer padded with zeros
for the XOR if necessary. The proposed instantiation is simply RMACy, p,.

Second instantiation. Let K; be a 128-bit key and K5 be a 192 or 256-bit key.
Let fi = AESk, and f2(R) = AESk,gr. Here R is a 129-bit number padded
with zeros for the XOR. The 128 low order bits of R are randomly chosen by the
generation oracle. The 129-th bit is a 0’ when the message needs to be padded
and a ’1’ otherwise. This additional bit is never included as part of the MAC
tags, it should be set by the verification oracle according to the properties of the
message being verified.

Security of the instantiations. Glueing together theorem [[J and theorem Bl with
the known attacks against the AES, we claim that the advantage of an adversary
making queries of total length at most L and with runtime ¢ — including the run
time of the generation and verification queries themselves — is at most:

Ad <4-128L+5L—|—2 t 518L + ¢
VRMACAES = 9128 9128 = 9128

using a key K5 of 256 bits and

4-1280L+6L+2 t _ 519L+t
AdVRMAC g = 5128 T oms = g

using a key K of 128 bits.
This should be compared with the security of the traditional DMAC:

2L% +t
AdVDMAC g < 5138

In other words, RMACgg is secure as long as the total length of the
queries is smaller than 2''®, while DMAC AES Is secure as long as the total
length of the queries is smaller than 253, In fact, the security of RMAAC g gg is
almost as good as the security of DMAC with a good 256-bit block cipher.

6 Conclusion

The RMAC construction proposed in this paper gives an efficient solution to the
problem of constructing a randomized CBC-MAC provably secure against birth-
day paradox attacks. The only previously known example of a birthday paradox
resistant MAC was given in [2] and called MACRX. Compared to MACRX,
RMAC has two main advantages. Firstly, its output has twice the length of the
underlying block-cipher instead of three times for MACRX. Secondly, being a
CBC-MAC variant, RMAC does not require any special functions other than
the block cipher.

Moreover, RMLAC unleashes the full power of the AES in MAC computation,
thus making the need for 256-bit block ciphers a very remote perspective. Quite
interestingly, the proof is stronger when using 256-bit keys in AES.



On the Security of Randomized CBC-MAC 251

References

1.

2.

10.

11.

12.

13.

14.

15.

M. Bellare, R. Canetti, and H. Krawczyk. Keying hash functions for message
authentication. In CRYPTO’96, volume 1109 of LNCS. Springer, 1996.

M. Bellare, O. Goldreich, and H. Krawczyk. Stateless evaluation of pseudorandom
functions: Security beyond the birthday barrier. In CRYPTO’99, volume 1666 of
LNCS, pages 270-287. Springer, 1999.

M. Bellare, R. Guerin, and P. Rogaway. XOR MACs: New methods for message
authentication using finite pseudorandom functions. In CRYPTO’95, volume 963
of LNCS, pages 15-28. Springer-Verlag, 1995.

. M. Bellare, J. Killian, and P. Rogaway. The security of the cipher block chaining

message authentication code. In CRYPTO’9/, volume 839 of LNCS, pages 341—
358. Springer, 1994. See new version at http://www.cs.ucdavis.edu/ rogaway/.
M. Bellare, T. Krovetz, and P. Rogaway. Luby-rackoff backwards: increasing secu-
rity by making block-ciphers non-invertible. In EUROCRYPT’98, volume 1403 of
LNCS, pages 266—280. Springer, 1998.

J. Black, S. Halevi, H. Krawczyk, T. Krovetz, and P. Rogaway. UMAC: Fast
and secure message authentication. In CRYPTO’99, volume 1666 of LNCS, pages
216-233. Springer-Verlag, 1999.

J. Black and P. Rogaway. CBC MACs for arbitrary-length messages: The three-key
constructions. In CRYPTO 2000, volume 1880 of LNCS, pages 197-215. Springer,
2000.

C. Hall, D. Wagner, J. Kelsey, and B. Schneier. Building PRFs from PRPs. In
CRYPTO’98, volume 1462 of LNCS, pages 370-389. Springer, 1998.
International Organization for Standards, Geneva, Switzerland. ISO/IEC 9797-1.
Information Technology — Security Techniques — Data integrity mechanism using
a cryptographic check function employing a block cipher algorithm, second edition
edition, 1999.

E. Jaulmes, A. Joux, and F. Valette. On the security of randomized cbc—mac
beyond the birthday paradox limit: A new construction. Available at
http://eprint.iacr.org, 2002. Full version of this paper.

E. Petrank and C. Rackoff. CBC-MAC for real-time data sources. Technical Report
97-10, Dimacs, 1997.

B. Preneel and P. van Oorschot. MDx-MAC and building fast MACs from hash
functions. In CRYPT(0O’95, volume 963 of LNCS, pages 1-14. Springer, 1995.

M. Semanko. L-collision attacks against randomized MACs. In CRYPTO 2000,
volume 1880 of LNCS, pages 216—228. Springer, 2000.

U.S. Department of Commerce/National Bureau of Standards, National Technical
Information Service, Springfield, Virginia. FIPS 118. Computer Data Authentica-
tion. Federal Information Processing Standards Publication 113, 1994.

M. Wegman and J. Carter. New hash functions and their use in authentication
and set equality. Journal of Computer and System Sciences, 22(3):265-279, 1981.



Cryptanalysis of the Modified Version of the
Hash Function Proposed at PKC’98

Daewan Han, Sangwoo Park, and Seongtaek Chee

National Security Research Institute
161 Gajeong-dong, Yuseong-gu, Daejeon, 305-350, Korea
{dwh,psw,chee}@etri.re.kr

Abstract. In the conference PKC’98, Shin et al. proposed a dedicated
hash function of the MD family. In this paper, we study the security of
Shin’s hash function. We analyze the property of the Boolean functions,
the message expansion, and the data dependent rotations of the hash
function. We propose a method for finding the collisions of the modified

Shin’s hash function and show that we can find collisions with probability
2730,

1 Introduction

Hash functions are used for many cryptographic applications, such as message
authentication and digital signature. A hash function is a computationally effi-
cient function which maps binary strings of arbitrary length to binary strings
of some fixed length. Cryptographic hash functions should satisfy the following
properties [3]:

— pre-image resistance: given a y in the image of a hash function h, it is com-
putationally infeasible to find any pre-image x such that h(z) = y.

— 2nd pre-image resistance: given z and h(z), it is computationally infeasible
to find a ¢’ # x such that h(z) = h(z').

— collision resistance: it is computationally infeasible to find any two distinct
inputs x, 2’ which hash to the same output.

Since the hash function MD4 [6] was introduced by R. Rivest, many dedicated
hash functions based on design principles of MD4 have been proposed. MD5 [7],
HAVAL [10], RIPEMD [5], RIPEMD-160 [2], and SHA-1 [] are the dedicated
hash functions of the MD family.

In the conference PKC’98, Shin et al. proposed a dedicated hash function of
the MD family [8]. We call it Shin’s hash function. The compression function
of Shin’s hash function processes a message block of 512 bits and consists of 4
rounds. Each of the rounds consists of 24 steps. Shin’s hash function employs the
message expansion similar to SHA-1, and Boolean functions similar to HAVAL.
Another feature of Shin’s hash function is to adopt the data-dependent rotations:
rotations are processed by variable amounts determined by message words.

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 252-262 2002.
© Springer-Verlag Berlin Heidelberg 2002
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In this paper, we study the security of Shin’s hash function. We analyze the
property of the Boolean functions, the message expansion, and the data depen-
dent rotations of Shin’s hash function. We indicate that, unlike the designer’s
intention, some of the Boolean functions of Shin’s hash function fail to satisfy
the Strict Avalanche Criterion(SAC) [9]. Also, we point out that there can be
some weakness of the message expansion and the data dependent rotations. We
consider the modified Shin’s hash function which is Shin’s hash function whose
Boolean functions all satisfy the SAC, and propose a method for finding the
collisions for the modified Shin’s hash function.

2 The Compression Function of Shin’s Hash Function

Throughout this paper, the symbol + represents a modulo 232 addition, X @Y,
X AY and X VY represent the bitwise exclusive OR, AND, and OR of X and Y,
respectively. The symbol X <¢ denotes the left cyclic shift of X by s bit positions
to the left.

The compression function of Shin’s hash function processes a 16-word mes-
sage block of 512 bits, (Xo, X1,..., X15), and consists of 4 rounds. The 16-word
message block is expanded to a 24-word message block, (X, X1, ..., X23). In the
24-word message block, X;(i =0,1,...,15) are the same as the message words
of the original 16-word message blocks and the additional 8 message words,
X;(i =16,17,--- ,23) are determined by the 16-word message blocks as follows:

Xi61i = (Xoti ® Xogi ® Xrpi @ Xi244) < i=0,1,---,7. (1)

With the expanded 24-word message block, the compression function trans-
forms a 5-word(160 bits) initial value (A, B, C, D, E) into a 160-bit output
value. The 5-word initial values are the followings:

A = 0x67452301, B = Oxefcdab89, C' = 0x98badcfe,

D = 0x10325476, E = Oxc3d2el f0.

Each round of the compression function consists of 24 steps and each step
processes a different word. The orders in which the words are processed differ
from round to round. The word processing orders are determined by the follow-
ing:

Round 1|Round 2|Round 3|Round 4

id P P’ p*

and the permutation p is as follows:

1 |01])2]3|4]5|6|7|8]|9|10|11
p(i)] 4 |21|17| 1 |23|18|12|10| 5 |16/ 8| 0
1

12]13|14(15|16|17|18|19|20|21|22|23
p(1)[20] 3 |22| 6 |11|19|15{ 2| 7 [14|9 |13
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In addition, each round employs a different constant. The constant K;(i =
1,2,3,4) is adopted by i-th round.

K, = 0x0, Ky = 0x5a827999, K3 = 0x6ed9ebal, K4 = 0x8f1lbbcdc.
In each round, one of the following Boolean functions is employed.

folx1, o, 23,24, 25) = (21 Ax2) B (23 A2g) D (T2 ATy Axg) D a5
fi(xy, @, 23,24, 25) = 22 B (x4 Ax5) V (21 A 23))
fo(xy, @0, 23,4, 75) = 21 B (X2 A (21 B 24)) D (((T1 AN T4) D T3) V 5)
The Boolean functions perform bitwise operations on words. fo, f1, f2, fo are
adopted by the 1st, 2nd, 3rd, and 4th round, respectively.

Now, we describe the step function of Shin’s hash function. Let T} ;(j =
0,1,---,4) be the input of the step function at step . Then, the step function
of Shin’s hash function has a transformation of the form

Tio= (f(T50,Ti1, T2, T35, Tia) + Xi + K)<%, T = Tf<110
Tivia =T, Tiv12 =Ti1, Tiv1,3 = Ti2, Tig1,a =T33, Tip1,0 = Ti 4.

The rotation amount s; at the step 7 is determined by the following;:
8i = Xorq(;) mod 32,

where ord(i) is determined by the following permutations:

Round 1|Round 2|Round 3|Round 4

p* p’ p id

3 Some Properties of Shin’s Hash Function

In this section, we analyze the property of the Boolean functions, the message
expansion, and the data dependent rotations of Shin’s hash function.

3.1 The Property of the Boolean Functions

The designers of Shin’s hash function claimed that each of the Boolean functions
of the hash function is 0-1 balanced, has a high nonlinearity, and satisfies the
SAC [8]. Yet, it is easy to find out that some of the Boolean functions of Shin’s
hash function fail to satisfy the SAC.

We define the Boolean function f as satisfying the SAC if whenever one input
bit of f is changed, each output bit is changed with probability 1/2]9]. In case
of Shin’s hash function, it is easy to know that the Boolean function fy and f;
do not satisfy the SAC. In case of fy, we can know that, whenever the input bit,
x5, is changed, the output bit is changed with probability 1. Similarly, in case
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of f1, whenever the input bit, xo, is changed, the output bit is changed with
probability 1.

folz, 2, 23,24, 25) = (21 A x2) B (X3 A 2a) B (T2 A3 A T4) B T5,

fi(z, 2, 23,24, 25) = 22 B ((xa A xs) V (21 A x3)).

Since the designers of Shin’s hash function intended that each of the Boolean
functions satisfies the SAC, it can be adequate that we consider the Shin’s hash
function whose Boolean functions all satisfy the SAC. We call it the modified
Shin’s hash function.

3.2 The Property of the Message Expansion

The additional 8 message words Xi6, Xi7,--- , X23 are determined by the 16-
word message block by the equation (). The equation () can be restated as
follows:

Xi6 = (Xo® X2 ® X7 ® X12)<!
Xir= (X1 © X530 Xg ® X13)<*
Xis = (Xo® X4 & Xo ® X14)<!
Xig = (X3® X5 ® X109 ® X15)<!
X0 = (X4 ® X ® X11 ® X16)<!
Xo1 = (X5® X7 @ X120 ® X17)<!
Xoo = (X6 ® Xs ® X13 ® X15) <!
Xoz = (X7 ® Xo ® X14 ® X19)<!

For two 32-bit words X and X, we will define the difference of X and X as
follows: }
AX =X — X (mod 2%?).

To find a collision for Shin’s hash function, we should find two distinct mes-
sage blocks X and X which have the same hash value. In the two distinct message
blocks X and X , if non-zero difference occurs between X; and Xl (0 <7< 15),
non-zero difference can occur between some of the additional 8 message words
which are generated from X; and X;. For example, if non-zero difference oc-
curs between Xy and Xo, then non-zero difference can occur between X4 and
Xi6. Furthermore, non-zero difference between X4 and X6 can make non-zero
difference between Xoo and Xog. Thus, the message expansion can increase the
difficulty of finding collisions for the hash function.

Table Mshows the property of the message expansion of Shin’s hash function.
It shows that X79 and X5 affect X19 and Xo3 simultaneously. It means that,
although AX;o and AX;5 are non-zero, we can have AX19 = AXp3 = 0 in the
case X190 = X5 and X10 = X15 Slmllarly, although AX;7, AXs;, and AXoo
are non-zero, we can have AXg = AXy3 = 0 in the case X17 ® Xo1 ® X22 =0
and X17 @ Xo1 © Xo2 = 0.
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Table 1. The effect of message expansion of the SHF

[ Xo [ X0 [ Xo [ X | Xa [ X5 [ Xe [ X7 [ Xs [ Xo [X10]X11[X12][X13[X14] X15]
X16|X17| X16| X17|X18| X19| X20| X16| X17| X18| X19| X 20| X16 | X17| X18]| X710
Xo20| X21|X18|X19|X20|X21|X22| X20|X21|X22| X023 Xo20|X21|X22| X23
Xo0|Xo21|X22|X23 X21|X22|X23 Xo1|X22| X023
X22|Xo23 Xos

Now, we know that there are instances in Shin’s hash function where non-zero
difference between some original message words cannot be diffused to non-zero
difference between some additional message words. We can use this property of
the message expansion to find the collisions for the modified Shin’s hash function.

3.3 The Property of the Data Dependent Rotations

In Shin’s hash function, the data dependent rotations are adopted by the equa-
tion

S; = Xord(i) mod 32,

at step ¢. We can know that in the 1st round, ord(4) is determined by the word
processing orders of the 4th round, and ord(i) of the 2nd round is determined
by the word processing orders of the 3rd round, and so on.

For example, at step 1, s; is determined by the word Xjs(see Appendix
A). So, if we have the word X;3 such that X;3 = 0 mod 32, then, s; = 0. It
means that we can make the data dependent rotations ineffective by choosing the
appropriate message block, i.e. if we have the message block (X;,4 =0,1,...,15)
such that X; = 0 mod 32, we can have all s; equal to 0.

Also, if we have X; and X; such that AX; #0and X; = X; mod 32, then we
know that the shift amounts determined by X; and X, are the same although
X; and X; are different.

4 Attack on the Modified Shin’s Hash Function

Although some of the Boolean functions of Shin’s hash function do not satisfy
the SAC, since the designers of Shin’s hash function intended that each of the
Boolean functions satisfies the SAC, it seems to be adequate that we study
the security of the modified Shin’s hash function. In this section, we propose a
method for finding the collisions for the modified Shin’s hash function.

We define some notations. A;, B;, C;, D;, F; represent the chaining variables
after step 4 for a message block X = (Xp,..., Xa3), and A;, B, C;, D;, E; repre-
sent the chaining variables after step i for a message block X = (Xo, cen ,ng).
s; and §; represent the shift value used in step i for X and X, respectively.
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4.1 Attack on the 6 Consecutive Steps of the Modified Shin’s Hash
Function

We analyze the 6 consecutive steps of the modified Shin’s hash function and show
how to find the collisions for 6 consecutive steps. For convenience, we consider
the 6 consecutive steps from step 1 to step 6.

To find the collisions for 6 consecutive steps, we should find two distinct
message blocks X = (Xo, X1,...,X5) and X = (X, X1,...,X5) which have
the same chaining variables after step 6, i.e. Ag = Ag, Bg = Bg, Cs = Cs,
D6 = Dg, and, EG = EG.

We consider two distinct message blocks X and X such that AX, = 1<3!
and AX; = AXy = AX3 = AX, = AX5 = 0. Then, we can have a situation
that s; = 5;(i = 1,2,...,6). We assume that Ay = Ay, By = By, Cy = Co,
Dy = Do, and, Fy = E,. Note that the Boolean function f satisfies the SAC.

Now, we analyze each step from step 1 to step 6 and find the probability with
which (X, X) can be a collision of the 6 consecutive steps. Table ] shows the
updated chaining variables at each step of the 6 consecutive steps. The boxed
variables represent the updated chaining variables at each step.

Table 2. Chaining variables updated in each step

Step| Ao Bo Co Do Ep |Input message
1 |A| B ¢ D B Xo
2 |4 B O D: B X
3 |As Bs Cs |Ds| Es X,
4 | Ay Ba Dy Eu X3
5 | As |Bs| Cs Ds Es Xa
6 |As| Bs Co Do Es X

A; and A; are updated at step 1 as follows:

A1 = (f(AO,BOaCOwDO;EO)+XO+K)<<51, B: :BO<<10

Al = (f(A07BOaCYOvDO;EO)+XO+K)<<§1, Bl :BO<<10
Since AXy = 131, we can have a situation that Xo@®X, = 13! with probability
1. AISO, we know that AA() = AB() = AC(] = ADO = AEO and s; = §7. SO, we

have the following:
Al @ Al — 1<<sl(or 51)—1.

At step 2, E5 and F» are updated as follows:

By = (f(Ey, A1, B1,C1,D1) + X1 + K)<%2, Ay = AT,
Ey = (f(Er,A1,B1,C1,Dy) + X1 + K)<%2, Ay = AT,
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Since AF, = AB; = ACy = ADy = 0, AX; = 0, s = §5, we can have the
following equation:

AFEy =0 <= f(B1, A1, B1,C1, Dy) = f(E1, Ay, By, Ch, D).

Note that A; @ A; = 1<51(r $)-1 Gince f satisfies the SAC, we can have a
result such that

f(ElvAlvBlaclle) = f(ElvAlaBlvclv-Dl)

with probability 1/2, i.e. AEs = 0 with probability 1/2. )
We assume that we have AF,; = 0 at step 2. At the next step, D3 and D3
are updated as follows:

D3 = (f(Daq, Ea, Ay, By, Co) + Xo + K)<%, B3 = E5S1
D3 = (f(D2, B2, Ay, By, Co) + Xo + K)<%, By = BN

Since ADy = AE, = ABy = ACy, AX5; = 0, and s3 = 33, we can have the
following equation:

AD3 =0 <= f(D3, Es, Ay, By, Cy) = f(Dy, Ez, Ay, By, Cs).
Since f satisfies the SAC, we can have a result such that
f(Da, Ea, Ay, By, Cy) = f(Da, B, Ay, By, Cs)

with probability 1/2, i.e. AD3 = 0 with probability 1/2.

Similarly, we can have that ACy = 0 with probability 1/2 at step 4. Also,
we can have that ABs = 0 with probability 1/2 at step 5, and AAg = 0 with
probability 1/2 at step 6.

As a result, for two distinct message blocks X = (Xo, X3,...,X5) and X =
(XO7X1;-~- ,X5) such that AXO = 1<<31 and AXl = AXQ = AXg = AX4 =
AX5 = 0, we can have that AAdg =0, ABs =0, ACs =0, ADg =0, AEg =0
with probability 27°. So, we can find a collision for the 6 consecutive steps of
the modified Shin’s hash function with about 2° operations.

4.2 Attack on the Full Steps of the Modified Shin’s Hash Function

Now, we propose a method for finding a collision for the full steps of the modified
Shin’s hash function. We consider two distinct message blocks X = (Xo, X1, ...
, X15) and X = ( Xo, X1, ... , Xy5) which satisfy the following conditions.

— Condition 1 : X; is arbitrary for i # 8, 9, and 10.

— Condition 2 : Xg = 0x00000016 and X9 = X5 & X, & X146 0x0000000b
— Condition 3 : X109 = X715

— Condition 4 : X; = X; for i # 10, 15

— Condition 5 : X19 = X15 = X5 + 13!
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Condition 2 implies that Xg = 22 mod 32 and X5 = 22 mod 32. So, the
shift amounts determined by Xg and the shift amounts determined by Xig are
equal to 22. From Condition 3, 4, and 5, we can have that X; = Xl(z = 16, 17,
-+« 23) from the property of the message expansion. Also, since X; = X; mod
32(0 <14 < 23), it is easy to know that s; = §; (1 <1 < 96). Finally, we notice
that AXIO = AX15 = 1<<31.

We denote I; as the section of the 6 consecutive steps from step i to step
1+ 5 and consider the sections I11, I32, 143, Is4, Igg, and, Ig;. Note that the first
input message word of the sections is X1 or X15, and AX g = AX 5 = 153 (see
Appendix A).

First, we consider the section I32. We have two distinct message blocks (X1,
)(57 X16, X87 Xo, XQQ) and (XIO; Xg,, Xlﬁ, Xg 5 X07 XQ()) such that AXIO = 1<<31
and AXy = AX g = AXg = AXy = AX9y = 0. So, to the section I35, we can
apply the attack on the 6 consecutive steps of the modified Shin’s hash function,
ie.if AAgl = ABgl = AC31 = AD31 = AEgl = 0, we can have AA37 = AB;37 =
AC37 = AD3y = AEs; = 0 with probability 27°. Similarly, the attack on the 6
consecutive steps can be applied to I43, I54, and Ig9 with the same probability.

However, to the section I11, the attack on the 6 consecutive steps cannot be
directly applied because AX15 # 0, where X5 and X5 are the input message
words of the last step of I1,. However, by using the property of the data depen-
dent rotations, this problem can be solved. Note that, at step 16, A1 and 12116
are updated as follows:

Aie = (fo(Ais, Bis, Ci5, D15, E15) + X15 + K1)<%'¢,  Byg = B§"°
Avg = (fo(Ars, Bis, Cis, D15, Eis) + X15 + K1)<%¢,  Bys = B

We can have that AB5s = AC15 = ADi5 = AE;5 = 0 with probability 27%.
Note that at step 11, A;; and 12111 are updated by the message words X9 and
X0 such that AX1p = 153, and s1; and 31, are determined by X5 and Xis,
respectively. Since we have X5 = X1s and X5 = 22 mod 32 from Condition 2,
s11 and 511 are equal to 22. Thus, we know that Ay ® Ay = 152, At step 12,
Ay, and A;; are left-rotated by 10 bit positions, i.e. Ao P Apy = 1531, Since,
from step 13 to step 15, A;3 = A4 = A5 and /~113 = A, = /~1157 the equation
A5 ® Ay = 1531 holds. Now, we know that AX 5 = AAj; = 1531, s0 we can
have the following equation:

AAig=0
<= fo(A1s, Bis, C15, D15, E15) @ fo(Aus, Bis, Ci5, D15, By5) = 159

Since fj satisfies the SAC, we can have that
fo(Ais, Bis,Cis, D15, E15) @ fo(Aus, Bis, Cis, Dis, Eys) = 159

with probability 1/2. So, AA;6 = 0 with probability 27°. Similarly, by using
the property of the data dependent rotations, this attack can be applied to
the section Ig;. In this case, by the value of Xg in Condition 2, we have that
S81 = 581 = 22.
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As our main result, if we have the two distinct message blocks X and X
which satisfy the Condition 1,2,3,4, and 5, we can find a collision of the modified
Shin’s hash function with probability (27°)¢ = 2730,

Now, we find a collision of the modified Shin’s hash function by computer
simulation. We employ the Boolean functions f;(i = 0, 1,2,3) which satisfy the
SAC as follows:

o NT5) D xq) V1)
3 ANx1) ®ws5) V 22)
1 Axy) B x3) Vas)

) @ x1) V T3)

x4 N\ T2) DX

folz1, 22,23, %4, T5) =

) =x2® (
1(z1, 2o, 3, 24, 25) = 23 B (24

) =z10(

) =z 0 (

~

(

(z1

(:]Cl,l'g,l'g, T4,T5
(

o
~=a A2

f3(r1, 2, 23,74, 5) = V3

fi(i =0,1,2,3) is the modified version of the Boolean function fy of Shin’s hash
function, which satisfies the SAC. Note that our attack does not use the specific
properties of the Boolean functions except the SAC.

As a result of computer simulation, we give a collision for the modified Shin’s
hash function in Table 3] which has the following hash value:

Oxdfe4e58f, 0x1£21fb34, 0x9956457f, 0x8726dfF2, 0x0adbbef3

Table 3. A collision for the modified Shin’s hash function

Xo = 0Oxeb64ec066 | Xg = Oxe64ec066

X1 = 0xfd126b95 | X1 = 0xfd126b95

X2 = 0x6d80c03e | X2 = 0x6d80c03e

X3 = 0x09d32e0c | X3 = 0x09d32e0c

Xy =0x767d3fl5 | X4 = 0x767d3fl5

X5 = 0x2bclb633|Xs = 0x2bclb633

X6 = 0x40727b94| X = 0x40727b94

X7 = 0xd7el7540| X7 = 0xd7el7540

Xg = 0x00000016 | Xg = 0x00000016

Xg = 0x278364el | X9 = 0x278364el

X10 = 0xe7e7d228 | X1¢p = 0x67e7d228

X11 = 0x8014bf7d | X11 = 0x8014bf7d

X12 = Oxd5a3b0de X12 = Oxd5a3b0de

X13 = 0x5a70ffd6 | X13 = 0x5a70ffd6

X14 = 0x3c7e9b21 | X14 = 0x3c7e9b21

X15 = 0xe7e7d228 | X15 = 0x67e7d228

5 Conclusion

In this paper, we have studied the security of Shin’s hash function proposed
by Shin et al. in the conference PKC’98. We have pointed out that, unlike the
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designer’s intention, some of the Boolean functions of Shin’s hash function do
not satisfy the SAC. Also, we have indicated that there are instances in Shin’s
hash function that the message expansion is not effective. We have proposed a
method for finding the collisions with probability 273° for the modified Shin’s
hash function. Furthermore, we have found a collision of the modified Shin’s
hash function by computer simulation.

Recently, the collisions of the original Shin’s hash function have been found
by Chang et al.. They have extended our attack, and the complexity of the attack
is 237 hashing operations [1].

This paper has provided a good example that, although it is known that the
SAC is one of the important properties of the cryptographic Boolean functions, it
can be absolutely irrelevant for the dedicated hash functions. So, we recommend
that the Boolean functions of the dedicated hash function of the MD family be
carefully chosen. Also, the message expansion should be carefully designed, and
we conjecture that the data dependent rotations seem to be inadequate for the
dedicated hash functions.
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A Message Processing Orders of Shin’s Hash Function

Step|Word ||Step|Word ||Step|Word ||Step| Word
1 | Xo || 256 | Xy || 49 | Xog || 73 | X3
X1 26 X21 50 X14 74 X22
Xo || 27 | X17 || Bl | X109 || 75 | X2
X3 || 28| Xy || 52 | Xo1 || 76 | X14
X4 || 29 | Xos || B3 | Xus || 77 | X3
30 | Xig || 54 || Xus ||| 78 | Xe
Xe || 31 | Xu2 || 55 | Xoo || 79 | X7
X7 | 32 | Xy0]]| 56 | Xg || 80 | X5

Xs |33 X5 || 57 | X5 || 81

© 00 O Uk Wi
I

10| Xo || 34 | Xu6 || 58 | X11 || 82 | X,
11 [ X0l 35 | X5 || 59| X5 | 83 | Xus
12 | X11 | 36 | Xo || 60 | X4 || 84 | Xos
13 | X0 | 37 | Xa0 || 61 | X7 | 85 |[ X310
14| X151 38| X3 || 62| X1 || 86 | X
15 | Xo4 [ 39 | Xao || 63| X | 87 | X6
16 [ X5l 40 | X6 || 64 | X1 || 88 | Xa0
17 | Xue || 41 | X10 || 65 | Xo || 89 | X4
18 | X7 || 42 | X1 || 66 | Xo || 90 | X17
19 | X5 || 43 67 | Xo || 91 | X1

20 | Xio || 44 | X5 || 68 | Xa7 || 92 | X19
21 | Xoo || 45 | X7 || 69 [ X0 93 | X
22 | Xoy || 46 | X4 || 70 | Xog || 94 | Xo
23 | Xoo || 47 | Xo || 71 | Xu6 || 95 | X14

()
g

Xog || 48 | Xu3 || 72 | X3 || 96 | X3
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1 Introduction

Cryptosystems like AES and triple-DES are designed to encrypt a sequence of
input bytes (the plaintext) into a sequence of output bytes (the ciphertext) in
such a way that the output carries no information about that plaintext except its
length. In recent years, concerns have been raised about ”side-channel” attacks
on various cryptosystems—attacks that make use of some kind of leaked informa-
tion about the cryptographic operations (e.g., power consumption or timing) to
defeat them. In this paper, we describe a somewhat different kind of side-channel
provided by data compression algorithms, yielding information about their in-
puts by the size of their outputs. The existence of some information about a
compressor’s input in the size of its output is obvious; here, we discuss ways to
use this apparently very small leak of information in surprisingly powerful ways.

The compression side-channel differs from side-channels described in [Koc96]
[KSHWO00] [KIY00] in two important ways:

1. It reveals information about plaintext, rather than key material.
2. It is a property of the algorithm, not the implementation. That is, any im-
plementation of the compression algorithm will be equally vulnerable.

1.1 Summary of Results

Our results are as follows:

1. Commonly-used lossless compression algorithms leak information about the
data being compressed, in the size of the compressor output. While this
would seem like a very small information leak, it can be exploited in sur-
prisingly powerful ways, by exploiting the ability of many compression algo-
rithms to adapt to the statistics of their previously-processed input data.

2. We consider the ”stateless compression side-channel,” based on the compres-
sion ratio of an unknown string without reference to the rest of the message’s
contents. We also consider the much more powerful ”stateful compression
side-channel,” based on the compression ratio of an unknown string, given
information about the rest of the message.

3. We describe a number of simple attacks based mainly on the stateless side-
channel.

J. Daemen and V. Rijmen (Eds.): FSE 2002, LNCS 2365, pp. 263-276} 2002.
© Springer-Verlag Berlin Heidelberg 2002
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4. We describe attacks to determine whether some string S appears often in a
set of messages, using the stateful side-channel.

5. We describe attacks to extract a secret string S that is repeated in many
compressed messages, under partial chosen plaintext assumptions, using the
stateful side-channel.

6. We consider countermeasures that can make both the stateless and the state-
ful side-channels substantially harder to exploit, and which may thus block
some of these attacks.

7. We discuss the implications of these results, in light of the widespread use of
compression with encryption, and the ”folk wisdom” suggesting that adding
compression to an encryption application will increase security.

1.2 Practical Impact of Results

Compression algorithms are widely used in real-world applications, and have a
large impact on those applications’ performance in terms of speed, bandwidth
requirements, and storage requirements. For example, PGP and GPG compress
using the Zip Deflate algorithm before encrypting, IPSec can use IPComp to
compress packets before encrypting them, and both the SSH and TLS protocols
support an option for on-the-fly compression.

Potential security implications of using compression algorithms are of prac-
tical importance to people designing systems that might use both compression
and encryption.

The side-channel attacks described in this paper can have a practical impact
on security in many situations. However, it is important to note that these
attacks have little security impact on, say, a bulk encryption application which
compresses data before encrypting. To a first-order approximation, the attacks in
this paper are described in decreasing order of practicality. The string-extraction
attacks are not likely to be practical against many systems, since they require
such a specialized kind of partial chosen-plaintext access. The string-detection
attacks have less stringent requirements, and so are likely to be useful against
more systems. The passive information leakage attacks are likely practical to
use against any system that uses compression and encryption together, and for
which some information about input size is available.

In a broader sense, the results in this paper point to the need to consider the
impact of any pre- or post-processing done along with encryption and authenti-
caton. For example, we have not considered timing channels from compression
algorithms in this paper, but such channels will clearly exist for some compres-
sion algorithms, and must also exist for many other kinds of processing done
on plaintext before it is sent, or ciphertext after it is received and decrypted.
Similarly, anything done to the decrypted ciphertext of a message before au-
thenticating the result is subject to reaction attacks: attacks in which changes in
the ciphertext can cause different error messages or other behavior on the part
of the receiver, depending on some secret information that the attacker seeks to
reveal. (For decompressors which must terminate decompression with an error
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for some possible inputs, for example, there are serious dangers with respect to
reaction attacks, or even with buffer-overrun or other related attacks.)

1.3 Previous Work

Although existence of the stateless compression side channel is obvious, we have
seen very little reference to it in the literature. Nearly all published works dis-
cussing compression and encryption describe how compression improves the se-
curity of encryption.

One of the attendants of FSE2002 brought [BCLO2] to our attention; in this
article, researchers had noticed that they could use the compression ratio of
a file to determine the language in which it was written in. This is the same
phenomenon on which is based one of our stateless side channels.

1.4 Guide to the Paper

The remainder of this paper is arranged as follows: First, we discuss commonly-
used compression methods, and how they interact with encryption. Next, we
describe the side-channel which we will use in our attacks. We then consider
several kinds of attack, making use of this side channel. We conclude with a
discussion of various complications to the attacks, and possible defenses against
them.

2 Lossless Compression Methods and the Compression
Side-Channels

The goal of any compression algorithm (note: in this paper, we consider only
lossless compression algorithms) is to reduce the redundancy of some block of
data, so that an input that required R bits to encode can be written as an out-
put with fewer than R bits. All lossless compression algorithms work by taking
advantage of the fact that not all messages of R bits are equally likely to be
sent. These compression algorithms make a trade-off: they effectively encode the
higher probability messages with fewer bits, while encoding the lower proba-
bility messages with more bits. The compression algorithms in widespread use
today typically use two assumptions to remove redundancy: They assume that
characters and strings that have appeared recently in the input are likely to
recur, and that some values (strings, lengths, and characters) are more likely to
occur than others. Using these two assumptions, these algorithms are effective
at compressing a wide variety of commonly-used data formats.

Many compression algorithms (and specifically, the main one we will con-
sider here) make use of a “sliding window” of recently-seen text. Strings that
appear in the window are encoded by reference to their position in the window.
Other compression algorithms keep recently-seen strings in an easily-searched
data structure; strings that appear in that structure are encoded in an efficient
way.
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Essentially all compression algorithms make use of ways to efficiently encode
symbols (characters, strings, lengths, dictionary entries) of unequal frequency,
so that commonly-occurring symbols are encoded using fewer bits than rarely-
occurring symbols.

For the purposes of this paper, it is necessary to understand three things
about these compression functions:

1. At any given point in the process of compressing a message, there are gener-
ally many different input strings of the same length which will compress to
different lengths. This inherently leaks information about these input strings.

2. The most generally useful compression algorithms encode the next few bytes
of input in different ways (and to different lengths), depending on recently-
seen inputs.

3. While a single “pass” of a compression algorithm over a string can leak only
a small amount of data about that string, multiple “passes” with different
data appearing before that string can leak a great deal of data about that
string.

This summary necessarily omits a lot of detail about how compression al-
gorithms work. For a more complete introduction to the techniques used in
compression algorithms, see [Sal97a] or [CCF01a].

2.1 Interactions with Encryption

Essentially all real-world ciphers output data with no detectable redundancy.
This means that ciphertext won’t compress, and so if a system is to benefit from
compression, it must compress the information before it is encrypted.

The “folk wisdom” in the cryptographic community is that adding compres-
sion to a system that does encryption adds to the security of the system, e.g.,
makes it less likely that an attacker might learn anything about the data be-
ing encrypted. This belief is generally based on concerns about unicity distance,
keysearch difficulty, or ability of known- or chosen-plaintext attacks. We believe
that this folk wisdom, though often repeated in a variety of sources, is not gener-
ally true; adding compression to a competently designed encryption system has
little real impact on its security. We base this on three observations:

Unicity distance is irrelevant. The unicity distance of an encryption system
is the number of bits of ciphertext an attacker must see before he has enough
information that it is even theoretically possible to determine the key. Com-
pression algorithms, decreasing the redundancy of plaintexts, clearly increase
unicity distance. However, this is irrelevant for practical encryption systems,
where a single 128-bit key can be expected to encrypt millions of bytes of
plaintext.

Keysearch difficulty is only slightly increased. Since most export restric-
tions on key lengths have gone away, we can expect this to become less and
less relevant over time, as existing fielded algorithms with 40- and 56-bit
key lengths are replaced with triple-DES or AES. At any rate, for systems
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with keys short enough for brute force searching, adding general-purpose
compression algorithms to the system seems like a singularly unhelpful way
to fix the problem. Standard compression algorithms usually include fixed
headers, and tend to be pretty predictable in their first few bytes of output.
It seems unlikely that adding such a compression algorithm, even with fixed
headers removed, increases the difficulty of keysearch by more than a factor
of 10 to 100. Switching to a stronger cipher is a far cheaper solution that
actually solves the problem.

Standard algorithms not that helpful. Compression with some additional
features to support security (such as a randomized initial state) can make
known-plaintext attacks against block ciphers much harder. However, off-
the-shelf compression algorithms provide little help against known-plaintext
attacks (since an attacker who knows the compression algorithm and the
plaintext knows the compressor output). And while chosen-plaintext attacks
can be made much harder by specially designed compression algorithms,
they are also made much harder, at far lower cost, by the use of standard
chaining modes.

In summary, compression algorithms add very little security to well-designed
encryption systems. Such systems use keys long enough to resist keysearch at-
tack and chaining modes that resist chosen-plaintext attack. The real reason for
using compression algorithms isn’t to increase security, but rather to save on
bandwidth and storage. As we will disucuss below, this real advantage needs
to be balanced against a (mostly academic) risk of attacks on the system, such
as those described below, based on information leakage from the compression
algorithm.

3 The Compression Side-Channel and Our Attack Model

In this section, we describe the compression side channel in some detail. We also
consider some situations in which this side channel might leak important data.

Any lossless compression algorithm must compress different messages by dif-
ferent amounts, and indeed must expand some possible messages. The compres-
sion side channel we consider in this paper is simply the different amount by
which different messages are compressed. When an unknown string S is com-
pressed, and an attacker sees the input and output sizes, he has almost certainly
learned only a very small amount about S. For almost any S, there will be a
large set of alternative messages of the same length, which would also have had
the same size of compressor output. Even so, some small amount of information
is leaked by even this minimal side-channel. For example, an attacker informed
that a file of 1IMB had compressed to 1KB has learned that the original file must
have been extremely redundant.

Fortunately (for cryptanalysts, at least), compression algorithms such as
LZW and Zip Deflate adapt to the data they are fed. (The same is true of many
other compression algorithms, such as adaptive markov coding and Burrows-
Wheeler coding, and even adaptive Huffman coding of symbols.) As a message
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is processed, the state of the compressor is altered in a predictable way, so that
strings of symbols that have appeared earlier in the message will be encoded more
efficiently than strings of symbols that have not yet appeared in the message.
This allows an enormously more powerful side-channel when the unknown string
S is compressed with many known or chosen prefix strings, Py, Pi, ..., P,_1. Each
prefix can put the compressor into a different state, allowing new information
to be extracted from the compressor output size in each case. Similarly, if a
known or chosen set of suffixes, Qo, @1, ..., @n—1 is appended to the unknown
string S before compression, the compressor output sizes that result will each
carry a slightly different piece of information about S, because those suffixes
with many strings in common with S will compress better than other suffixes,
with fewer strings in common with S. This can allow an attacker to reconstruct
all of S with reasonably high probability, even when the compressor output sizes
for different prefixes or suffixes differ only by a few bytes. In this situation, it is
quite possible for an attacker to rule out all incorrect values of S given enough
input and output sizes for various prefixes, along with knowledge or control over
the prefix values. Further, an attacker can build information about S gradually,
refining a partial guess when the results of each successive compressor output
are seen.

A related idea can be used against a system that compresses and encrypts,
but does not strongly authenticate its messages. The effect of altering a few bytes
of plaintext (through a ciphertext alteration) will be very much dependent on
the state of the decompressor both before and after the altered plaintext bytes
are processed. The kind of control exerted over the compressor state is different,
but the impact is similar. However, we do not consider this class of attack in
this paper.

3.1 Assumptions and Models
We will make the following assumptions in the remainder of this paper:

1. Each message is processed by first compressing it, then encrypting it.

2. The attacker can learn the precise compressor output length from the ci-
phertext.

3. The attacker somehow knows the precise input length, or (in some cases) at
least the approximate input length.

In the sections that follow, we will consider three basic classes of attacks:
First, we will consider purely passive attacks, where the attacker simply observes
the ciphertext length and compression ratio, and learns information that should
have been concealed by the encryption mechanism. Second, we will consider
a kind of limited chosen-plaintext attack, in which the attacker attempts to
determine whether and approximately how often some string appears in a set
of messages. Third, we will consider a much more demanding kind of chosen-
plaintext attack, in which the attacker must make large numbers of chosen or
adaptive-chosen plaintext queries, in hopes of extracting a whole secret string.
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4 Data Information Leakage

In this section, we consider purely passive attacks; ways that an attacker can
learn some information he should not be able to learn, by merely observing
the ciphertexts and corresponding compression ratio. One general property of
these attacks is that they are quite hard to avoid, without simply eliminating
compression from the system. However, it is also worth noting that most of these
attacks are not particularly devastating under most circumstances.

4.1 Highly Redundant Data

Consider a large file full of binary zeros or some other very repetitive contents.
Encrypting this under a block cipher in ECB-mode would reveal a lot of re-
dundancy; this is one reason why well-designed encryption systems use block
ciphers in one of the chaining modes. Using CBC- or CFB-mode, the encrypted
file would reveal nothing about the redundancy of the plaintext file.

Compressing before encryption changes this behavior. Now, a highly-
redundant file will compress extremely well. The very small ciphertext will be
sufficient, given knowledge of the original input size, to inform an attacker that
the plaintext was highly redundant.

We note that this information leak is not likely to be very important for most
systems. However:

1. Chaining modes prevent this kind of information leakage, and this is, in fact,
one very good reason to use chaining modes with block ciphers.

2. In some situations, leaking the fact that highly-redundant data is being
transmitted may leak some very important information. (An example might
be a compressed, encrypted video feed from a surveilance camera—an attacker
could watch the bandwidth consumed by the feed, and determine whether
the motion of his assistant trying to get past the camera had been detected.)

4.2 Leaking File or Data Types

Different data formats compress at different ratios. A large file containing ASCII-
encoded English text will compress at a very different ratio from a large file
containing a Windows executable file. Given knowledge only of the compression
ratio, an attacker can thus infer something about the kind of data being trans-
mitted. This is not so trivial, and may be relevant in some special circumstances.

This may be resisted by encoding the data to be transmitted in some other
format, at the cost of losing some of the advantage of compression.

4.3 Compression Ratio as a Checksum

Consider a situation where an attacker knows that one of two different known
messages of equal length is to be sent. (For example, the two message might
be something like "DEWEY DEFEATS TRUMAN!” or ”TRUMAN DEFEATS
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DEWEY!”.) If these two messages have different compression ratios, the at-
tacker can determine precisely which message was sent. (For this example,
Python’s ZLIB compresses "TRUMAN DEFEATS DEWEY!” slightly better
than "DEWEY DEFEATS TRUMAN!")

More generally, if the attacker can enumerate the set of possible input mes-
sages, and he knows the compression algorithm, he can use the length of the
input, plus the compression ratio, as a kind of checksum. This is a very straight-
forward instance of the side-channel; an attacker is able, by observing compres-
sion ratios, to rule out a subset of possible plaintexts.

4.4 Looped Input Streams

Sometimes, an input stream may be “looped,” so that after R bytes, the message
begins repeating. This is the sort of pattern that encryption should mask, and
without compression, using a standard chaining mode will mask it. However, if
the compression ratio is visible to an attacker, he will often be able to determine
whether or not the message is looping, and may sometimes be able to determine
its approximate period.

There are two ways the information can leak. First, if the period of the looping
is shorter than the “sliding window” of an LZ77-type compression algorithm, the
compression ratio will suddenly become very good. Second, if the period is longer
than the sliding window, the compression ratios will start precisely repeating.
(Using an LZW-type scheme will leave the compression ratios improving each
time through the repeated data, until the dictionary fills up.)

5 String Presence Detection Attacks

The most widely used lossless compression algorithms adapt to the patterns in
their input, so that when those patterns are repeated, those repetitions can be
encoded very efficiently. This allows a whole class of attacks to learn whether
some string S is present within a sequence of compressed and encrypted mes-
sages, based on using either known input data (some instances where S is known
to have appeared in messages) or chosen input (where S may be appended to
some messages before they’re compressed and encrypted).

All the attacks in this section require knowledge or control of some part of
a set of messages, and generally also some knowledge of the kind of data being
sent. They also all require knowledge of either inputs or compressor outputs, or
in some cases, compression ratios.

5.1 Detecting a Document or Long String with Partial Chosen
Plaintext

The attacker wants to determine whether some long string S appears often in a
set of messages My, M1, ..., Mn_1.
The simplest attack is as follows:
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1. The attacker gets the compressed, encrypted versions of all of the M;. From
this he learns their compressed output lengths.

2. The attacker requests the compressed, encrypted versions of M! = M;, S,
for all M;. That is, he requests the compressed and encrypted results of
appending S to each message.

3. The attacker determines the length of S after compression with the scheme
in use.

4. The attacker observes M/ — M;. If these values average substantially less
than the expected length of S after compression, it is very likely that S is
present in many of these messages.

5.2 Partial Known Input Attack

A much more demanding and complicated attack may be possible, given only
the leakage of some information from each of a set of messages. The attacker can
look for correlations between the appearance of substrings of S in the known part
of each message, and the compressed length of the message; based on this, he can
attempt to determine whether S appears often in those messages. This attack
is complicated by the fact that the appearance of substrings of S in the known
part of the message may be correlated with the presence of S in the message.
(Whether it is correlated or not requires more knowledge about how the messages
are being generated, and the specific substrings involved. For example, if S is
“global thermonuclear war”, the appearance of the substring “thermonuclear”
is almost certainly correlated with the appearance of S later in the message.)

A more useful version of an attack like this might be a case where several files
are being combined into an archive and compressed, and the attacker knows one
of the files. Assuming the other files aren’t chosen in some way that correlates
their contents with the contents of the known file, the attacker can safely run
the attack.

6 String Extraction Attacks

In this section, we consider ways an attacker might use the compression side
channel to extract some secret string from the compressor inputs. This kind
of attack requires rather special conditions, and so is much less practical than
the other attacks considered above. However, in some special situations, these
attacks could be made to work. More importantly, these attacks demonstrate a
separate path for attacking systems, despite the use of very strong encryption.

The general setting of these attacks is as follows: The system being attacked
has some secret string, S, which is of interest to the attacker. The attacker is
permitted to build a number of requested plaintexts, each using S, without ever
knowing S. For example, the attacker may choose a set of N prefixes, Py 1, . n—1,
and request N messages, where the ith message is P;||S.
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6.1 An Adaptive Chosen Input Attack

Our first attack is an adaptive chosen input attack. We make a guess about the
contents of the first few characters of the secret string, and make a set of queries
based on this guess. The output lengths of the results of these queries should be
smaller for correct guesses than for incorrect guesses.

We construct our queries in the form

Query = prefix 4 guess + filler + prefix + S
where

Query is the string which the target of the attack is convinced to compress and
encrypt.

prefix is a string that is known not to occur in S.

filler is another string known not to occur in S, and with little in common with
prefix.

S is the string to be recovered by the attacker.

The idea behind this attack is simple: Suppose the prefix is 8 characters
long, and the guess is another 4 characters long. A correct guess guarantees that
the query string contains a repeated 12-character substring; a good compression
algorithm (and particularly, a compression scheme based on a sliding window,
like Zip Deflate) will encode this more efficiently than queries with incorrect
guesses, which will contain a string with slightly less redundancy. When we have
a good guess, this attack can be iterated to guess another four digits, and so on,
until all of S has been guessed.

Experimental Results. We implemented this attack using the Python Zlib
package, which provides access to the widely-used Zip Deflate compression al-
gorithm. The search string was a 16-digit PIN, and the guesses were four (and
later five) digits each. Our results were mixed: it was possible to find the correct
PIN using this attack, but we often would have to manually make the decision to
backtrack after a guess. There were several interesting complications that arose
in implementing the attack:

1. The compression algorithm is a variant of a sliding-window scheme, in which
it is not always guaranteed that the longest match in the window will be
used to encode a string. More importantly, this is a two-pass algorithm; the
encoding of strings within the sliding window is affected by later strings as
well as earlier ones, and this can change the output length enough to change
which next four digits appear to be the best match to S[Whi02].

2. Some guesses themselves compress very well. For example, the guess “0000”
compresses quite well the first time it occurs.

3. The actual “signal” between two close guesses (e.g., “1234” and “1235”) is
very close, and is often swamped by the “noise” described above.
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4. To make the attack work reasonably well, it is necessary to make each piece
of the string guessed pretty long. For our implementation, five digits worked
reasonably well.

5. Some backtracking is usually necessary, and the attack doesn’t always yield
a correct solution.

6. It turns out to also be helpful to add some padding at the end of the string,
to keep the processing of the digits uniform.

All of these problems appear to be pretty easy to solve given more queries
and more work. However, we dealt with them more directly by developing a
different attack—one that requires only chosen-plaintext access, not adaptive
chosen plaintext access.

6.2 A Chosen Input Attack

The adaptive chosen input attack seems so restrictive that it is hard to see how
it might be extended to a simple chosen or known plaintext attack. However,
we can use a related, but different approach, which gives us a straightforward
chosen input attack.

The attack works in two phases:

1. Generate a list of all possible subsequences of the string S, and use the
compression side-channel to put them in approximate order of likelihood of
appearing in S.

2. Piece together the subsequences that fit end-to-end, and use this to recon-
struct a set of likely candidate values for S.

The subsequences can be tested in the simplest sense by making queries of
the form

Query = Guess + S

However, to avoid interaction between the guess and the first characters of
S, it is useful to include some filler between them.

Experimental Results. We were able to implement this attack, with about
a 70% success rate for pseudorandomly-generated strings S of 16 digits each,
using the Python Zlib. The attack generates a list of the 20 top candidates for
S, and we counted it as a success if any of those 20 candidates was S.

There were several tricks we discovered in implementing this attack:

1. In building the queries, it was helpful to generate padding strings before
the guessed subsequence, between the guess and the string S, and after the
string.

2. It was very helpful to generate several different padding strings, of different
lengths, and to sum the lengths of the compressed strings resulting from
several queries of the same guess. This tended to average out some of the
“noise” of the compression algorithm.

3. There are pathological strings that cause the attack to fail. For example,
the string “0000000123000000” will tend to end up with guesses that piece
together instances of “00000”.
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7 Caveats and Countermeasures

The attacks described above make a number of simplifying assumptions. In this
section, we will discuss some of those assumptions, and the implications for our
attacks when the assumptions turn out to be false. We will also consider some
possible countermeasures.

7.1 Obscuring the Compressor Input Size

The precise size of the input may be obscured in some cases. Naturally, some
kind of information about relative compression ratios is necessary for the attack
to work. However, approximate input information will often be good enough, as
when the compression ratio is being used as the side channel. An approximate
input size will lead to an approximate compression ratio, but for any reasonably
large input, the difference between the approximate and exact compression ratios
will be too small to make any difference for the attack.

One natural way for an attacker to learn approximate input size is for the
process generating the input to the compressor to have either some known con-
stant rate of generating input, or to have its operations be visible (e.g., because
it must wait for the next input, which may be observed, before generating the
next output).

7.2 Obscuring the Compressor Output Size

Some encryption modes may automatically pad the compresor output to the
next full block for the block cipher being used. Others may append random
padding to resist this or other attacks. For example, some standard ways of
doing CBC-mode encryption include padding to the next full cipher block, and
making the last byte of the padding represent the total number of bytes of
padding used. This gives the attacker a function of the compressor output size,
[(len+1)/blocksize] x blocksize. These may slightly increase the amount of work
done during our attacks, but don’t really block any of the attacks.

A more elaborate countermeasure is possible. A system designer may decide
to reduce the possible leakage through the compressor to one bit per message,
as follows:

1. Decide on a compression ratio that is acceptable for nearly all messages, and
is also attainable for nearly all messages.

2. Send the uncompressed version of any messages that don’t attain the desired
compression ratio.

3. Pad out the compressor output of messages that get at least the desired com-
pression ratio, so that the message effectively gets the desired compression
ratio.

This is an effective countermeasure against some of our attacks (for example,
it makes it quite hard to determine which file type that compresses reasonably
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well has been sent), but it does so at the cost of losing some compression per-
formance. Against our chosen-input attacks, this adds a moderate amount of
difficulty, but doesn’t provide a complete defense.

7.3 Obscuring the Compressor Internal State

It is possible to obscure the internal state of the compressor, in a number of
simple ways, including initializing the compressor in a random state, or inserting
occasional random blocks of text during the compression operation. In either
case, this can cause problems with some of our attacks, because of the lack of
precise information about the state of the compressor when an unknown string is
being processed. General compression ratios are unlikely to be affected strongly
by such countermeasures, however, so the general side channel remains open.

7.4 Preprocessing the Text

The text may be preprocessed in such a way that compression is affected in a
somewhat unpredictable way. For example, it is easy to design a very weak stream
cipher, which generates a keystream with extremely low Hamming weight. Ap-
plying this kind of stream cipher to the input before compression would degrade
the compression slightly, in a way not known ahead of time by any attacker.
By allowing the Hamming weight of the keystream to be tunable, we could get
tunable degradation to the compression.

8 Conclusions

In this paper, we have described a side-channel in widely-used lossless compres-
sion algorithms, which permit an attacker to learn some information about the
compressor input, based only on the size of the compressor output and whatever
additional information about other parts of the input may be available.

We have discussed only a small subset of the available compression algo-
rithms, and only one possible side channel (compression ratio). Some interesting
directions for future research include:

1. Timing side-channels for compression algorithms.

2. Attacking other lossless compression algorithms, such as adaptive Huffman
encoding, adaptive Markov coders, and Burrows-Wheeler block sorting (with
move-to-front and Huffman or Shannon-Fano coding) with this side channel.
Adaptive Huffman and Markov coders can be attacked using techniques very
similar to the ones described above. Burrows-Wheeler block sorting appears
to require rather different techniques, though the same side channels clearly
exist and can be exploited.

3. Attacking lossy compression algorithms for image, sound, and other data
with this side channel.
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4. Attacking lossy image compression by trying to use disclosed parts of a
compressed image to learn undisclosed parts of the same image, as might be
useful for redacted scanned documents.

5. Reaction attacks against decompressors, such as might be useful when a sys-
tem cryptographically authenticates plaintext, then compresses and encrypts
it. This might lead either to software faults (a change in ciphertext leading
to a buffer overrun, for example) or to more general leakage of information
about the encryption algorithm or plaintext.
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